                                                                                                                                                                                                                                                       

CUSTOMER RELEASE NOTES

SMC8126L2(SMC8150L2)
Firmware Version 1.0.0.8
INTRODUCTION:
SMC8126L2(SMC8150L2) is a 26-port(50-port) Gigabit Ethernet Layer 2/4 Switch. The switch provides 26(50) 10/100/1000GbE CU ports.  Four of those ports are combo ports with associated SFP transceiver slots 21~24(45~48). 
The switch can be managed either by in-band management via the network station remotely or out-of-band management via the console port (RS232) locally. An imbedded Web agent also provides management capability to any computer on the network via common Http browsers such as Netscape Navigator or Microsoft’s Internet Explorer (both browsers should be Version 6.0 or above).
Local Console Management (LCM) allows the user to monitor and configure the SMC8126L2(SMC8150L2) from a VT-type terminal. LCM can be used to configure features such as SNMP community names and access rights, Port Enable/Disable, firmware downloads, and Device IP address as well as most other parameters. LCM can also provide statistical and diagnostic information about the entire device or an individual port.

Management of the switch is password protected; the same password is used for LCM and for the Web browser interface. Prior to accessing the Management Module via a network connection, a valid IP address, subnet mask, and in some cases a default gateway must be configured using an out-of-band connection or the BootP/DHCP protocol. The management option provides SNMP, RMON (4 groups: 1,2,3,9), and Web management for system control and statistical monitoring.

Firmware Specification:
	Status
	Version No.
	Type
	Release Date

	Current Version
	1.0.0.8
	Customer
	2008/9/9

	Current Version
	1.0.0.7
	Customer
	2008/7/30

	Current Version
	1.0.0.6
	Customer
	2008/06/30

	Current Version
	1.0.0.5
	Customer
	2008/04/21

	Current Version
	1.0.0.4
	Customer
	2007/12/04

	Current Version
	1.0.0.3
	Customer
	2007/09/04

	Current Version
	1.0.0.1
	Customer
	2007/07/12


SUPPORTED FUNCTIONALITY:
	Category
	Feature
	Support

	Layer 2 Features

	Link Aggregation
	802.3ad with LACP
	Yes

	
	Cisco EtherChannel Liked
	Yes

	
	Unicast / Multicast traffic Balance over Trunking port
	Yes

	VLAN
	IEEE 802.1Q Tagged Based
	Yes

	
	Port-Based
	Yes

	
	Private VLAN(only Traffic segmentation)
	Yes

	
	GVRP
	Yes

	
	802.1v Protocol
	Yes

	Spanning Tree
	IEEE 802.1D
	Yes

	
	IEEE 802.1s
	Yes

	
	IEEE 802.1w
	Yes

	
	Spanning Tree Fast Forwarding
	Yes

	Broadcast Strom Control
	
	Yes

	IGMP Snooping
	IGMP Snooping v1/v2
	Yes

	
	IGMP v1/v2 querier support
	Yes

	
	IGMP Immediate Leave
	Yes

	
	IGMP throttling
	Yes

	
	IGMP Filtering
	Yes

	
	IFMPSNP Leave Proxy
	Yes

	
	IGMPV3 Snooping
	Yes

	QinQ
	
	Yes

	MVR
	
	Yes

	Jumbo Frame
	9K
	Yes

	QoS  Features

	Scheduling for priority queue
	WRR Priority scheduling
	Yes

	
	Strict Priority scheduling
	Yes

	
	Hybrid (WRR + Strict) Priority scheduling
	No

	COS
	802.1p based COS
	Yes

	
	IP TOS/Precedence based COS
	Yes

	
	DSCP based COS
	Yes

	
	TCP/UDP Port based COS
	Yes

	Rate Limiting
	Ingress
	Yes

	
	Egress
	Yes

	DiffServ
	
	Yes

	Security Features

	Static Port Security (MAC-based)
	
	Yes

	802.1x
	Port-Based
	Yes

	
	Supplicant Support
	Yes

	ACL
	L2/L3/L4
	Yes

	RADIUS authentication
	
	Yes

	TACACS+ Authentication
	
	Yes

	HTTPS and SSL (Secured Web)
	
	Yes

	SSH V2.0 (Secured Telnet session)
	
	Yes

	User name password 

authentication
	Local Authentication
	Yes

	
	Remote Authentication 

via  RADIUS/TACACS+
	Yes

	Management Interface

Access Filtering  
	SNMP
	Yes

	
	WEB
	Yes

	
	TELNET
	Yes

	Management Features

	Cisco Like CLI
	
	Yes

	Web Based Management
	
	Yes

	Telnet
	
	Yes

	Software Download/

upgrade
	TFTP
	Yes

	
	Xmodem
	Yes

	Dual Image
	
	Yes

	Configuration download/

upload
	TFTP
	Yes

	SNMP
	v1
	Yes

	
	v2c
	Yes

	
	v3
	Yes

	RMON
	RMON I (1,2,3,9 group)
	Yes

	BOOTP
	Client
	Yes

	DHCP
	Client
	Yes

	
	Option 82 Relay
	Yes

	
	Snooping
	Yes

	Port Mirroring
	
	Yes

	Event/Error Log
	Local Flash
	Yes

	
	Remote server via System Log 

(RFC3164)
	Yes

	
	SMTP
	Yes

	DNS
	Client
	Yes

	
	Proxy
	Yes

	Remote Ping
	
	Yes

	SNTP
	
	Yes

	IP Source Guard 
	
	Yes

	IP Clustering 
	
	Yes


Installation and Configuration Notes:
In general, the SMC8126L2(SMC8150L2) will be shipped to you pre-configured with this version of firmware. If you would like to upgrade an existing SMC8126L2(SMC8150L2), please follow the TFTP download instructions that are included with your firmware image upgrade kit. TFTP download instructions are also available on the Support web site.
Firmware Changes and Enhancements:
Fixed in V1.0.0.8
	1. SMC8126L2-00070
DNS: DNS cache can not record any information when ping session is working well.

	2. SMC8126L2-00071
MSTP: Error message occurred in CLI.

	3. SMC8126L2-00073
LACP: Issue  when creating a new trunk


Fixed in V1.0.0.7

	1. SMC8126L2-00057
QinQ: The ingress filter doesn't work in QinQ mode.

	2. SMC8126L2-00058
VLAN: VLAN mode on port is not match in CLI and WEB

	3. SMC8126L2-00059
VLAN: Ingress filter is not filtering the tag packets with not exist VID.

	4. SMC8126L2-00060
VLAN: The VLAN membership mode behavior is incorrect.

	5. SMC8126L2-00062
ProtocolVlan: DUT cannot remove one of protocol VLAN rules on WEB UI.

	6. SMC8126L2-00063
ProtocolVLAN: WEB UI has no option to configure IPV6 and user-defined protocol.

	7. SMC8126L2-00065
UserAuth: The privilege is always global mode(0) when using tacacs to be authenticated to login.

	8. SMC8126L2-00066
CoS: When to change the mapping of CoS and priority queues the display of result are not correct.

	9. SMC8126L2-00067
flow control configuration can't be saved in running config

	10. SMC8126L2-00068
ACL can't display ip protocol number correctly


Fixed in V1.0.0.6

	1. Device will be failed to reply continuous long ping packet after 4~5 hours(port lock up issue)


Fixed in V1.0.0.5
	1. Patch driver code to support Chip BCM53714/53718 A2 version

	2. HTTP task exception when receiving specific packet pattern

	3. Receive packet with ether type 0xffff would cause "bcmRX" task exception

	4. Device failed to learn mac address after several days of traffic injection

	5. WEB: failed to configure port property in VLAN static table

	6. 8021x: MAC filtered is failed when ports change to Multi-Host mode non-configured "Max Count" in authorized state.

	7. Can't add Snmpv3 user with encrypted method in CLI

	8. A PC which has static ip address can communicate with 8126/50 management interface when ip source-guard enable on this port.

	9. WEB:  GigaPort49 and 50 of 8150L2, the link of LED doesn't change to Green on WEB GUI

	10. STA: max-age time is incorrect


Fixed in V1.0.0.4

	1. CoS: DUT doesn't accept 4-queue mode configuration for queue bandwidth on trunks.

	2. IGMPV3SNOOPING: multicast group entry can not delete on DUT ,when send the igmpv3 type 6 block report.

	3. Igmpv3snooping:in web,igmp configuration ,the igmp state and the act igmp querier can not display the correctly state .

	4. [web] in access list mac, ethertype config parameter is defferent from cli's .

	5. After reboot, MST name get changed.

	6. Ethertype can't be configured on MAC access-list.

	7. Mismatched information on RMON counters between a console and an WEB manager.

	8. Enter command “Protocol-vlan protocol-group 1” would cause device hang-up.

	9. Downgrading to runtime version V1.0.0.3 would cause flash can't be modified forever

	10. Sometimes flash content will be crashed during the power cycle


Fixed in V1.0.0.3

	1. Port 21,22,23,24 can not link with RJ45 when the DUT and SMB all forced mode 100full but no problem with switch.

	2. DNS: An exception occurs and then DUT hangs while "show dns cache" after using command "copy    startup running".

	3. DiffServ: DUT will keep some unsaved configurations after "copy startup running".

	4. IpSourceGuard: Behaviors of IP source-guard configuration are different while using different managing methods(CLI, WEB, MIB)

	5. CoS: Failed to set queue bandwidth on a trunk.

	6. DiffServ: DUT can't handle pkts whose size exceeding 640 bytes(with CRC) well according to the policy-map's rules.


Known ISSUES:
V1.0.0.8
	1. IP source guard: Cannot configure static ip source guard binding entry on each port in Web UI

	2. Cluster: Web and CLI display will show wrong members when static member over 9.

	3. ProtocolVLAN: It cannot set protocol group and VLAN mapping on page "Protocol VLAN Port Configuration" on Firefox browser.

	4. L2 switch- No place be found from WEB to configure flow control.

	5. DiffServ: It cannot set cos value of policy map on Web browser(page "policy rule settings").


Known Restrictions and Limitations:
	1. Due to small and limited packet buffer of switch ASIC, when the jumbo frame bigger than 7k will lose packets on one 1000M/F to ten 100M/F and one 100M/F to ten 10M/F

	2. Due to limited number of filter processor in ASIC. The feature IP Source Guard and DiffServ for IP packet can’t be enabled at the same time. Once user enabled one of them, the other one would be unable to configure till user has disabled the first feature.

	3. Because chip do not support “per port rate-limit” function, so scheduling with egress rate limit can’t work correctly on 8126/50L2


Any other problems than those listed above should be reported to our Technical Support Staff.
IEEE Standards Support:
	Standard
	Title

	IEEE 802.1D
	Transparent Bridging Specifications (ISO/IEC 10038)

	IEEE 802.1p
	Traffic Class Expediting and Dynamic Multicast Filtering

	IEEE 802.1Q
	Virtual Bridged Local Area Networks

	IEEE 802.1v
	Protocol VLAN

	IEEE 802.1w
	Rapid Spanning Tree

	IEEE 802.1s
	Multiple Spanning Tree

	IEEE 802.2 
	Local Area Networks, Logical Link Control (LLC)

	IEEE 802.3 
	CSMA/CD 9 (ISO/IEC 8802-3)

	IEEE 802.3I 
	10Base-T (ISO/IEC 8802-3, clause 14)

	IEEE 802.3u 
	100Base-TX (ISO/IEC 8802-3, clause 25)

	IEEE 802.3x
	Flow Control

	IEEE 802.3z
	1000Base-SX, 1000Base-LX

	IEEE 802.3ab
	1000Base-TX

	IEEE 802.3ac
	VLAN Tag

	IEEE 802.3ad
	Link Aggregation


IETF Standards MIB Support:
	RFC No.
	Title
	Groups Supported

	1213
	MIB-II
	- system group
- interfaces group 
- ip group
- icmp group
- tcp group
- udp group
- snmp group

	1493
	Bridge MIB
	- dot1dBase group 
- dot1dStp group 
- dot1dTp group
- dot1dStatic group

	1907
	SNMPv2 MIB
	

	2011
	IP MIB
	

	2012
	TCP MIB
	

	2013
	UDP MIB
	

	2576
	SNMP COMMUNITY MIB
	

	2618
	RADIUS AUTH CLIENT MIB
	

	2665
	EtherLike-MIB
	

	2863
	Interfaces Evolution MIB
	- ifXTable group
- ifStackTable group

	2819
	RMON MIB
	- statistics group
- history group
- alarm group
- event group

	2618
	RADIUS MIB
	- radiusAuthClientMIB

	2665
	Etherlike MIB
	- dot3StatsTable group

	2737
	Entity MIB
	- entityPhysical group

	2674
	P-bridge
	- dot1dExtBase group 
- dot1dPriority group 
- dot1dGarp group

	2674
	Q-bridge
	- dot1qBase group 
- dot1qTp group 
- dot1qStatic group
- dot1qVlan

	2668
	MAU MIB
	- dot3IfMauBasic group 
- dot3IfAutoNeg group 


Private Enterprise MIB Support:
	Title
	Version

	SMC8126_50R.mib
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