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About This Guide

This guide includes detailed information on the switch software, including how to
operate and use the management functions of the switch. To deploy this switch
effectively and ensure trouble-free operation, you should first read the relevant
sections in this guide so that you are familiar with all of its software features.

This guide is for network administrators who are responsible for operating and
maintaining network equipment. The guide assumes a basic working knowledge of
LANSs (Local Area Networks), the Internet Protocol (IP), and Simple Network
Management Protocol (SNMP).

This guide focuses on switch software configuration through the Web
management interface.

For information on how to manage the switch through the CLI, see the following
guide:

CLI Reference Guide
This documentation is provided for general information purposes only. If any

product feature details in this documentation conflict with the product datasheet,
refer to the datasheet for the latest information.

Note: There are 4 devices in this series: ECS2020-10P, ECS2020-10T, ECS2020-28P,
and ECS2020-28T.

Note: The PoE function is only applicable to the EC52020-10P and ECS2020-28P
products.

Note: Sections of this document use the ECS2020-10P as an example. The other
switch models differ only in panel image, port types, and equipment name but
function identically.
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1 WEB MANAGEMENT LANDING PAGE

1.1 LOGIN TO THE SWITCH MANAGEMENT PAGE WEB

The computer’s IP address and the switch IP address must be set to the same subnet (switch default IP address is
192.168.2.10, and the default subnet mask is 255.255.255.0). Run a web browser, and enter http://192.168.2.10 in
the address bar. Enter the default user name and password (user name: admin; password: admin), and then click the

“Login” button to directly access the web management home page.

.’ User Login

Flease input your user name and password!
Language: | English A
User Name:

Password:

Device Name: ECS2020-10P Device Location: Contact Name:

Figure 1-1: The Login Page

After launching successfully, the switch management home page displays:

Current User:admin

System Home Model name: EC$2020-10P CPU : 26% Available Memory:51ME  Available Flash:2MB Hardware Version: v1.0 Serial numcer:

Date/Time: 2013-12-5 00:03:49 - S Software Version: v1.0.0.0 Mac address: 00E0.4C00.3067
Quick Configuration
+ Port Management
<+ VLAN Management
<+ Fault/ Safety

<+ System Management

+ PSE System {"110/1000 iy 10000 i Discornect 2 Disable

+ Qos Port Information Flow Trend Device Configuration Port Statistics

+ EEE

Keyword: m [CIRefresh

Port Description Input Flow(Bps) Output Flow(Bps) Status Connection Status VLAN Trunk Port Edit
Gion 22K 373K Enabled . Connected 1 No
GioR 0K 0K Enabled % Not Connected 1 No
a x o Etiod | @ Comackd . No
Gi 04 0K K Enabled % Not Connected ] No
GiOs 0K 0K Enabled % Not Connected 1 No
Gi oG 0K 0K Enabled % Not Connected 1 No
Gio7 0K 0K Enabled % Not Connected 1 No
GioB 0K oK Enabled % Not Connected 1 No

Figure 1-2: Web Management Home Page
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http://192.168.2.10/

2 SYSTEM HOME

2.1 DEVICE PANEL

1. Through the web page, a quick understanding of the operation of the device, panel information, port
information, such as the general network of common management information.

System Home Model name: £C 52020109 CPU: 28% Available Memory:61MB  Available Flash:2MB Hardware Version:v1.0 Serial numcer:
DateTime: 2013.12.500:05:41 ~ w1 —_—— —) Software Version: v1.0.0.0 Mac address: 00E0.4C00.3067

Quick Configuration

<+ Port Management
<+ VLAN Management
<+ Fault/ Safety

-+ System Management

<+ PSE System £ 10/1000 gy 1000% gl Disconnect E) Disable

+ Qos Port Information Flow Trend Device Configuration Port Statistics

Figure 2-1: Web Device Panel

2. Clicking on a specific port displays the following information.

Current Useradmin onfig Log Out

System Home Model name: EC$2020-10P CPU : 20% Available Memory:60MB  Available Flash:2MB Hardware Version: v
2013-12.5 00:11:37 - - — Software Version:

Serial numcer:
Mac address: D0E0.4C00.3067

DatefTime:

Quick Configuration

<+ Port Management Traffic Trends

Port Number: 1

Port Description:

Port Status: (@ Enable O Dissble
Output Traffic: 481K
Input Traffic

3 4 5

< VLAN Management

<+ Fault/ Safety
<+ System Management

+ PSE System 1 10/1000 gy 10000 il Disconneot KR Disable

+ QoS

Port Statistics

Port Information Flow Trend Device Configuration

Figure 2-2: View the Port Status

2.2 PORT INFORMATION

The configuration of the ECS2020-10P is as follows: "System Home", "Port Information".

System Home Model name:EC'S CPU : 22 Available Memory:55M8  Available Flash:2ME Hardware Version: v1.0 Serial numcer:
— § :
45 W — Software Version: ¥1.0.0.0 Mac address: 00E0,

Date/Time: 2
Quick Configuration

+ Port Management
+ VLAN Management
+ Fault/ Safety

+ System Management

+ PSE System 110/100M gy 1000 gy Disconnect EEN Dissble

+ QoS Port Information Flow Trend Device Configuration Port statistics

+ EEE -

Keyword: m CRefresh

Port Description Input Flow(Bps)  Output Flow(Bps) status Connection Status VLAN Trunk Port Edit
am 22 73 Enshing Connectea 1
Gioz oK oK Enabled % Not Connected 1 No
siom o o Enabing py— 1
clou o o Erabies | % NotGonneded . No
GiOs oK 0K Enabled % Not Connected 1 No
cios o o Craves % MoiComeced 3 o
Gio7 oK oK Enabled € Not Connected 1 No
cioe o o =L e 3 B

Figure 2-2: Port Information

On the panel, you can see the device port, description, input flow, output flow, state of the port, connection state,
VLAN, and trunk status.

14



2.3 FLOW TREND
Click the device port on the panel port to view the port flow trends.

Current User:admin

System Home Model name: EC$2020-10P CPU : 20% Available Memory:55ME  Available Flash:2MB Hardware Version:v1.0 Serial numcer:

DatefTime: 2013-12500:16:22 & — — Software Version: v1.0.0.0 Mac address: 00E0.4C00.3067
Quick Configuration
<+ Port Management
<+ VLAN Management
<+ Fault/ Safety

<+ System Management

<+ PSE System 11071000 By 10000 gl Di sconnect SN Dissble
+ QoS
Port Information Flow Trend Device Configuration Port Statistics
+ EEE
Note: Click on a port to view the flow trend
Output Input
30K 4K
3K
T 20k w R = - =
g &
L= Lt 1 <
:§ 10K :§
3
oK oK
00:14:30 00:15:00 00:15:30 00:16:00 00:14:30 00:15:00 00:15:30 00:16:00
-#- Gi 0/1 Output Flow(Bps) o= Gi 0/1 Input Flow(Bps) |

Figure 2-3: View the Flow Trend

2.4 DEVICE CONFIGURATION
Click "Device Configuration" to view and change the configuration of the device.

Current User:admin

System Home Model name: EC $2020.-10F CPU : 30¢ Available Memory 55M8 Available Flash 2M8 Hardware Version: v1.0 Serial numcer:

DatefTime: 2013.12.5 00:17:4 — —— — Software Version: v1.0.0.0 Mac address: DOE0.4C00.3067
Quick Configuration
+ Port Management
+ VLAN Management
+ Fault/ Safety

+ System Management

+ PSE System ) 1071000 gy 10000 gl Dizoomneot R Dizable
+ Qos Port Information Flow Trend Device Port
+ EEE

The Total Number of VLAN 1 Configuration

Port Aggregation Number 0 Configuration

Port Mirroring 1 Configuration

ARP Spoofing Disabled

Port Security Enabled Configuration

DHCP Snooping Disabled Configuration

Figure 2-4: Device Configuration

Use "Device configuration" to configure the following modules:
1. Total number of VLANs

2. Port Aggregation Number

3. Port Mirroring

4. ARP Spoofing

5. Port Security

6. DHCP Snooping
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2.5 PORT STATISTICS

The Port Statistics page shows the number of bytes received, the number of bytes sent, the number of incomplete
packets, the number of large packets, CRC error packets, and the number of conflicts.

Current User:admin D Logout

System Home Model name: EC$2020-10P CPU: 9% Available Memory:55MB  Available Flash:2MB Hardware Version:v1.0 Serial numcer:
DatelTime: 2013-12500:18:31 & C— — Software Version: v1.0.0.0 Mac address: 00E0.4C00.3067

Quick Configuration

<+ Port Management

<+ VLAN Management

+ Fault/ Safety

<+ System Management

<+ PSE System 1 10/1000 iy 1000 gl Di sconmect 2 Disable

+ Qos Port Information Flow Trend Device Configuration Port Statistics

+ EEE
Port Bytes Received Bytes Sent Incomplete Packets Large Packets CRCErrors Conflicts
Gion 3730609 44678123 0 0 0 0
cion 0 0 0 0 0 0
cion 0 218156 0 o o 0
cion 0 0 0 0 0 0
Gi 05 0 0 0 0 0 0
Gios 0 0 0 0 0 0
cion 0 0 0 0 o 0
cios 0 0 0 0 0 0
Gi o9 0 0 0 0 0 0

Figure 2-5: View the Port Statistics

3 QUICK CONFIGURATION

Click on "Quick Configuration" to quickly configure commonly used functions, such as a VLANSs, trunk ports, port
classes, and basic settings.

3.1 BASICSETTING

Click "Quick Configuration" and then "Basic Settings" to display the System Settings page. The current basic system
information and management password can be configured.

Current User:admin | a Log Out

System Home: Basic Setting VLAN settings Port Mode
Quick Configuration I Basic System Settings
+ Port Management Management VLAN 10: (@S0 )
+ VLAN Management VLAR: [T ok MAC: B398, C5FA. 25CE
once: Contactitormation: ]
+ Fault/ Safety
i . Comtacttiame: [ ]
+ System Management Subnet Mask: - Device Location: [ |
etautt Gateviay: Device Hame:

+ PSE System

+ QoS m

Login Timeout(s):

+ EEE
I Interface VLAN Table
VLAN P Mask Default Gateway Status IPv4 Excluir
1 192168210 255 255 2550 19216821 Static @

First Previous [1] Next Lasfi ]/ 1Page

I Modify the Super user password and teinet password

e E—
Confirm Hew Password:l ] »

Lo J ]

Figure 3-1: Basic Setting
16




3.2 VLAN SETTINGS

Click "Quick Configuration" and then "VLAN Settings" to access the VLAN configuration page. You can view the
current VLAN information, create new VLANs, modify VLANSs, delete VLANSs, etc. When configuration is completed,

click "Next".

Save Config Log Out

Current Useradmin B

System Home: Basic Setting VLAN Settings Port Mode
Quick Configuration I VLAN
+ Port Management ] VLANID VLAN Name Tag Port Untag Port Edit
-+ VLAN Management 1 default 1-28 z
@ NewVLAN @ Delete VLAN First Previous [1] Mext Lasfl ]/ 1Page

=+ Fault / Safety

+ System Management
-+ PSE System

+ Qos

+ EEE

Figure 3-2: VLAN Settings

3.3 PORT MODE

Click "Quick Configuration" and then "Port Mode" to access the port settings page. You can change the port setting
to allow VLANs in trunk or hybrid mode (Note: When a port is changed to trunk mode, it will be removed from any
previous untagged VLAN). When configuration is complete, click "Complete".

Save Config Log Out

Current User:admin

System Home Basic Setting VLAN Settings Port Mode

Quick Configuration
Hote: 1.Access: This mode port can only belong o one VLAN, you can transmit packets of the VLAN , the defaultis VLAN 1, is generally used with the terminal directly connected.

+ Port Management 2.Trunk: This mode port can belong to multiple VAN, can transmit multiple VLAN packets, can only transmit data frames of Tag type (Mative VLAN to Untag type fransmission ), generally used in

conjunction with other switches in the network,

< VLAN Management 3 Hybrid: This mode part can belong to multiple VLAN, can transmit multiple VLAN packets, can transmit Tag or Untag packet frame
4.When the portis changed to Trunk mode,it will be removed from the previous Untag vian.

+ Fault / Safety

Select a port to configure

+ System
1 3 65 7 9 1 13 15 17 19 21 23 25 27
+ PSE System el el e Eal el el el aiarnlal ]|
PO A AU N I A A O I A R
+ Qos 2 4 6 8 10 12 14 16 18 20 22 24 26 23
+ EEE {1 Optional part g Selected port {1 Aggregation port . Trunk Part  Selectall Select all others Cancel
T —— A — )
Port Port Mode Native VLAN Edit
1 Access 1 j
2 Access 1 74
3 Access 1 2
4 Access 1 z
5 Access 1 j

Figure 3-3: Port Mode
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4 PORT MANAGEMENT

4.1 BASIC SETTINGS

4.1.1 Check the port configuration

On the navigation bar, click "Port Management" and then "Basic Settings" to view the current configuration of the
switch ports:

Current User:admin Bl save Config ) Logout

System Home Basic Settings

Quick Configuration )
Description: Select the port(s) you want to configure. Click on individual ports or click and drag the mouse to select multiple ports

Hote: Ifthe parameters selected are not supported, the changes will not take effect

Basic Settings MTU{1522-10240): |:|m

Storm Control Select a port to configure:

Flow Control

1 3 5 7 9 11 13 15 17 19 21 23 25 27
Port Aggregation CIrTTIEITITICITITICI T LT by
Port Mirroring BUBUUUDUUUUBDD
Port Isolation 2 4 6 8 10 12 14 16 18 20 22 24 26 28

Port Speed Limit {1 Optional port [ Fixed port g Selected port 7] Aggregation port Selectall Select all others Cancel

SFP Description:| | Status:[ Do Mot Modify ~
Rate: [Do Not Modify v Duplex Mode: [Do Not Modify v

< VLAN Management

<+ Fault/ Safety m

Port List
+ System Management
Port Description Status Rate Duplex Mode MTU Edit

=+ PSE System

1 Enabled Auto Auto 1522
+ QoS iz

2 Enabled Auto Auto 1522 2z
+ EEE

3 Enabled Auto Auto 1522

Figure 4-1: Port List Information

The port list attributes show the current switch port configuration information:

1. Port: The number of the port.

2. Port Description: Displays the switch port description.

3. Port Status: The switch port status information; enabled or disabled.

4. Port Rate: Displays the switch port speed configuration; auto-negotiation or 10/100/1000.

5. Working Mode: Displays the switch port duplex configuration; auto-negotiation, full, or half duplex.

6. MTU: Indicates the maximum size of packets on the port.
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4.1.2 Configuring port properties

Click the 2 icon to configure the selected port attributes:

Current User-admin 1Bl save Config Log Out

System Home Basic Settings

Quick Gonfiguration .
Description: Select the port(s) you want to configure. Click on individual ports or click and drag the mouse to select muttiple ports

B a Note: If the parameters selected are not supported, the changes will not take effect
= Port Management

Basic Seftings MTU(1522-10240): 1522 m

Storm Control Select a port to configure:
Flow Control I 5 6 7 8 s 10
-
Port Aggragaton nlntel - lalelelelmsln
Fort Mirroring
Port Isolation 1" Optional port R Fixed port J Selected port Aggregation port  Selectall Selectall others Cancel
Port Speed Limit Description: [nihso Status: [ Enabled v
+ VLAN Rate: [ 100M x Duplex Mode: | Auto v
Apply
i saay
Port List
+ System Management I
4 PSE System Port Description status. Rate Duplex Mode MU Edit
1 Enabled Auto Auto 1522
+ Qos 2
2 Enabled Auto Auto 1522 z
+ EEE
3 Enatled Auto Auto 1522 z
4 ninao Enabled 100 Auto 1522

Figure 4-2: Port Properties Configuration

Configure port properties as follows:
Step 1: Click the "Edit" icon _ .
Step 2: In the Port Properties configuration page, fill/select the value to be configured.

Step 3: Click the "Apply" button to complete the configuration.

4.2 STORM CONTROL

4.2.1 Check the storm control port settings

On the navigation bar, click "Port Management" and then "Storm Control" to view the current switch port storm
control information.

®

dge-cor .
Current User:admin & save config Log Out

System Home Storm Control

Quick Configuration
Description: Selectthe port(s) you want to configure. Click on individual ports or click and drag the mouse 1o select multiple ports.

. Note: ffthe parameters selected are not supported, the changes will nottake effect
= Port Management

Basic Settings Selecta portto configure:

Storm Control 1 2 3 4 5 6 T 8 g 10
P A R A A S i S i |

Flow Control

Port
Gptional port i Fixed port [ Selected port [T] Aggregation port  Selectall Selectall others Cancel
Port Mirroring b o b i

Port Isclation Storm Control Type: | Disabled v Storm Control Value: (Unit kbps, Value: multiples of 16 between 16-1000000)

Port Speed Limit m

<+ VLAN Management I r——

+ Fault/ Safety Port Unknown.unicast Broadcast Unknown muticast Edit

+ System Management 1 Disabled Disabled Disabled z

<+ PSE System 2 Disabled Disabled Disabled ez

+ QoS 3 Disabled Disabled Disabled 2

+ EEE 4 Disabled Disabled Disabled 74
5 Disabled Disabled Disabled 2
6 Disabled Disabled Disabled 2
7 Disabled Disabled Disabled &

Figure 4-3: Storm Control List Information
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The list of ports shows the current storm control property values:
1. Port: The number of the port.

2. Unknown-unicast: Unknown unicast packets control.

3. Broadcast: Broadcast packet control.

4. Unknown-multicast: Multicast packets control.

5. When the control value setting is not a multiple of 16, the system automatically matches the closest multiple of
16.

6. The control values of unknown-unicast, broadcast, and unknown-multicast, can only be a single value.

Clicking the corresponding port on the port panel selects the port to be configured.

Current User:admin &l save Config Log Out

System Home Storm Control

Quick Configuration
Description: Selectthe port(s) you wantto configure. Click on individual perts or click and drag the mouse to select multiple ports.

P, A Note: Ifthe parameters selected are not supported, the changes will not take effect
= Port Management

Basic Settings Selecta port to configure:

Storm Control i 2 3 4 5 6 T B g 10

Flow e e
low Control

Port

Optional port Fixed port Selected port Aggregation port  Selectall Selectall others Cancel
Port Mirroring o = = &

Port Isolation storm Control Type: | Unknown-unicast v Storm Control Value: [32 (Unit: kbps, Value: multiples of 16 between 16-1000000)

Port Speed Limit m

<+ VLAN Management I il

+ Fauit/ Safety Port Unknown-unicast Broadcast Unknown-mlticast Edit

+ System Management 1 Disabled Disabled Disabled 2

+ PSE System 2 Disabled Disabled Disabled B

+ QoS 3 32 Disabled Disabled 2

+ EEE 4 Disabled Disabled Disabled 2
5 Disabled Disabled Disabled iz
6 Disabled Disabled Disabled B
7 Disabled Disabled Disabled 2

Figure 4-4: Configuring Storm Control Information

You can also select multiple ports for batch settings.

®
dge-cor
Current User:admin & save config Log Out

System Home Storm Control

Quick Configuration
Description: Select the port(s) you want to configure. Click on individual ports or click and drag the mouse to select multiple ports

P, N P Note: [fthe parameters selected are not supported, the changes will not take effect.
= Port Management

Basic Settings Select a port to configure:

Storm Control ] T 6§ 7 8 g 10

Flow g ] e |
low Control

Port

Optional port Fixed port Selected port Aggregation port  Selectall Selectall others Cancel
Port Miroring o = o &

Port Isolation -(orm Control Type| Storm Control Vﬁ\u (Unit. kbps, Value: multiples of 16 between 16-1000000)

Port Speed Limit

<+ VLAN Management I ErTii

+ Fault/ Safety port Unknown_unicast Broadcast Unknown multicast Edit

+ System Management 1 Disabled Disabled Disabled z

<+ PSE System 2 Disabled Disabled Disabled iz

+ QoS 3 32 64 Disabled B

+ EEE 4 Disabled 64 Disabled z
5 Disabled 64 Disablect 7
8 Disabled Disabled Disabled z
7 Disabled Disabled Disabled 2

Figure 4-5: Bulk Edit Configuration Information
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After selecting the ports in the Storm Control port panel, set the unknown-unicast, unknown-multicast, and
broadcast values. For example, set the port 1 unknown-unicast storm control to 1009, and then click "Apply

Settings".

®
dge-cor

System Home:

Quick Configuration

= Port Management

Basic Settings
Storm Control

Flow Control

The system will automatically truncate your entry to the closest

Current User:admin multiple of 16.
BB ST RHEE.
Storm Control

Description: Select the port(s} you want to configy

Note: Ifthe parameters selected are not supported, the changes will not take effect.

Select a port to configure:

T2 3 4 5 6 1 B g 10
ey g

Port
Port Mirrering
Port Isclation

Port Speed Limit
<+ VLAN Management
+ Fault | Safety

+ System Management
+ PSE System

+ Qos

+ EEE

5”1 Optional port [ Fixed port i Selected port §7] Aggregation port  Selectall Selectall others Cancel

Storm Control Type: | Unknown-unicast v
I Port List
Port Unknown-unicast
Disabled
2 Disabled
3 32
4 Disabled

Storm Control Value: |1009

Broadcast Unknown-multicast
Disabled Disabled
Disabled Disabled

64 Disabled
a4 Disabled

Edit

N REK

(Unit kbps, Value: multiples of 16 between 16-1000000)

|8 saveConfig Log Out

Figure 4-6: Configuring Storm™ Control Information

The configuration displays as shown below:

I Port List

Port

Unknown-unicast Broadcast Unknown-multicast
1008 Disabled Disabled
Disabled Disabled Disabled

Edit

Figure 4-7: Configuration Successfully Storm Control Information Flow Control

4.3 FLOW CONTROL

Click "Port Management" and then "Flow Control" to view the port flow control information on the switch.

Current User:admin

Log Out

System Home

Quick Configuration

Basic Setiings
Storm Control

Flow Control

Flow Control

B save Config

Description: Select the port(s) you want to configure. Click on individual ports or click and drag the mouse to select multiple ports.

Note: If the parameters selecied are not supported, the changes will not take effect Changing the fiow control of the port will cause the port fo be down and then up

Selecta port to configure:

5

1 2 3 4 5 & 7 8 g 0
e tata et e et latmls

Port
Port Mirroring
Port Isolation

Port Speed Limit
<+ VLAN Management
+ Fault/ Safety
4+ System Management
+ PSE System
+ Qos

+ EEE

§77Optional port 0 Fixed port J Selected port T17 Aggregation port  Select all

Flow Control Type: | Off v
I Port List
Port Flow Control
2 on
4 of
o
7 on

Select all others Cancel

Operation Status
of
=

o

off

Edit

KK

K

Figure 4-8: Flow Control Information
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4.3.1 Configuring flow control

To enable the port flow control function: Select the ports to enable traffic control, and then click "Flow Control".
Select "On" and click "Apply".

Current User:admin Bl save Config

System Home Flow Control

Quick Configuration
Description: Select the port(s) you want to configure. Ciick on individual ports or click and drag the mouse to select multiple ports

Port Management Note: If the parameters selected are not supported, the changes will not take effect Changing the flow control of the port will cause the port to be down and then up.
Basic Settings Selecta port to configure:

Sterm Contro! i 2] 3 4 5 6 7 3 a3 10

Flow Control

Port Aggreg:

Optional port g Fixed port [ Selected port {17 Aggregation port  Selectall Selectall others Cancel
Port Mimoring o = = o

Port Isolation [Frow ConworType: on 7]

Port Speed Limit m:l

<+ VLAN Management I Port List

+ Fault/ Safety port Flow Control Operation Status Edit
<+ System Management 4 on on Z
<+ PSE System 2 on of z
+ QoS 3 off off 2z
<+ EEE 4 on of @z
on oft 2z

6 oft oft Z

Figure 4-9: Open Port Flow Control Function

To enable port traffic control, follow these steps:
Step 1: Select the port.

Step 2: Set the "Flow control" to “On”.

Step 3: Click "Apply".

View the port list to check that the configuration is successful:

Current User:admin Bl save config Log Out

System Home Flow Control

Quick Configuration
Description: Select the port(s) you want to configure. Click on individual ports or click and drag the mouse to select multipie ports.

- Port Management Note: If the parameters selected are not supported, the changes will not take effect Changing the flow control of the port will cause the port to be down and then up.

Basic Settings Select a port to configure:

5 6 7 8 g 10

1 2 3 4
=3 jujuyis el nimim

Storm Control

Flow Control

Port Aggreg: - -

Port Mirroring § ] Optional port § Fixed port 8 Selected port {17 Aggregation port  Selectall Select all others Cancel
Port Isolation Flow Control Type: | On v

Port Speed Limit m

+ VLAN Management I Port List
<+ Fault / Safety Port Flow Control Operation Status Edit
+ System Management 1 on on 2
+ PSE System 2 on off 2
+ QoS 3 oft off B
+EEE 4 or o 2
o ofr 2
] oft = 2
7 of or z

Figure 4-10: Port Flow Control Status

To modify the port flow control function: Click on the port traffic control list corresponding to the rear port of the

" Z " button in the Port Settings page "Flow Control Type" select "Off", "Apply Settings":
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Current User:admin & Save Config Log Out

System Home Flow Control

Quick Configuration

Jescription: Select the port(s) you want to configure. Click on individual ports or click and drag the mouse to select multiple ports.
I Bt Mamamerment Note: If the parameters selected are not supported, the changes will not take effect.Changing the flow control of the port will cause the port to be down and then up.
Manageme
Basic Settings Select a port to configure:

Storm Control

1 2 3 4 5 6 7 8 9 1
O e O

Flow Control
Port Aggregation
"7 Optional port. 8 Fived port i Selected port {17 Aggregation port Selectall Select all others Cancel
Port Miroring
Port Isolation | Flow Control Type: | Cff il

Port Speed Limit m

<+ VLAN Management I Port List
+ Fault/ Safety Port Flow Control Operation Status Edit
+ System Management 1 oF o s
+ PSE System 2 On off Z
+ Qos 3 on or Y
+ EEE 4 or on 2z
o on 2z
6 of of 4

Figure 4-11: Close the Port Flow Control

Close port traffic control, follow these steps:
Step 1: Select the button to the right of the port or directly selected port;
Step 2: In the "Flow Control Type" select off;

Step 3: Click "Apply".

4.4 PORT AGGREGATION

4.4.1 Viewing port aggregation configuration

Click "Port Management" "Port Aggregation" to view the current switch configured port aggregation information:

Current User:admin |2 save config Log Out

System Home Port Aggregation

Quick Configuration .
Description: Port aggregation allows multiple ports to be combined to form a single logical link. Each group can contain up to & ports. Member ports assume network traffic by shunting rules.

Basic Setlings
Aggregation 1D (1-8):

Storm Centrol
Select a port to configure:

Flow Control

12 3 4 5 6 T & g 10

Port Aggregation g R e i |

Port Mirroring

Port Isolation §] Optional port [l Fixed port i Selected part § T Aggregation port  Selectall Select all others Cancel

Port Speed Limit Aggregation Type: | Not Selected v
+ VLAN Management
+ Fault/ Safety I Aggregation List
+ System Management Aggregation ID Aggregation Type Number of Ports Member Port Edit
+ QoS First Previous [1] Next Lasty I 1Page
+ EEE

Figure 4-12: Aggregation Port Configuration Information

In the port aggregation list which shows the current switch port configuration information for the polymerization
properties:
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1. Aggregation number: display link aggregation group number value;
2. Load Balancing: Displays the current link aggregation group load balancing judgment condition;
3. Aggregate types: Displays whether to use a polymerization port LACP protocol;

4. Member ports quantity: Displays the number of ports in the link aggregation group contains a total of member
port: Displays the current port link aggregation group member prompt

5. Each aggregate port can bind up to eight member ports, port to transfer data among members of the network
traffic through the shunt rules.

6. Port aggregation group must ensure that the port speed, duplex, port state agreement, or can not ATTACH after
configuration.
4.4.2 Add port aggregation

Enter aggregation port number, select the desired aggregation port, select aggregation type, click "Apply".

Bl Save Config ) Logout
System Home Port Aggregation
Quick Configuration N -
Description: Port aggregation allows multiple ports to be combined to form a single logical link. Each group can contain up to 8 ports. Member ports assume network fraffic by shunting rules.

- Load Balanci Apply

Basic Setiings

Storm Control

Selecta port to configure:

Flow Control T s s o T n

Port Aggregation =3 =g R R | |

Port Mirrering

Port Isolation § "] Optional port [ Fixed port [l Selected port [T] Aggregation port Selectall Select all others Cance!
<+ VLAN Management Cancel
<+ Fault / Safety Aggregation List

+ System Management Aggregation ID Aggregation Type Number of Ports Member Port Edit

+ QoS First Previous [1] Next Lastt 11Page

+ EEE

Figure 4-13: Port Aggregation Configuration Area

Increase port aggregation, follow these steps:

Step 1: Select the option to load the shunt in the load balancing list.
Step 2: Enter the number in the "Aggregation number" in.

Step 3: Select the aggregated ports in the panel.

Step 4: Select the aggregation type.

Step 5: Click the "Apply" button to complete the configuration.
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4.4.3 Modifying port aggregation

Click on "Aggregation List" in the need to modify the port aggregation right icon in this area to the port aggregation
port aggregation group corresponding modification:

Current User:admin & save Config Log Out

System Home Port Aggregation

Quick Configuration N
Description: Port aggregation allows multiple: ports. to be combined to form a single logical link. Each group can contain up to & ports. Member ports assume network traffic by shunting rules.

I — Port Management Load Balancing: [mac v |8

Basic Settings
Agaregation ID (181 2

Storm Control
Select a port to configure:

Flow Control

2 3 b 5 6 7 5 3 n
Part Aggregation U R R s e e 1)
Port Mirroring
Part Isolation 73 Optional port i Fixed port Ji@ Selected port TTJAggregation port  Selectall Select all others Cancel
Port Speed Limit Aggregation Type: | Stafic
FRVP—— ., |
+ Fault/ Safety | Agaregation List
<+ System Management Aggregation ID Aggregation Type Number of Ports. Member Port Edit
+aos : : 2 [T
+ EEE First Previous [1] Nest Lasit 11Page

Figure 4-14: To Modify the Port Aggregation

Modify Link Aggregation Procedure:

Step 1: In the "Aggregation List Click to modify the right of the port aggregation,

Step 2: In the port aggregation configuration page to modify the load balancing type and click Next to "Apply".
Step 3: Select the port to be added to the aggregation port.

Step 4: Click the "Apply" button to complete the configuration.

4.5 PORT MIRRORING

4.5.1 Port mirroring configuration

Click "Port Management" "Configuration of Port Mirroring "Port Mirroring" view of the switch:

dge-cor .
Current User:admin Log Out

System Home: Port Mirroring

Quick Configuration
Description: Port mirroring is used to send network traffic from multiple source ports to a destination port. Network analyzers can be connected to the destination port to analyze network traffic.

I — Port Management Note: A portaggregation group cannot be set as a destination or source port. The destination and source ports cannot be the same. Both a source and destination port must be selected for this feature to work correctly.

Basic Settings Choose the source port:iSelecting multiple source ports can affect the device performance. ).

2 3 4 5 6 7 8 g 10

R A R e i i i |

Storm Control

Flow Control

Port
Optional port Fixed port Selected port Aggregation port Mirroring Group  Selectall Select all others Cancel
Port Miroring = b= - m 5%

Port Isolation Choose the destination port:(choose only one port)

Port Speed Limit ﬂééééﬁéﬁ&lﬁl
4+ VLAN Management

+ Fault / Safety "1 Optional port 1 Fixed port i Selected port {17 Agaregation port

+ sysemmansgemen: (0] 20 T

+ PSE System I Mirroring Port List

+ Qos Mirroring Group Source Port Destination Port Edit

+ EEE First Previous [1] Next Lastt 1Page
e

Figure 4-15: Port Mirroring Configuration Information
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In the Port Mirroring is a property list which shows the configuration of the current mirror switch:
Mirroring group: mirroring group ID, can be configured up to seven mirroring group;

Source Port: The port forwarding on the source data is mirrored to the destination port;
Destination port: mirror data sent to the destination port.

1. Port aggregation port can not be used as the destination port and source port;

2. Destination port and source port can not be the same;

3. Same group mirroring group can have only one destination port.

4.5.2 Add port mirroring group

On the panel, select "Source Port" and "Destination Port" add port mirroring group.

Current User:admin

System Home Port Mirroring

Quick Configuration o
Description: Port mirroring is used to send network traffic from multiple source ports to a destination port. Network analyzers can be connected to the destination port to analyze network traffic.

I = Port Management

Basic Settings Choose the source port:(Selecting multiple source ports can affect the device performance. ).

Storm Control iz 4 5 8 7 8 o 1w
el = S e R |

Flow Control

Port
—— [} Optional port §IJ Fixed port | Selected port § ] Aggregation port [§1 Mirroring Group ~ Selectall Selectall others Cancel
ort Mirroring

Port Isolation Choose the destination port:(choose only one port)

1 2 = 4 5 & 7 8 9 10
Port Speed Limit o El I T

<+ VLAN Management

+ Fault/ Safety {7 Optional port §53 Fixed port g Selected port {7 Aggregation port

+ System Management Anply Mirroring GrmAI

Log Out

Note: A port aggregation group cannot be set as a destination or source port. The destination and source poris cannot be the same. Both a source and destination port must be selected for this feature to work correctly.

+ PSE System I Mirroring Port List
+ Qos Mirroring Group Source Port Destination Port Edit
+ EEE First Previous [1] Next Lasti 11Page
®
dge-cor .
Current User:admin Log Out
System Home Port Mirroring
Quick Configuration
Description: Portmiroring is used to send network traffic from muHiple source ports to a destination port. Network analyzers can be connected to the destination portto analyze network rafic

I = Port Management

Basic Settings Choose the source port:(Selecting multiple source ports can affect the device performance. )

Storm Control 1 2 3 4 5 6 T 8 g 10
TR

Flow Control

Port
T2 cptional port T Fixed port P Selscted port [97 Aggregation port [4 Mirroring Group ~ Selectall Selectall others Cancel
Port Mirroring

Port Isolation Choose the destination port:(choose enly one port)

Port Speed Limit Béééﬁﬁéﬁ&l&l
<4 VLAN Management

+ Fault/ Safety 1”1 Cptional port 7 Fixed port g Selected port [T] Aggregation port

+ System Management m m Mirroring Group | Not Selected v

Note: A port aggregation group cannot be set as a destination or source port The destination and source ports cannot be the same. Both  Sourte and destination port must be Selected for this feature to work correctly

+ PSE System I Mirroring Port List
+ Qos Mirroring Group Source Port Destination Port Edit
+ EEE : ¢ z X

First Previous [1] Next Lastl

/1Page

Figure 4-17: Add Port Mirroring Group Results
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Port mirroring configuration steps are as follows:

Step 1: Select "Source Port",

Step 2: Select "Destination Port",

Step 3: select mirroring group,

Step 4: Click "Apply".

Configuration instructions:

1.
2.

On the switch can be configured 7 mirroring group.

Aggregated port mirroring can not be configured are shown in gray in the panel.

Has been selected port mirroring port, displayed in the faceplate is gray.

Aggregated port mirroring can not be configured are shown in gray in the panel.

Has been selected port mirroring port, displayed in the faceplate is gray.

4.5.3 To modify the port mirroring group

Select the group to modify, click on the action bar " 2 " button. Modify the corresponding mirroring group.

o
dge-cor

System Home

Quick Configuration

Basic Settings
Sterm Control

Flow Control

Current User:admin ™ Logout

Port Mirroring

Description: Port mirroring is used to send network traffic from multiple source ports to a destination port. Network analyzers can be connected to the destination port to analyze network traffic.
Note: A portaggregation group cannot be set as a destination or source port The destination and source ports cannot be the same. Both a source and destination port must be selected for this feature to work correctly.

Cheoose the source port:iSelecting multiple source ports can affect the device performance. ).

3] 5 6 7 8 g 0

TS S
i ST ST M g dr R il i |

Port
Port Mimoring
Port Isclation

Port Speed Limit
<+ VLAN Management
<+ Fault / Safety

-+ System Management

+ PSE System

§" Optional por} [ Fixed port gl Selected port [ 1] Aggregation port §§1 Mirroring Group  Select all Selectall others Cancel

Choofe the destination port:(choose only ane port)

1]z 2[4 5 6 7 8 o w0
VER P TR e ]

777 Optional port [ Fixed port § Selscted port [17 Aggregation port

Mirroring Port List

<+ Qos Mirroring Group Source Port Destination Port Edit
e ’ :
First Previous [1] Next Las{l /1Page

Figure 4-18: To Modify the Port Mirroring Group

Modify the port mirroring configuration steps are as follows:

Step 1: In the image you want to modify the operation of the group column, click on " <" ";

Step 2: Add or remove the corresponding port in the panel;

Step 3: Click "Apply".
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4.5.4 Delete a port mirroring group

Log Out
EIEHREDTEE.

System Home Port Mirroring -
i
Quick Cenfiguration
Description: Port mirraring is used 1o send netwo K TraTic TOM MUTIpTe SOUTTE PoTts To 3 GESNAoN poT. NETWoTk analyZers Can be connected lo the destination port to analyze network traffic

I — Port Management Note: A port aggregation group cannot be set as a destination or source port The destination and source ports cannot be the same. Both a source and destination port must be selected for this feature to work correctly.

Basic Settings Choose the source port:(Selecting multiple source ports can affectthe device performance. ).

Storm Centrol 12 3 4 5 6 T B g 10
DRI Ty T

Flow Control

Port
E—— [} Cptional port i Fixed port g Selected port [T] Aggregation port [§1] Mirroring Group  Selectall Select allothers Cancel
ort Mirroring

Port Isolation Choose the destination port:(choose only one port)

12 3 4 5 6 T 8 g 1
Port Speed Limit
o DEEN T Or
<+ VLAN Management

+ Fault/ Safety {7 Giptional port i Fixed port g Selected port {73 Aggregation port

+ System Management m m Mirroring Group | Not Selected v

+ PSE System I Mirroring Port List
+ Qos Mirroring Group Source Port Destination Port Edit
+ EEE 1 2 3 %4
First Previous [1] Next Lasti 11Page
e

Figure 4-19: Delete Port Mirroring Group

Current User:admin Log Out

System Home: Port Mirroring

Quick Configuration
Description: Port miroring is used to send network traffic from muftiple Source ports to a destination port. Network analyzers can be connected o the destination portto analyze network traffic.

I Port Management Note: Aportaggregation group cannot be setas a destination o source port. The destination and source ports cannat be the same. Both a saurce and destination port must be selected for this feature to work correctly.
— Port M

Basic Settings Choose the source port:(Selecting multiple source ports can affect the device performance. )

Storm Control 12 3 4 5 6 1 8 g 10
R i e |

Flow Control

Port
—— {3 Optional port 7 Fived port g9 Selected port [17 Aggregation port {8 Mirraring Group ~ Selectall Selectall others Cancel
ort Mirroring

Port Isclation Choose the destination port:(choose only one port)

Port Speed Limit Qééééééﬁ&lﬁl
<+ VLAN Management

+ Fault/ Safety {3 Cptional port F Fied port §i Selected port [17 Aggregation port

-+ System Management w Mirroring Group | Not Selected v

+ PSE System | Mirroring Port List
+ Qos Mirroring Group Source Port Destination Port Edit
+ EEE First Previous [1] Next Lasii f1Page

Figure 4-20: Deleted Successfully Port Mirroring

Remove port mirroring configuration steps are as follows:

Step 1: In the image you want to modify the operation of the group column, click " 2 ";
Step 2: In the panel, click Cancel the source port, destination port and then click Cancel;
Step 3: In the panel, click Cancel the source port, destination port and then click Cancel;

Step 4: Click "Apply".
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4.6 PORT ISOLATION

4.6.1 Portisolation configuration

Click "Port Management" "Configuration of Port Mirroring "Port Isolation" view of the switch:

Current User:admin Log Out

System Home Port Isolation

Quick Configuration
Description: First, click the "Edit'icon for the port you want to isolate from the table below. The port image will turn gray. Next, select the port(s) you want to isolate from the port selected. The iselated portimage(s) will

P, N be blue. Finally, click 'Save'. The isolated port(s) will now appear in the table.
= Port Management

Notice: You must click the ‘Edit'icon first to configure port isolation.
Basic Settings

Stom Control Select a port to configure:

Flow Control i2 3 4 85 6 7 8 g9 10
IR S |

Port Aggregation

Port Mirrorin
9 {7 Optienal port [ Fixed port g Selectd port {17 Aggregation port  Selectall Selectall others Cancel

Port Isclation

Port Speed Limit Port Isolation Type: | Off v
<+ VLAN Management m
+ Fault / Safety I (R
+ System Management ot Isolated State Edit
+ PSE System Disabled B
+ Qos 2 Disabled B
+ EEE : Disabled B
¢ Disabled B
& Disabled B
6 Disabled &
T Disabled B

Figure 4-21: Port Isolation Configuration Information

4.6.2 Configuring port isolation

Open Port Isolation function: select the port on which you want to open port isolation, click the "Port Isolation Type"
Select "On", "Apply".

®

dge-cor

Current User:admi

System Home Port Isolation

Quick Configuration - ) o . ; .
Description: First, click the 'Edit icon for the port you want to isolate from the table below. The portimage will tur gray. Next, select the port(s) you want to isolate from the port selected. The isolated port image(s) will

be biue. Finally, click ‘Save. The isolated portis) will now appear in the table

I = Port Management
Notice: You must elick the ‘Edit icon firstto configure port isolation.

Basic Settings

Storm Control Select a port to configure:

Flow Control = 4 5 6 T 8B g 10
EEREOORDDO0O

Port

Port Mirrorin
§ 7 Cptional port R Fixed port i Selected port [T7 Aggregation port  Selectall Selectall others Cancel

Port Isclation

Port Speed Limit Portisolation Ty|

4+ VLAN Management

+ Fault | Safety | GO

+ System Management ot Isolated State Edit

+ PSE System Enabled Zz

+ Qos 2 Enabled 2

+EEE 3 Enabled 2
4 Disabled j
5 Disabled &
6 Disabled 74
7 Disabled &

Figure 4-22: Enable Port Isolation Function
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Current User:admin Log Out

System Home Port Isolation

Quick Configuration
Description: First, click the 'Edit icon for the port you want o isolate from the table below. The portimage will tumn gray. Next, selectthe port(s) you wantto isolate from the port selected. The isolated port image(s) will

. be blue. Finally, click ‘Save’. The isolated port(s) will now appear in the table.
= Port Management
Notice: You must click the ‘Edit icon first o configure: port isalation.
Basic Settings

Stom Control Select a port to configure:

Flow Centrol 12 3 4 5 6 7 8 g 10
[ R A |

Port Aggregation

Port Mirrorin
9 § "7 Cptional port R Fixed port i Selected port [17 Aggregation port  Selectall Selectall others Cancel

Port Isolation
Port Speed Limit Port Isolation Type: | On v
<+ VLAN Management w
+ Fault / Safety | G
+ System Port Isolated State Edit
+ PSE System Enabled B
+ Qos 2 Enabled B
° Enabled
o . Disabled _Z
¢ Disabled B
G Disabled j
’ Disabled _Z

Figure 4-23: Enable Port Isolation Results

4.6.3 Modify the port isolation

Select the port to modify, click on the action bar " # " button. Modify the corresponding port isolation.

Current User:admin Log Out

System Home Port Isolation

Quick Configuration - . . . ¢ o o
Description: First, click the ‘Edit icon for the port you want to isolate from the table below. The port image will turn gray. Next, select the pori(s) you want o isolate fram the port selected. The isolated port image(s) will

. be blue. Finally, click ‘Save'. The isolated port(s) will now appear i the table.
= Port Management
Notice: You must elick the ‘Edit icon firstto configure port isolation
Basic Settings

Storm Control Selecta portto configure:

Flow Control

[ e S i |

[2345573910

Port Aggregation

Part Mirrorin:
9 5~ 1Cptional port G Fixed port @ Selected port ['T) Aggregation port  Selectall Selectall others Cancel
Part Isolation

Port Speed Limit Port Isolation TVDG: v

<+ VLAN Management

+ Fault | Safety | portuist

+ System Management (REd Isolated State Edit

+ PSE System

+ Qos 2 Enabled 7
4 EEE 3 Enabled Z
4 Disabled 74
5 Disabled Z
[ Disabled 74
7 Disabled Z

Figure 4-24: To Modify the Port Isolation
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4.7 PORT SPEED LIMIT

4.7.1 View port rate limit

Click "Port Management" "Port Speed Limit" switch to view the current port speed configured information:

Current User-admin B save Config

System Home Port Speed Limit

Quick Configuration
Description: Select the port(s) you want to configure. Click on individual ports of click and drag the mouse o select multible ports.

Notice: 1000Kbps = 1Mbps

— Port Management

Basic Settings Select a port to configure

Storm Control 12 3 4 5 6 7 8 g9 10
e i e W v o |

Flow Control

Port Aggreg:

1”3 Optional port i Fixed port i Selected port [T Aggregation port  Selectall Select all others Cancel
Pert Mirroring
Port Isolation

Port Speed Limit Input Speed Limit: . Maximum The left side for the Minimum speed limit value, the right end to the Maximum limit value, it's no speed limit

<+ VLAN Management Output Speed Limit: ® vaimum The left side for the Minimum speed limit value, the right end to the Maximum limit value, it's no speed limit

+ Fault/ Safety [ Apply |

-+ System Management I Port Speed Limit List

<+ PSE System Port Input Speed Limit Output Speed Limit Edit
+ QoS 1 MAX MAX z
+ EEE 2 MAX MAX 2

MAX MAX 2

Figure 4-25: View Rate Configuration Information

In the port speed list which shows the current speed limit switch attribute configuration information:
Port: The number of the port;
Input limit: uplink port speed;

Output speed: port downstream rate;

4.7.2 Configure port access rate

Select the panel to set the speed limit of the port, set the rate limit value by dragging the speed bar.

Current User:admin B save Config

System Home Port Speed Limit

Quick Configuration )
Description: Select the port(s) you want to configure. Click on individual ports or click and drag the mouse lo select multiple ports.

M Notice: 1000Kbps = 1Mbps
= Port Management g .

Basic Settings Select a port to configure

Storm Control 12 3 5 6 7 8 g 10
g eiw] — Pl ayE i i .

Flow Control

Port
Optional port [ Fived port i Selected port [17 Aggregation port  Select all Select all others Cancel
PortMirring & = = o

Port Isolation
Port Speed Limit Input Speed Limit [ ] 430.080MBitis The left side for the Minimum speed limit value, the right end to the Maximum limit value, i's no speed limit
+ VLAN Management Output Speed Limit: . 648.106MBit's The left side for the Minimum speed limit value, the right end to the Maximum limit value, it's no speed limit

+ System Management I Port Speed Limit List

+ PSE System Port Input Speed Limit Qutput Speed Limit Edit
+ QoS 1 MAX MAX z
+ EEE 2 MAX MAX 2

Figure 4-26: Configure Port Rate Limiting Entrance
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Port Speed Limit List
Port Input Speed Limit Output Speed Limit Edit
1 MAX MAX j
2 MAX MAX 74
3 MAX MAX 74
4 430.056Mbits 648.112Mbit/s 74
5 MAX MAX Z
B8 MAX MAX z
7 MAX MAX >

Figure 4-27: Port Entrance Speed Limit Results
Entrance port rate limiting configuration steps are as follows:

Step 1: Click on the right side of the port " S Icon or select multiple icons;
Step 2: Set rate limiting strip port value;

Step 3: Click the lower right corner "Apply" button to complete the configuration.

4.7.3 Remove the port speed limit

Click the need to remove the limit on the right port icon "' in the configuration area of the port rate value pull bar to

the far right, "Apply" to complete the operation.

Cument User:admin B save Config Log Out

System Home Port Speed Limit

Quick Configuration . .
escription: Select the port(s) you want to configure. Click on individual ports or click and drag the mouse to select muitiple ports.

= Port Management Notice: 1000Kbps = 1Mbps

Basic Settings Select a port to configure

Storm Control 12 C@ 5 6 7 8 @ 10

Flow Control pRp) e e S e |

Port Aggregat

Port Mirroring §"2 Gptional port 5 Fixed port i Selected port § 17 Aggregation port  Selectall Select all others Cancel

Port Isolation

Port Speed Limit Input Speed Limit: @ Maimum The left side for the Minimum speed limit value, the right end to the Maximum limit value, it's no speed limit
+ VLAN Management Output Speed Limit: . Maximum The left side for the Minimum speed limit value, the right end to the Maximum limit value, it's no speed limit

+ Fault/ Safety I_m_l

+ System Management I Port Speed Limit List

+ PSE System Port Input Speed Limit Output Speed Limit Edit
+ QoS 1 MAX MAX »
+ EEE z MAX MAX 2

Figure 4-28: Remove the Port Speed Limit

Remove uplink port rate limiting steps are as follows:
Step 1: Click on the right side of the port ~icon;
Step 2: In the area of the port rate configuration value rate strip pulled to the far right;

Step 3: Click the "Apply" button to complete the configuration.
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4.8 SFP

4.8.1 View SFP Details

Click "Port Management" "SFP" to view the current information on installed SFP transceivers:

Current User:admin e Config Log Out

System Home SFP
Quick Configuration I SFP List
I = Port Management sfpport Temperature Voltage Current Output power Input power OE_Present Los
Basic Settings
9 25 MIA NiA NiA NiA MIA Remave Loss
Starm Control
26 /A NIA NIA NIA MNIA Remaove Loss
Flow Control
Port Aggregation 27 MIA NiA NiA NiA MIA Remave Loss
Paort Mirraring 28 N/A NiA NiA NiA N/A Remave Loss

Port Isalation First Frevious [1] Next Lasfi |/ 1Page

Port Speed Limit
SFP

<+ VLAN Management
<+ Fault / Safety

<+ System Management
<+ PSE System

+ Qos

+ EEE

Figure 4-29: View SFP Information
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5 VLAN MANAGEMENT

5.1 VLAN MANAGEMENT

5.1.1 Check VLAN configuration information

Click on the navigation bar "VLAN Management" "VLAN Management" "VLAN Settings" to view the switch

configured:
®
dlgje|-jclo|r Current User:admin O Losou

System Home VLAN settings Port Mode
Quick Configuration VLAN
<+ Port Management VLAN ID VLAN Name Tag Port Untag Port Edit
- 1 default 1-10 z

VLAN Management © NewVLAN @ Delete VLAN First Previous [1] Next Lastt 11Page

Voice VLAN

Surveillance VLAN
<+ Fault ] Safety
<+ System Management
+ PSE System
+ QoS
+ EEE

Figure 5-1: VLAN Configuration Information

In the VLAN list which shows the properties of the configuration information of the current switch VLAND:
1. VLAN ID: VLAN ID value is displayed;

2. VLAN Name: The name of the VLAN, the default VLAN ID to name;

3. VLAN IP address: Displays the switch's management IP;

4. Port: Displays the port VLAN that exist.

5. By default, all ports belong to VLAN 1.
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5.1.2 Adding a VLAN

Click "New VLAN" button, you can increase the VLAN configurations:

Current User:admin Save Config Log Out

System Home VLAN Settings Port Mode
Quick Configuration

I = Port Management

Basic Settings

VLA D(1~4034
VLAN name(t-3tflnibadl | |

Storm Control

Flow Control Select a tag port to add to the VLAN:

Port Aggregation I:l 1.2 3 4 5 6 7 & a9 10 '
Port Minoring DEODEDRODREE

Port Isolation

Port Speed Limit ;1 Optional port [ Fixed port [ Selected port {77 Aggregation port {7 § Trunk Fort Selectall Selectall others Cancel

Select a untag port to add to the VLAN:

I = VLAN Management

1 2 3 4 5 6 7 3 o
VLAN Management il wiwiwie Q Igl

Voice VLAN

Survelllance VLAN T Optional port i Fixed port g Selected port [T7 Aggregation port §..7 Trunk Port  Selectall Select all others Cancel

+ Fault/ Safety

+ System Management
i
QoS

+ EEE

Figure 5-2: Adding a VLAN

Adding a VLAN, follow these steps:

Step 1: Click "New VLAN" connection;

Step 2: Value added VLAN VLAN ID of the page to fill in;
Step 3: Select the ports;

Step 4: Click the lower right corner "Apply" button to complete the configuration.

5.1.3 Remove VLAN

5.1.3.1 Single VLAN delete

To delete the selected VLAN, click the "X" button to delete the selected VLAN, if the VLAN do not have ports, you can
directly delete the VLAN; if the VLAN have some ports, you must be remove the ports in the VLAN firstly and then
you can delete the selected VLAN.

dgle-lclor|e Please remove the port in the vlan!
Current User:admin Log Cut

System Home VLAN Settings Port Mode
Quick Configuration I LA
+ Port Management VLANID VLAN Name Tag Port Untag Port Edit
= VLAN Management 1 default 1-7,9-10 ez
VLAN Management 409 nhao 5 B m
Voice VLAN p
@ NewVLAN @ Delete VLAN First Previous [1] Next Last1 I 1Page

Surveillance VLAN
+ Fault / Safety
+ System Management
+ PSE System
+ QoS

+ EEE

Figure 5-3: Delete a Single VLAN
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5.1.3.2 Delete multiple VLAN

First select the VLAN you want to be deleted before the checkbox, then click "Delete VLAN" button to delete the
selected VLAN, if the VLANs have some ports the VLAN can not be removed because of there are member ports. The
others will be removed.

dlgle|-|c|o|r|ER “Are you sure you want to delete the VLAN?
Current User:admin Log Ou

cancle
System Home VLAN Settings Port Mode
Quick Configuration I VLAN
+ Port Management VLAN ID VLAN Name Tag Port Untag Port Edit
I = VLAN Management 1 default 1-7.9-10 \z
VLAN Management - - VTR o %
Voice VLAN
v 4094 ninhao 8 z X

Surveillance VLAN
© NewvLAN First Previous [1] Next Lasti I1Page
+ Fault/ Safety

+ System Management

+ PSE System

+ QoS

+ EEE

Figure 5-4: Delete Multiple VLAN

Delete multiple VLAN, follow these steps:
Step 1: | want to delete VLAN check box;
setp2: Click on the bottom left "Delete VLAN" connection;

Step 3: Confirm delete.

5.1.4 Editing VLAN

5.1.4.1 VLAN port to a VLAN

Click on the icon can be added to the selected port in the VLAN:

Current User:admin |8 save Config Log Out

System Home VLAN Settings Port Mode
Quick Configuration
A Zon Bomagener: P~ =
I = VLAN Management VLAN ID(1~4084): [a094 =
VLAN Management VLAN name{1-31): [nikao
\oice VLAN Select a tag port to add to the VLAN:

6 7 8

1 2 3 4 § 9
YT T ET LY I

Surveillance VLAN

Fault / Safety

Attack Prevention 1 Cntional port G Fixed port i Selected port §7] Aggregation port [ ¢ Trunk Port Selectall Selectall others Cancel

Fath Detection Select a untag port to add to the VLAN:

Port Error Disable

1 2 3 4 5 6 7 0
DDOS Protection DI -ﬁ-

Loopback Detection

sTP [ Cptional port i Fixed port g Selected port §17 Aggregation port {3 Trunk Port - Selectall Select all otners Cancel

Access Control

IGMP Snooping

- =]

<+ System Management

+ Qos

L EEE

Figure 5-5: Add the Port to the VLAN
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Add the port to the VLAN, follow these steps:
Step 1: Click" 2 "icon.
Step 2: Selected to join the ports in the port panel.

Step 3: Click the lower right corner "Apply" button to complete the configuration.

5.1.4.2 Toremove the port from a VLAN

Click on the icon, you can remove the port from this VLAN:

Current User:admin & save config

System Home VLAN Settings Port Mode

Quick Configuration

T oo Eee S ==

I = VLAN Management VLAN ID(1-4094): (4034
VLAN Management VLAN name(1-31): fnihao
Voice VLAN Selecta tag port 10 add to the VLAN:

6 7 8 g9 10

12 03 4 &
DoooooDooOEE

Surveillance VLAN

I = Fault/ Safety

Attack Prevention 71 Optional port i Fixed port i Selected port {17 Aggregation port §..3Trunk Port  Selectall Select all others Cancel

Path Detection Select @ untag port to add to the VLAN:

Port Error Disable . . -
3 5 6 g [
DDOS Protection PR R R 1 1 = |

Loopback Detection

sTP 7 Optional port i Fixed port i Selected port {77 Aggregation port [d Trunk Port Select all Select all others Cancel

Access Control

IGMP Snooping

AAA
+ System Management

+ Qos

+ EEE

Log Out

Figure 5-6: To Remove the Port from the VLAN

Procedure to remove the port from VLAN as follows:
Step 1: Click on the icon " ~ ";
Step 2: Remove the port to be removed from the port panel;

Step 3: Click on the lower right corner of the "Apply" button to complete the configuration.
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5.1.5 View port mode

Click on the "VLAN Management" "Port Mode" view switches has been configured port mode information:

System Home VLAN Settings Port Mode

Quick Configuration

Note: 1.Access: This mode port can only belong to one VLAN, you can transmit packets of the VLAN , the defaultis VLAN 1, is generally used with the terminal directly connected.
+ Port Management 2.Trunk: This mode port can belong to multiple VLAN, can transmit multiple VLAN packets, can only transmit data frames of tap type (Native VLAN to untag type transmission ) , generally used in conjunction with ofher
switches in the network
3 Hybrid: This mede port can belong to multiple VLAN, can transmit multiple VLAN packets, can transmit data frames bth tag type and untag type.

4)Mhen the port is changed to frunk mode, it wil be removed from the previous untag vian

Voice VLAN Select a port to configure
Surveillance VLAN 12 3 4 5 6 7 8 g 10
R e |

I = Fault / Safety

Altack Prevention § 3 Optional port i Selected port T3 Aggregation port o] Trunk Port  Selectall Selectall others Cancel

Path Detection

Port Mode: [ Fybrid v Native VLAN: 1-4004)

Port Error Disable

DDOS Protection m

Loopback Detection port Port Mode Native VLAN Edit

sTP 1 Access 1 z

Access Control 5 ro ) =

IGMP Snooping

EEE 802.1X : fecese ! =z

™ 4 Access 1 Z
+ System Management s Access 1 74

5 Access 1 B

<+ QoS

Figure 5-7: View Port Mode Configuration Information

Displayed in the port mode list is the property value of the port configuration of the current switch:
1. The port name: display port number used;

2. The Native VLAN: display native VLAN:

3. The allowed VLAN: the VLAN allows the display message can be through VLAN;

4. The default port is 1 VLAN native VLAN.

5. The default port mode is access.

5.1.6 Change the port mode is trunk

Select the port you want to change the mode and click the "Port Mode" list, you can set the port mode is trunk:

Current User:admin

System Home VLAN Settings Port Mode

Quick Configuration
Note: 1 Access: This mode port can only belong to one VLAN, you can transmit packets of the VLAN , the defauit is VLAN 1, is generally used with the terminal directly connected.

+ Port Management 2.Trunk: This mode port can beiong to multiple VLAN, ¢an transmit mutiple VLAN packets, can only transmit data frames of tap type (Native VLAN 10 untag type transmission } , generally used in conjunction with other
switches in the network
N Management 3 Hybrid: This mode port ¢an belong to multiple VLAN, can transmit multiple VLAN packets, can transmit data frames both tag type and untag type.
WLAN Management 4When the port is changed te irunk mode. it will be removed from the previous untag vian
Voice VLAN Select a port to configure
Surveillance VLAN 6 7T 8 9 10

I = Fault/ Safety

Attack Prevention 77 Cptional port Jif Selected port 117 Aggregation port -] Trunk Port Selectall Select all others Cancel

Path Detection
Port Error Disable

DDOS Protection

LDDDbaEk Detection Port Port Mode Native VLAN Edit

sTP 1 Access 1 2

Access Control , s ; B

IGMP Sasoping

EEE 802.1X : Aecess ! z

ana 4 Access 1 B2
5 Access 1 B

+ System Management

Figure 5-8: Change the Port Mode is Trunk
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The steps to set port mode is trunk are as follows:

Step 1: Chose one or more ports;

Step 2: Click the port mode list chose the mode is: trunk;
Step 3: Set Native VLAN, the VLAN must be is exist;

Step 4: Set by allowing the VLAN number, the default allowed VLAN is empty, if you want to allowed the native
VLAN, you must be configure allowed the native VLAN;

Step 5: Click on the lower right corner of the "Apply" button to complete the configuration.

5.1.7 Change the port mode is hybrid

Select the port you want to change the mode and click the "Port Mode" list, you can set the port mode is hybrid:

dge-cor Settings saved!
Current User:admin

System Home VLAN settings Port Mode

Quick Configuration
Note: 1 Access: This mode port can only belong to one VLAN, you can transmit packets of the VLAN , the default is VLAN 1, is generally used with the terminal directly connected.

+ Port Management 2.Trunk: This mode port can belong to multiple VLAN, can transmit multiple VLAN packets, can only transmit data frames of tap type (Native VLAN to untag type transmission ), generally used in conjunction with off
switches in the network.

3.Hybrid: This mode port can belong to multiple VLAN, ean transmit multiple VLAN packets, can transmit data frames both tag type and untag type
VLAN Management 4:When the port is changed to trunk mode it will be removed from the previous untag vlan

Woice VLAN Select a port to configure

1 2f3[4 5 8 7 8 a w0
EQEDEQEDD

Surveillance VLAN

<+ Fault | Safety

+ System Management [T Optional port Gl Selected port [1] Aggregation port [-.1 Trunk Port - Selectall Selectallothers Cancel

+ PSE System Native VLAN: 4084 ([1-4004)
+qos
+EEE Port Port Mode Native VLAN Edit
Access B
2 Access 74
3 Access 2
4 Trunk 333 ez
5 Trunk 555 z

Figure 5-9: Change the Port Mode is Hybrid

The steps to set port mode is hybrid are as follows:

Step 1: Chose one or more ports;

Step 2: Click the port mode list chose the mode is: hybrid;
Step 3: Set Native VLAN, the VLAN must be is exist;

Step 4: Set by allowing the VLAN number, the default allowed VLAN 1, if you want to allowed the native VLAN, you
must be configure allowed the native VLAN;

Step 5: Click on the lower right corner of the "Apply" button to complete the configuration.
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5.2 VOICE VLAN

5.2.1 View voice VLAN information

Click on the navigation bar "VLAN Management" "Voice VLAN" "Voice VLAN Global" to view the switch configured:

Current User:admin

System Home Voice VLAN Global Voice VLAN Port Voice VLAN OUI Voice device address

Quick Configuration

Bl save config

I Voice VLAN Global

+ Port Management Note: Surveilance VLAN ID and Veice VLAN ID can not be the same

I = VLAN Management )
Voice VLAN State: ( (Uelian)

Voice VLAN ID(2-4094):

VLAN Management

Voice VLAN
Voice VLAN CoS:| 5 v
Surveillance VLAN -
Aging Time(1-65535): 720 min

+ Fault/ Safety

+ System Management

Figure 5-10: View Voice VLAN Information

5.2.2 Configure voice VLAN global

Click on the navigation bar "VLAN Management" "Voice VLAN" "Voice VLAN Global" to configure the voice VLAN;

Current User:admin

System Home Voice VLAN Global Voice VLAN Port Voice VLAN OUI Voice device address
Quick Configuration I Voice VLAN Global
+ Port Management Note: Surveillance VLAN ID and Voice VLAN ID can not be the same.
I — VLAN Management Voice VLAN State [ ON )
VLAN Management Voice VLAN ID(2-4094)
Voice VLAN Voie VLAN Cos
Surveillance VLAN Aging Time(1-65535) min

4 Fault/ Safety

+ System Management

+ PSE System
_ Management

+ Qos

+ EEE

Figure 5-11: View Voice VLAN Information

To configure the voice VLAN global steps as follows:

Step 1: In the voice VLAN state TEXT BOX, click ON the "OFF" to "ON",
Step 2: In the voice VLAN ID text box, enter the ID, such as 900;

Step 3: In the voice VLAN COS text box, choose 6;

Step 4: In the aging time text box, enter aging time, such as 1000;

Step 5: Click "Apply".

40



5.2.3 Configure voice VLAN port

Click on the navigation bar "VLAN Management" "Voice VLAN" "Voice VLAN port" to configure the voice VLAN port;

System Home Voice VLAN Global Voice VLAN Port Voice VLAN OUI Voice device address
Quick Configuration I Voice VLAN Port
4 Port Management Select a port to configure:

VLAN Management 4 5 6 7 8 g 10
I_._.‘l‘\a agement EEDEBD

VLAN Management

Voice VLAN § 3 Optional port § Fixed port i Selected port [17Agaregation port Select all Select all others Cancel

Surveillance VLAN

+ Fault/ Safety F‘a‘e \m" [ode:[Manual V] m

+ System Management

I wvoice port list
+ PSE System

_ Management Port State Mode Edit
+ Qos T haBle 2z
+ EEE 2 Enabled Manual z
3 Enabled Manual j
4 Disabled AutoTag 74
5 Disabled AutoTag z
3 Disabled AutoTag z
7 Disabled AutoTag j
8 Disabled AutoTag 73

Figure 5-12: Configure Voice VLAN Port

To configure the voice VLAN port steps as follows:
Step 1: Select ports to configure,

Step 2: In the state text box, choose enable;

Step 3: In the mode text box, choose manual;

Step 4: Click "Apply".

5.2.4 Configure voice VLAN OUI

Click on the navigation bar "VLAN Management" "Voice VLAN" "Voice VLAN OUI" to configure the voice VLAN OUI;

Current User:admin Log Out
System Home Voice VLAN Global Voice VLAN Port Voice VLAN OUI Voice device address
Quick Configuration I R
+ Port Management OUI Address: [00-b0-1E-00-00-00 Mask: [FF-FF-FF-00-00-00 Description: [testOUT Apply
I = VLAN Management I Voice VLAN OUI List
VLAN Management
0OUl Address Mask Description Edit
Voice VLAN
Surveillance VLAN 00-E0-BB-00-00-00 FF-FF-FF-00-00-00 3CoM @
00-03-68-00-00-00 FF-FF-FF-00-00-00 Cisco
+ Fault/ Safety -4
00-E0-75-00-00-00 FF-FF-FF-00-00-00 weritel @
+ System Management
00-D0-1E-00-00-00 FF-FF-FF-00-00-00 Pingtel @
+ PSE System
00-01-E3-00-00-00 FF-FF-FF-00-00-00 Siemens @
+ Qos
00-60-B9-00-00-00 FF-FF-FF-00-00-00 NEC/Philips 4
+ EEE
00-0F-E2-00-00-00 FF-FF-FF-00-00-00 Huawei-300M @
00-09-6E-00-00-00 FF-FF-FF-00-00-00 Avaya @
00-80-1E-00-00-00 FF-FF-FF-00-00-00 testOUl x
First Previous [1] Next Lastl 1Page

Figure 5-13: Configure Voice VLAN OUI
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To configure the voice VLAN OUI steps as follows:

Step 1: In the OUI address text box, enter OUl address, such as 00-b0-1E-00-00-00;
Step 2: In the mask text box, enter the mask, such as FF-FF-FF-00-00-00;

Step 3: In the description text box, enter the description, such as testOUI;

Step 4: Click "Apply".

5.2.5 Voice device address

Click on the navigation bar "VLAN Management" "Voice VLAN" "Voice Device Address" to view the voice device:

.
dge-colr

Current User:admin Log Out

System Home: Voice VLAN Global Voice VLAN Port Voice VLAN OUI Voice device address

Quick Configuration I

Voice device address List

+ Port Management port Voice Device Address Start Time

00B0.1E00.0010 2000-01-02 01:45:49

I = VLAN Management 3

VLAN Management First Previous [1] Next Lastt 1 1Page
Woice VLAN

Surveillance VLAN

I = Fault/ Safety
Attack Prevention
Path Detection
DDOS Protection
Loopback Detection
sTP
Access Centrol

IGMP Snooping
+ System Management

+ PSE System

+ Qos

Figure 5-14: Voice VLAN Address

5.3 SURVEILLANCE VLAN

5.3.1 View surveillance VLAN information
Click on the navigation bar "VLAN Management" "Surveillance VLAN" "Surveillance VLAN" to view the switch

configured:

Current User:admin Log Out

& save Config

Surveillance VLAN Port Surveillance VLAN

System Home

Quick Configuration
I Surveillance VLAN

-+ Port Management

Notice: 1. Surveilance VLAN ID and Voice VLAN ID can net be the same
— VLAN Management e
I Vianag surveillance VLAN: (el
VLAN VLAN ID: [ 2-4084
Voice VLAN Surveillance VLAN CoS: | v

Surveillance VLAN Aging Time: 720 \( 1-85535 min)

<+ Fault/ Safety

<+ System Management

+ PSE System

I MAC Settings and Surveillance Device

Tip: 1. To add more device(s) for Auto Surveillance VLAN by user-defined configuration as below.
2. Maximum User-defined OUI is 16 entries.

+ QoS
+ EEE User-defined MAG Setting Auto Surveillance VLAN Summary
Component Type: | Video Management Server v Description: [(1-8 chars)
MAC Address: (.. 0001.0203.0000) Mask: l(e.0. FFFFFF00.0000)
Apply
Component Type Description MAC Address. Mask

First Previous [1] Next Lastt

1 1Page

Figure 5-15: Surveillance VLAN Information
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5.3.2 Configure surveillance VLAN

Click on the navigation bar "VLAN Management" "Surveillance VLAN" "Surveillance VLAN" to configure the switch

surveillance VLAN.

Current User:admin I8l save Config Log Out

System Home Surveillance VLAN Port Surveillance VLAN

Quick Configuration
I Surveillance VLAN

Port Management

* o Notice: 1. Surveillance VLAN ID and Voice VLAN ID can not be the same
I = VLAN Management surveillance VLAN: (@S0 )

VLA S R— T

Voice VLAN Surveillance VLAN Cos: & v

Surveillance VLAN Aging Time: 720 (165535 min)
<+ Fault/ Safety Apply

+ System Management I MAC Settings and Surveillance Device

<+ PSE System Tip: 1. To add more device(s) for Auto Surveillance VLAN by user-defined configuration as below.
+ Qo 2. Maximum User-defined OUI is 16 enfries
+ EEE User-defined MAC Setting Auto Surveillance VLAN Summary
Component Type: | Vides Management Server v Description: (1-8 chars)
MAC Address: (e.g. 0001.0203.0000) Mask: (e.0. FFFFFF00.0000)
Apply
Component Type Description MAC Address Mask

First Previous [1] Next Lasfi 11Page

Figure 5-16: Configure Surveillance VLAN

To configure the surveillance VLAN steps as follows:

Step 1: In the surveillance VLAN TEXT BOX, click ON the "OFF" to "ON",
Step 2: In the surveillance VLAN ID text box, enter the ID, such as 500;
Step 3: In the surveillance VLAN COS text box, choose 3;

Step 4: In the aging time text box, enter aging time, such as 500;

Step 5: Click "Apply".

5.3.3 MAC settings and surveillance device

Click on the navigation bar "VLAN Management" "Surveillance VLAN" "Surveillance VLAN" "MAC Settings and
Surveillance Device" to configure the user-defined MAC settings.

dge-cor )
Current User:admin Log Out
System Home Surveillance VLAN
Quick Configuration
Notice: 1. Surveillanee VLAN ID and Voice VLAN ID ean not be the same
+ Port Management surveillance VLAN: (@ELID
I — VLAN Management surveillance VLAN ID: 4 (2-4004)
Surveillance VLAN CoS:[5 B
WLAN Management urveiliance o
Voice VLAN Aging Time: 720 (1-65535 )
I = Fault/ Safety I MAC Settings and Surveillance Device
Attack Prevention
Tip: 1. To add more device(s) for Auto VLAN by user-defined as below
Path Detection 2. Maximum User-gefined OUI is 16 entries,
DDOS Protection
User-defined MAC Setting Auto Surveillance VLAN Summary
Loopback Detection
STP Compenent Type: | Video Management Server v Description: (1-8 chars)
Access Control MAC Address: (e.g.0007.0203.0000 Mask: (e.0. FFFF.FF00.0000)
IGMP Snooping m
+ System Management Component Type Description MAC Address Mask
+ PSE System | Video Management Server testoui 00A1.0203.0000 FFFFFFO0.0000 x
+ Qos First Previous [1] Next Last /1Page

Figure 5-17: Configure the User-defined MAC Settings
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To configure the surveillance VLAN steps as follows:

Step 1: In the component type EXT BOX, choose video management server;

Step 2: In the description text box, enter testOUI;

Step 3: In the MAC address text box, enter MAC address, such as 00A1.0203.0000.
Step 4: In the mask text box, enter the mask, such as FFFF.F000.000,

Step 5: Click "Apply".

5.3.4 MAC settings and surveillance device
Click on the navigation bar "VLAN Management" "Surveillance VLAN" "Surveillance VLAN" “

MAC Settings and Surveillance Device" to view the information:

®

dge-clor
Current User:admin Log Out

System Home Surveillance VLAN

Quick Configuration
Notice: 1. Surveillance VLAN ID and Voice VLAN ID can not be the same

-+ Port Management surveillance VLAN: (@D
— VLAN "-h‘a-;é'\‘é‘l Surveillance VLAN ID: 4 ( 2-4094 )
S IIt VLAN CoS:| 5
VLAN Management urvettiance o T
Aging Time: 720 (165535 )

Veice VLAN o t

Surveillance VLAN Apply
+ Fault/ Safety I MAC Settings and Surveillance Device
<+ System Management Tip: 1. To add more device(s) for Auto VLAN by defined as below.

2. Maximum User-defined OUIis 16 entries.
+ PSE System

+ Qos User-defined MAC Setting Auto Surveillance VLAN Summary
+ EEE Port Component Type Description MAC Address Start Time
3 Video Management Server testoui 00A1.0203.0055 2000-01-02 01:68:44

First Previous [1] Next Lastt /1Page

Figure 5-18: Configure the User-defined MAC Settings

5.4 ONVIF

5.4.1 View ONVIF Information

Click on the navigation bar "VLAN Management" "ONVIF" "ONVIF Global" to view the configuration:

Current User:admin E Save Config Log Out

System Home ONVIF Global IP-Camera Information NVR Information

Quick Configuration
Note: 1. Manage vian to enable ONVIF to use

2. Unable to enable ONVIF when IGMP SNP or MLD SNP is enabled
=+ Port Management ’ .

I ONVIF Global Settings

Global State @ oFF )]

= VLAN Management

VLAN Management

Voice VLAN VLAN ID (2-4094}
Sunveillance VLAN VLAN CoS
ONVIF Discaver Port (554,1025-65535) Bea

+ Fault | Safety Trap State - >

+ System Management m

=+ PSE System
I ONVIF Global Status

+ Qos

Number of NVR Discovered 0
+ EEE Number of IP-Camera Discovered 0
Number of PoE Enabled 0

Figure 5-19: ONVIF Information

To configure ONVIF, follow these steps:
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Step 1: Turn off the IGMP and MLD functions.

Step 2: Enable the Management VLAN. (Confirm that the switch management IP address is in the same segment as
the IP cameras and NVRs.)

Step 3: Configure the ONVIF VLAN ID.
Step 4: Configure the port number used by the ONVIF protocol. The default is 554.
Step 5: Set the ONVIF Global State to “ON.”

Step 6: Click "Apply".

5.4.2 View IP-Camera Information

Click on the navigation bar "VLAN Management" "ONVIF" "IP-Camera Information" to view the information:

Current User:admin B saveConfig Log Out

System Home ONVIF Global IP-Camera Information NVR Information

Quick Configuration I IP-Camera Information

+ Port Management port 1P Address Model Location Manutacturer Description Throughput
I = VLAN Management First Previous [1] Next Lasfi  |/1Page
VLAN Management
Voice VLAN
Surveillance VLAN
ONVIF

Figure 5-20: IP-Camera Information

5.4.3 View NVR Information

Click on the navigation bar "VLAN Management" "ONVIF" "NVR Information" to view the information:

Current User:admin & Save Config Log Out

System Home ONVIF Global IP-Camera Information NVR Information

Quick Configuration I NVR Information

+ Port Management Port IP Address IP-Camera Numbe Throughput Group Description
I = VLAN Management First Previous [1] Mext Las-‘wage
VLAN Management
Voice VLAN
Suneillance VLAN
ONVIF

Figure 5-21: NVR Information
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6 FAULT/SAFETY

6.1 ATTACK PREVENTION
6.1.1 ARP snooping

6.1.1.1 View ARP configuration

Click the "Fault/Safety" "Attack Prevention" "ARP Inspection" to check the current switches has been configured for
ARP information, this feature is turned off by default.

Current User:admin B saveconfig

System Home ARP Inspection Port Security DHCP Snooping DHCP Relay CPU Guard
c
Quick Configuration ARP Inspection
+ Port Management Description: To protect network resources, the ARP Spoofing function will block illegal ARP messages and prevent ARP flood attacks.

tion: This feature can be used to protect equipment from ARP attacks.

< VLAN Management

I M o o After enabling ARP Inspection, you can select trusted ports.
Attack Prevention

Path Detection

Port Error Disable
DDOS Protection
Loopback Detection
STP

Access Control
IGMP Snooping
|EEE 802 1X

AAA

+ System Management
+ PSE System
+ QoS

+ EEE

Figure 6-1: View Port ARP Inspection Information

6.1.1.2 ARP inspection function

In the ARP Inspection configuration, enable this function and then selected a port to configure some parameters.
Click the "Save" button to complete the configuration.

Current User:admin B saveConsg O LogOut
System Home ARP Inspection Port Security DHCP Snooping DHCP Relay CPU Guard
figur
Quick Configuration I ARP Inspection
+ Port Management Description: To protect network resources, the ARP Spoofing function will block illegal ARP messages and prevent ARP flood attacks.
+ VLAN Management spection: This feature can be used to protect equipment from ARP attacks
= Fault/ Safety
Attack Prevention
r 4
Path Detection Solost g
Port Error Disable ¥ 2 3 & 5 6w 8 @ MY
Braast BODOTROROO-O
Loopback Detection =
i §3Optional port §RR Fixed port @ Selected port {17 Aggregation port Selectall Selectall others Cancel 3
T
Access Control Rate Limit:| Enabled v Rate Packet Limit: 50 (1-50 pps
IGMP Snooping Trust Status: | Enabled v Validate: #Dst-MAC  ®IP  ¥ISrc-MAC
\EEE 802.1X Destination MAC Check: | Enabled v Source MAC Check: | Enabled v
1P Check:| Enabled B Allows Zeros: | Enabled v
AAA
4+ System Management 4
+ PSE System | state ortne AP table
Port Trust Status Rate (pps) Source MAC Check Destination MAC Check IP Check Aliow Zeros Edit
+ QoS
+ EEE I 1 Trusted 50 Enabled Enabled Enabled Enabled 2
satad = Diasni Dicanias Diaahia Dinan Y

Figure 6-2: ARP Inspection Configuration
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Settings saved!

Figure 6-3: Change ARP Inspection Configure

I State of the ARP table
Port Trust Status Rate (pps) Source MAC Check Destination MAC Check IP Check Allow Zeros Edit
| 1 Trusted 50 Enabled Disabled Enabled Enabled 74
2 Untrusted None Disabled Disabled Disabled Disabled iz
3 Untrusted None Disabled Disabled Disabled Disabled \Zz
4 Untrusted None Disabled Disabled Disabled Disabled =z

Figure 6-4: Change ARP Inspection Configure Success

6.1.1.3 Disable ARP inspection function

In the ARP Inspection configuration table, click the button from on to off to disable the ARP Inspection and then click
the "OK" button to complete the configuration.

Are you sure you want to disable ARP Inspection?

Figure 6-5: Disable ARP Inspection Function
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6.1.2 Port security

6.1.2.1 Configuration port security

Click the "Fault/Safety" "Attack prevention" "Port Security", configure the switch port security:

System Home ARP Inspection Port Security DHCP Snooping DHCP Relay CPU Guard

Quick Configuration I Port Security

Port Management
& 9 Description: To protect network resources, the Port Security function will prevent malicious attack to take up a large number of MAC address table entries. It will warn and discard the message

+ VLAN Management when exceed the limited port MAC number.
I i ﬁ) After enabling Port Security, you can select trusted ports.
Attack Prevention
Path Detection Select a port to configure:
1 2 3 4 5 6 7 8 9 10
Port Error Disable
IR RO

DDOS Protection

Loopback Detection
= {7 Optional port §J Fixed port i Selected port {17 Aggregation port  Selectall Selectall others Cancel

STP
Access Control Admin State: | Disabled v Max Learning Address: (1-256)
IGMP Snooping Action: Discard
e 302 ¢
AAA
I Port List
+ System Management
Port Admin State Max Learning Address Action Edit
+ PSE System
1 Disabled No limit discard J
# QoS 2 Disabled No limit discard 2z
+ EEE 3 Disabled No limit discard z
4 Disabled No limit discard 2

Figure 6-6: Port security configuration

In the configuration page, selected one or more ports, enable the admin state and configure the port max learning
address. Then, click "Save" button.

Settings saved!

Figure 6-7: Port Security Manual Configuration
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6.1.2.2 Change port security status

In the port list, select the port to edit, change the some parameters or disable the port security and click the button
of "Save".

when exceed the limited port MAC number.
@CEI ) Arer enabling Port Security, you can select trusted ports
Attack Prevention
Path Dataction Select a port to configure:
1 2 3 4 5 6 7 8 9 10
Port Error Disable oS L
- i e e g E i o v |
DDOS Protection
Loopback Detection
P 73 Optional port g Fixed port §if Selected port {77 Aggregation port Selectall Select all others Cancel
sTP
Access Goatedi Admin State: | Disabled 3 Max Learning Address: (1-256)
Action: Discard
IGMP Snooping "
AAA
| portust
+ System Management
Port Admin State Max Learning Address Action Edit
<+ PSE System
1 Disabled No limit discard
#QoS 2 Enabled 256 discard ;
+ EEE 3 Enadled 256 discard 2
4 Enabled 256 discard >
5 Enabled 256 discard 2z
6 Disabled No limit discard >
7 Disabled No limit discard 2
8 Disabled No limit discard 2

Figure 6-8: Change Port Security Status

6.1.3 DHCP snooping

6.1.3.1 View DHCP snooping configuration

Click the "Fault/Safety" "Attack Prevention" "DHCP Snooping", the configuration information show the anti DHCP
attack:

nt User:admin

System Home ARP Inspection Port Security DHCP Snooping DHCP Relay CPU Guard
Quick Configuration I DHCP Snooping
+ Port Management Description: DHCP snooping will fiter untrusted DHCP messages
+ VLAN Management =
m After enabling DHCP snooping, you can select trusted ports.
Attack Prevention | iovar setings
Path Detection VLAN: 1-4094 (1-4094)

Port Error Disable Remote ID: 00:20:4c:00:30:67___(1-63 chars) (Keep emply to set default)

Loopback Detection

sTP Port Property Binding List Options2 Circuit ID
Access Control
Select a port to configure:
IGMP Snooping
1 2 3 4 5 6 7 8 9 10
IEEE 802.1X Py e o8y fvie o0 o f i Sy Jf e |

AAA

+ System Management "7 Optional port G Fixed port P Selected port {13 Aggregation port  Selectall Selectall others Cancel

+ PSE sys'em Trust state: Do Not Modify v Option82 State: Do Not Modify v
Action:|Do Not Modity v
o =
+ EEE
Port Trust Status Option82 State Action Edit
1 Untrusted Disabled drop ?

Figure 6-9: View Anti DHCP Snooping Configuration Information
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Display refresh configuration information.

6.1.3.2 Open DHCP snooping function

Click on a "Fault/Safety" "DHCP Snooping" click the button to open the DHCP snooping:

Current User:admin

System Home ARP Inspection Port Security DHCP Snooping DHCP Relay CPU Guard

Quick Configuration l DHCP Snooping

+ Port Management Jescription: DHCP snooping will filter untrusted DHCP messages

<+ VLAN Management e -
@@ Aner enabling DHCP snooping, you can select trusted ports.

= Fault/ Safet

Attack Prevention
Path Detection

Port Error Disable
DDOS Protection
Loopback Detection
sTP

Access Control
IGMP Snooping
IEEE 802.1X

AAA

<+ System Management
+ PSE System
+ QoS

+ EEE

Figure 6-10: Activation of DHCP Snooping Function

6.1.3.3 Set the port to DHCP snooping trusted port

In the trusted port list, select the port that needs to be disabled to prevent DHCP attacks, and click the "Apply"
button and enable option82 function.

Cumrent User:admin B save Config Log Out
+ Port Management Description: DHCP snooping will fiter untrusted DHCP messages.
+ VLAN Management I
"' After enabling DHCP snooping, you can select trusted ports.
— Fault/ Safety
Aftack Prevention I (TR
Path Detection VLAN: 1-4094 (1-4024)
Port Error Disable Remote ID: [00: ¢0:4¢:00:30:67  (1-63 chars) (Keep empty to set default)
DDOS Protection Apply
Loopback Detection
STP Port Property Binding List Option82 Circuit ID

Access Control
Select a port to configure:

GMP Snooping T 2 3 & 5 6 7 5 s n
EEE 802 1X RS SRR m R W |
AAA

+ System Management 1"} Optional port 8 Fixed port §f Selected port {7 Aggregation port  Selectall Select all others Cancel

+ PSE System Trust state: | Trusted v Option82 State: | Enabled v
Action: | Drop v
+ QoS
Apply
+ EEE
Port Trust Status Option82 State Action Edit
Untrusted Disabled arop 2
2 Untrusted Enabled darop /
| 3 Trusted Enabled drop
4 Untrusted Disabled drop

Figure 6-11: Disable Anti-lllegal DHCP Server Functions and Enable Option 82

The activation of anti DHCP attack function, is the port setting for trust status;

Disable - preventing DHCP attack, is set to a non-trusted state port.

50



6.1.3.4 The trusted port gets the IP address

Click "Binding List" to view the list information.

Log Out

System Home ARP Inspection Port Security DHCP Snooping DHCP Relay CPU Guard

Quick Configuration I DHCP Snooping
+ Port Management Description: DHCP snooping will filter untrusted DHCP messages.

<+ VLAN Management = -
[ ON ] After enadling DHCP snooping, you can select trusted ports.

= Fault/ Sa

Attack Prevention | ciovat settings
Path Detection VLAN: [1~4094 (1-4094;
Port Error Disable Remote ID: 00: ¢0:4c:00:30:67 (1-63 chars) (Keep empty to set default)

Loopback Detection
sTP Port Property Options2 Circuit ID

type Lease Time (s)

Access Control
Port VLANID MAC Address ]

7120

IGMP Snooping
IEEE 802.1X BCEE 7B9ADS52 192.168.1.102 DHCP Snooping
ARN First Previous [1] Next Lasti /1Page
+ System Management
+ PSE System

+ QoS

+EEE

Figure 6-12: View the IP Address that the Trusted Port Gets

6.1.3.5 Configure CID information

Click the "Option82 Circuit ID" button, configure the CID information:

Log Out

Current User:admin

System Home ARP Inspection Port Security DHCP Snooping DHCP Relay CPU Guard
Quick Configuration I DHCP Snooping
+ Port Management Description: DHCP snooping will fiter untrusted DHCP messages
<+ VLAN Management
o« After enabling DHCP snooping, you can select trusted ports.

= Fault/ Sa

Attack Prevention I St Setmos

Path Detection VLAN: [1~4094 (1-4094,
Remote ID: /00: ¢0:4¢:00:30:67 __ |(1-63 chars) (Keep empty to set default)

Port Error Disable

DDOS Protection m

Loopback Detection
Option82 Circuit ID

STP Port Property
Access Control
Port VLANID MAC Address P Mask type Lease Time (s)
IGMP Snooping
IEEE 802.1X 5 1 BCEE 7B9AD552 192.168.1.102 DHCP Snooping 7120
. First Previous [1] Next Lasti 11Page

+ System Management
+ PSE System

+ QoS

+ EEE

Figure 6-13: CID Information
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6.1.3.6 Off DHCP snooping function
Click the "ON" button, will prevent the DHCP attack function off:

Sure you want to close?

Figure 6-14: Off DHCP Snooping Function

6.1.4 CPU Guard

Click the "Fault/Safety" "Attack prevention" "CPU Guard", the configuration information show the CPU guard.

Current User:admin

System Home: ARP Inspection Port Security DHCP Snooping DHCP Relay CPU Guard

Quick Configuration I CPU Guard

+ Port Management Description: To Configure each type of message bandwidth can inhibit high rate of attack packets in network

4+ VLAN Management

Cpu Port Bandwidth (64-500): 500 Jops.
— Fault/ Saf
ault/ Safety Cpu Prof (1-500): 500 pos
e Cpu Protect Route (1500): 200 ps
Path Detaction Cpu Protect Protocol Bandwidth (1-500): 500 ops
Port Error Disable
DDOS Protection

Loopback Detection
sTP

Access Control
IGMP Snocping
IEEE 802 1X

AAA

+ System Management
+ PSE System
+ QoS

+ EEE

Figure 6-15: CPU Guard Information
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Change CPU guard configuration:

Current User:admin

System Home ARP Inspection Port Security DHCP Snooping DHCP Relay CPU Guard
Quick Configuration I CPU Guard
+ Port Management Description: To Configure each type of message bandwidth can inhibit high rate of attack packets in network.
+ VLAN Management
I Cpu Port Bandwidth (64-500)3 [s00 pps
= Fault/ Safety
! Cpu Protect Manage Bandwidth (1-500)3 500 pps
Altack Prevention Cpu Protect Route Bandwidth (1-500) [z00 ops
Path Detection Cpu Protect Protocol Bandwidth (1-500)§ [500 G

Port Error Disable
) Apply
DDOS Protection 2

Loopback Detection

STP

Access Control
IGMP Snooping
IEEE 802.1X
AMA

I — System Management

Figure 6-16: Change CPU Guard Configuration

6.2 PATH DETECTION

6.2.1 Path/Tracert detection

Click the "Fault/Safety" "Path Detection" or "Tracert Detection" can view the Path Detection configuration:

Current User:admin

System Home Ping Detection Tracert Detection Cable Detection

Quick Configuration
Description: Use the ping function to determine whether the network connection is functional and whether the host is reachable.

+ Port Management ,W

= Fault/ Safety Test Results

Attack Prevention
Path Detection

Port Error Disable
DDOS Protection
Loopback Detection
STP

Access Control
IGMP Snooping
IEEE 802.1X

AAA

+ System Management
+ PSE System
+ QoS

+ EEE

Figure 6-17: Path Detection Information
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System Home Ping Detection Tracert Detection Cable Detection

Quick Configuration

Description
Tracert detection can detect to the destination through the gateway, the function is used to detect whether can reach the destination and the path to the destination, if a destination unreachable, diagnose problems.
<+ Port Management

Ifthe testing is a domain name, it may need to wait for a long time (2-3 minutes), please be patient

+ VLAN

Destination IP or domain name wws.

o]

= Fault/ S

Timeout (1-10s) 2

Attack Prevention

Path Detection

Test Results

Port Error Disable
DDOS Protection
Loopback Detection
STP
Access Control
IGMP Snooping
IEEE 802.1X
AAA
<+ System Management
<+ PSE System
+ QoS

+ EEE

Figure 6-18: Tracert Detection Information

6.2.2 Cable detection

Click the "Fault/Safety" "Path Detection" "Cable Detection" can view the Cable Detection configuration:

Current User:admin

System Home Ping Detection Tracert Detection Cable Detection

Quick Configuration
Please select the port to detect :

+ Port Management 1 2 3 4 5 6 7 8 9 10
TR EE
+ VLAN Management

53 Optional port T Fixed port i Selected port {17 Aggregation port  Selectall Selectall others Cancel
Attack Prevention
Path Detection
Detect
Port Error Disable
DDOS Protection | petect Resur
Loopback Detection — B —
s
Access Control
IGMP Snooping
IEEE 802 1X
AAA

+ System Management
+ PSE System
+ QoS

+ EEE

Figure 6-19: Cable Detection Information
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The cable detection only selected one port:

Current User:admin

System Home

Quick Configuration

+ Port Management
+ VLAN Management

Sa

Attack Prevention
Path Detection

Port Error Disable
DDOS Protection
Loopback Detection
STP

Access Control
IGMP Snooping
IEEE 802.1X

ARA

+ System Management
+ PSE System
+ QoS

+ EEE

Ping Detection Tracert Detection

Please select the port to detect :

2 3 6

1 4 5 78 9 10
OO EE

Cable Detection

§_Joptional port {3 Fixed port §if Selected port 17 Aggregation port Selectall Selectall others Cancel

| oetect resur

Test Result

Group A: Cutting-out
Group B: Cutting-out
Group C: Cutting-out
Group D: Cutting-out

Cable Fault Distance (meters)

Group A: 0.83
Group B: 086
Group C: 0.83
Group D: 0.83

Figure 6-20: Port Cable Detection Result

6.3 PORT ERROR DISABLE

Collect port disable information, and can set the port auto recovery time.

Current User:admin

System Home

Quick Configuration

Port Error Disable

I Error Disable Automatic Recovery Configuration

<+ Port Management

<+ VLAN Management

I = Fault/ Safety
Attack Prevention
Path Detection
Port Error Disable
DDOS Protection
Loopback Detection
STP
Access Control
IGMP Snocping
IEEE 802.1X
AAA
S§SH
HTTPS

+ System Management
+ PSE System
+ QoS

+ EEE

Type Selection: #IBPDU Guard
Wlunicast Flood
WIARP Rate Limit

Timer Interval: 30

¥Broadcast Flood ¥Unknown Multicast Flood

#iPort security Violation ¥|DHCP Rate Limit
#Loopback Error

(30-86400 5)

I Error Disable Table
Port

) Refresh

Error Disable Reason

Time Left

First Previous [1] Next Lasfl

/1Page

Figure 6-21: Error Disable Automatic Recovery Configuration
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6.4 DDOS PROTECTION

Click the "Fault/Safety" "DDQOS Protection" can view the DDOS protection configuration:

dge-cor
Current User:admin

System Home DDOS Protection

Quick Configuration
Do Type Selection:

<+ Port Management

-+ VLAN Management

I = Fault/ Safety
Attack Prevention
Path Detection
Loapback Detection
STP
Access Control
IGMP Snooping
IEEE 802 1X

Land Attack
TCP Xmascan
Ping Death Attack

Smurf Attack

TCP SYN-FIN

Log Out

TGP Null Sean
'TCP SYN Src Port Less 1024

Figure 6-22: DDOS Protection Information

Selected dos type to prevent multiple computers from sending attack packets.

dge-~-cor ' _
Current User:admin

DDOS Protection a

System Home

Quick Configuration

<+ Port Management

DoS Type Selection: ¥Land Aftack

#ITCP Xmascan
Ping Death Attack

Smurf Attack
TCP SYN-FIN

TGP Null Scan
TCP SYN Src Port Less 1024

=+ VLAN Management

I = Fault/ Safety
Attack Prevention
Path Detection
DDOS Protection
Loopback Detection
STP

Access Control
IGMP Snooping
IEEE 802.1X

AAA

+ System Management

+ PSE System

+ Qes

Figure 6-23: Selected DoS Type



6.5 LOOP DETECTION

Click the "Fault/Safety" "Loop Detection" can view the current loop detection configuration:

Current User:admin

System Home
Quick Configuration
+ Port Management

+ VLAN Management

= Fault

Attack Prevention
Path Detection
Port Error Disable
DDOS Protection
STP

Access Control
IGMP Snooping
IEEE 802.1X
AAA

+ System Management
+ PSE System
+ QoS

+ EEE

Loopback Detection

Loopback Detection:( Wlelaal)

Time Interval (1-32767): 10 sec

Select a port to configure:

10

§ 7 Optional port 3 Fixed port §F Selected port {17 Aggregation port Selectall Select all others Cancel

State: Disabled

l Loopback Detection Port

Port Loopback Detection State Result Edit
1 Enabled Normal 2
2 Enabled Normal 2
3 Enabled Normal 2
4 Enabled Normal 2
5 Enabled Normal 2
6 Enabled Normal

Figure 6-24: View Loopback Detection Configuration Information

6.5.1 Enable loopback detection

Enable the loopback detection and configuration some parameters, click "Apply" button:

Current User:admin

System Home

Quick Configuration

<+ Port Management
+ VLAN Management

Attack Prevention
Path Detection
Port Error Disable
DDOS Protection
STP

Access Control
IGMP Snooping
IEEE 802 1X
AAA

<+ System Management
+ PSE System
+ QoS

+ EEE

Loopback Detection

Loopback Detection: (LUl
Time Interval (1-32767): 10 sec

Select a port to configure:

7 8 9 10

miniwielolelein]m|m

{3 optional port i Fixed port P Selected port {17 Aggregation port  Selectall Select all others Cancel

State: Disabled v

| Loopback Detection Port

Port Loopback Detection State Result Edit
Enabled Normal 2z

2 Enabled Normal 2
3 Enabled Normal Z
4 Enabled Normal 2
5 Enabled Normal 2
6 Enabled Normal »

Figure 6-25: Enable Loopback Detection
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6.5.2 Choose the port to configure

Selected one or more ports to change the loopback detection status:

System Home
Quick Configuration
<+ Port Management

+ VLAN Management

Attack Prevention
Path Detection
Port Error Disable
DDOS Protection
Loopback Detection
STP

Access Control
IGMP Snooping
|EEE 802.1X

AAA

Loopback Detection

Loopback Detection: (@M

Time Interval (1-32767):[10

Select a port to configure:

t. 2 3. 4 5 6 7
EEREWOT0D

8

10
e o | |

9

{7 Optional port g Fixed port ¢ Selected port {13 Aggregation port Selectall Selectall others Cancel

| Loopback petection Port
port

1

Loopback Detection State Result Edit

Enabled Normal

Figure 6-26: Configure Ports Parameter

Click "Edit" button, change the port status:

System Home
Quick Configuration
+ Port Management

+ VLAN Management

Attack Prevention
Path Detection

Port Error Disable
DDOS Protection
Loopback Detection
sTP

Access Control
IGMP Snooping
IEEE 802.1X

AAA

+ System Management

Loopback Detection

Loopback Detection:
Time Interval (1-32767): 10

Select a port to configure:

3
2

Da

3
e o s

1
-

7

b

8
]

9 10

[

§_2Optional port G Fixed port §i# Selected port {17 Aggregation port Selectall Select all others

State: D

| Loopback Detection Port
Port
1

2

ed

Cancel

Loopback Detection State Result Edit
Disabled Normal
Enabled Normal

6.6 STP

Figure 6-27: Change the Port Configure

Click the "Fault/Safety" "STP" "STP Global" can view the current STP global configuration:

System Home

I = Fault/ Safety

Quick Configuration

+ Port Management

4 VLAN Management

STP Global

Spanning Tree State
I bpdu Set

bpdu Set

STP Port Settings

I Spanning Tree Status Set

Attack Prevention
Path Detection

Port Ermor Disable
DDOS Protection
Loopback Detection
STP

Access Control
16MP

MLD

[EEE 802.1X

AAA

+ System Management

+ PSE System

I Spanning Tree Mode Set
Spanning Tree Mode

I STP Traps Set

STP New Root Trap
STP Topology Change Trap

I Root Bridge Information

Root Bridge
Root Cost
Root Maximum AgeET—J(5-40) [ app |
RootForward Delay[l5_|4-30) m
Hello Time | — ) [ ooy |
Root Port

Figure 6-28: STP Global View

58



6.6.1 Enable STP function

Enable STP global state and configuration mode and traps.

Notice:

1. When the loopback detection and STP functions are mutually exclusive.

2. LLDP PDU flooding enabled prevents executing mSTP enable.

Current Useradmin Log Out

System Home STP Global STP Port Settings

Quick Configuration I Spanning Tree Status Set

+ Port Management Spanning Tree State

+ VLAN Management bpdu Set
I = Fault/ Safety bpdu Set Flooding . m
Attack Prevention
I Spanning Tree Mode Set
Path Detection
Port Error Disable | Spanning Tree Mode RSTP ~

DDOS Protection

I STP Traps Set

Loopback Detection STP Now Root Trap

STP STP Topology Change Trap [“on D)

Access Control

IGMP
I Root Bridge Information
MLD
Root Bridge
IEEE 802.1X Root Cost
AAA Root Maximum Agepn |(5-40) m
+ System Management RootForward Delay 5 |4-30) m
+ PSE System Hello Time | (1) m
Root Port

+ QoS

Figure 6-29: Enable STP Change Mode and Traps

6.6.2 STP port settings

Selected port to configuration STP.

Current User:admin

System Home STP Global STP Port Settings
Quick Configuration I STP Port Settings
<+ Port Management Select a port to configure:
+ VLAN Management 1.3 8§ 7 9 11 13 15 47 19 21 23 25 27
PR R Ty Y R YR s ] ]
|-==-l-‘5afew N A AL A A A
2 4 6 8 10 12 14 16 18 20 22 24 26 28
Attack Prevention
Path Detection {1 Optional port 57 Fied port g Selected port [7] Aggregation port  Selectall Selectall athers Cancel
Port Error Disable port Status: [Enabled - BPDU Filter: [Enabled <
DDOS Pratection BPDU Guard: | Enabled ~ Root Guard: | Enabled ~
Loopback Detection Port Fast: | Disabled - PortPrioity[ |
= =3
Access Control
I Port List
IGMP
MLD Port Port Fast State BPDU Filter BPDU Guard Root Guard port Status Port Priority Role Edit
IEEE 802.1X 1 Disabled Link down Disabled Disabled Disabled enabled 128 disabled ez
AAA 2 Disabled Forwarding Disabled Disabled Disabled enabled 128 disabled ez
+ System Management 3 Disabled Link down Disabled Disabled Disabled enabled 128 disabled 74
+ PSE System 4 Disabled Link down Disabled Disabled Disabled enabled 128 disabled \z
+ QoS 5 Disabled Link down Disabled Disabled Disabled enabled 128 disabled 74
+ EEE 6 Disabled Link down Disabled Disabled Disabled enabled 128 disabled 74
7 Disabled Link down Disabled Disabled Disabled enabled 128 disabled 2z
8 Disabled Link down Disabled Disabled Disabled enabled 128 disabled ez
9 Disabled Link down Disabled Disabled Disabled enabled 128 disabled &z
10 Disabled Link down Disabled Disabled Disabled enabled 128 disabled &z
First Previous [11(2][3] Next LasD-‘SF’age

Figure 6-30: Selected Port to Configuration STP
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6.7 ACCESS CONTROL

6.7.1 ACL access control list

6.7.1.1 View access control list

Click the "Fault/Safety" "Access Control" you can view the configuration information of the access control list:

‘Current Userzadmin

System Home ACL Apply ACL

Quick Configuration )
Description: Access control lists (ACLs) ensure that only authorized users have access to specific resources while blocking off any unwarranted attempts to reach network resources.

Notice: The AGL rule priority will follow the order of the list (i.e., 1 is first, 2 is second, etc.). Greating many rules can cause operational delays.
+ Port Management
Mask: 1. A mask is a matching rule. The rule for a mask is: 0 means that the equivalent bit does not matter, 1 means that the equivalent bit must match.

+ VLAN M 2. When ing the AGL rule f mask is emply or 255 255255255, its represent the rules for the host. The mask option in the AGL page will be empty.If mask is 0.0.0.0, its represent the rules for the any. And th
I mask option in the ACL page will be any
= Fault/ Safety
7 New ACL Rules
Attack Prevention
Bt Detostion I Displaying ACL Configuration v
Port Error Disable No. Action Protocol Source IPIMAC Source Mask Source Port  Destination IPIMAC Destination Mask D“::L'fl"“" Edit

DDOS Protection
Loopback Detection
STP

Access Control
IGMP Snocping
IEEE302.1X

AAA

+ System Management
+ PSE System

+ Qos m

+ EEE

Figure 6-31: Access Control List

6.7.1.2 Increased access rules
1. INCREASE THE STANDARD IP ACCESS RULES

Click "New ACL Rules", in the pop-up dialog box, select "Standard IPV4 ACL Configuration", in the list of ID:0, ID:0
ACE, rules to allow. IP address is: any source IP address. Click "Apply" to complete the new rules:

Current User:admin & save Config

System Home AcL Apply ACL

Quick Configuration

Port Management
+ 9 lew ACL Rules had

<+ VLAN Management

Tl | New ACL utes |

ISE\EE', Configuration Type: |Configuration standard IP ACL v |

Altack Preventon List 1D: Standard 1P ACLO v
Path Detection

ACE ID: ACEOD v
Port Error Disable

Rules Permit v
DDOS Protection

IP Address: ®Any source IP address

Loopback Detection
'Specify the IP address
STP

Access Control
IGMP Snooping
IEEE 802.1X

AAA
+ System Management

<+ PSE System

+ Qos

+ EEE

Figure 6-32: Configuration Standard IP Access Control List
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2. INCREASE THE EXTENDED IP ACCESS RULE

Click "New ACL Rules", in the pop-up dialog box, select "Configuration Expand IP ACL", in the list of ACE, ID:0 ID:10,
rules for "Permit". Agreement: TCP, source IP address: any source IP address; purpose IP address: any destination IP

address, click "Apply" to complete the new:

®
dge-cor

System Home

Quick Configuration

+ Port Management

<+ VLAN Management

STP

Access Control
IGMP Snooping
IEEE 802.1X
AAA

+ System Management
+ PSE System

+ QoS

<+ EEE

Current User:admin

ACL Apply ACL

L —

B save Config

by 2 | Select Configuration Type: | Configuration Expand IP ACL ]
Attack Prevention List ID. Expand IP ACL 10 v
Path Detection _ =

ACE ID: ACE0 v
Port Error Disable

Rules: Permit v
DDOS Protection

Protocol: U v
Loopback Detection

Source IP Address

Destination IP Address:

Specify the IP address

) Log Ou

Figure 6-33: Configuration Standard IP Access Control List

3. INCREASING EXPAND MAC ACCESS RULES

Click "New ACL rules", select "Configuration Expand MAC ACL" in the pop-up window, in list ID: 20 » ACE ID: O, Rules
"Deny", Source MAC address: 0088.9999.999A. Destination MAC address is the random MAC. MAC protocol type:

0x0086. After the configuration is complete, click "Apply":

Current Userzadmin

System Home

Quick Configuration

<+ Port Management
<+ VLAN Management

= Fault/ Safety

Attack Prevention

DDOS Protection
Loopback Detection
sSTP
Access Confrol
IGMP Snooping
IEEE302.1X
AMA
<+ System Management
<+ PSE System
+ QoS

+ EEE

AcL Apply ACL

et e |

| sslect Configuration Type

Configuration Expand MAC ACL v |

List ID: Expand MAC ACL 20 v
Path Detection

ACE ID: ACED v
Port Error Disable

Rules Permit v

Source MAC Address:

Destination MAC Address

MAC Protocol Type:

[2opiv])

®Any source MAC address
‘Specify the MAC address

®Any destination MAG address
'Specify the MAC address

{<0xD600-0xiE= {optional)

Figure 6-34: Configuration Extended MAC Access Control List

Configuration instructions

ACE ID is an optional rule. Do not fill: the default is 0;

The extended IP protocol access control list, type: TCP, UDP, IP.
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6.7.1.3 Modify configuration
Rules for modifying port applications

Select the rules to be replaced, click " .2 ", enter the modified ACL rules page, the rules are: "Deny", click "Apply":

Current User:admin

System Home ACL Apply ACL
Quick Configuration

+ Port Management
9 ify the ACL rules bed

+ VLAN Management

) Select Configuration Type: nfiguration £ v
= Fault/ Safety
Attack Prevention (i = : -
Path Detection = . ~
ACEID: A ) v
Port Error Disable
| Rues Permit |
DDOS Protection D
Protocol 1P i
Loopback Detection I I
Source IP Address ®Any source IP address
STP
Specity the IP address
Access Control Destination IP Address: ®Any destination IP address

IGMP Snooping Specity the IP address.
IEEE 802.1X
AAA

+ System Management

o T ——

+ QoS

+ EEE

Figure 6-35: To Modify the ACL Rule
Configuration instructions

The modified extended MAC and extended IP for the same operation.

6.7.1.4 Delete rule

To delete the rule, click "X" to delete the current list of ACE under a ACL rule:

Current User:admin g Log Out

System Home ACL Apply ACL

Quick Configuration ~
Description: Access control lists (ACLs) ensure that only authorized users have access to specific resources while blocking off any unwarranted attempts to reach network resources.
Notice: The ACL rule priority will follow the order of the list (i.e., 1 s first, 2 is second, etc.). Creating many rules can cause operational delays.

+ Port Management
Mask: 1. Amask is a matching rule. The rule for a mask is: 0 means that the equivalent bit does not matter, 1 means that the equivalent bit must match

<4 VLAN Management 2. When configuring the ACL rule,If mask is empty or 255 255 255.255, it's represent the rules for the host. The mask option in the ACL page will be empty.If mask is 0.0.0.0, it's represent the rules for the any.
And the mask option in the ACL page will be any,

THEaUlE] Sadety New ACL Rules

Attack Prevention

A ekt | oisptaying Act configuration Excand P ACL10 v

Port Error Disable No. Action Protocol Source IPIMAC SourceMask  Source Port  Destination IPMAC  Destination Mask Des:,'::m" Edit

DDOS Protection =
0 permit ip any any iz

Loopback Detection

sTP

Access Control

IGMP Snooping
IEEE 802.1X
s

+ System Management
+ PSE System

+ QoS m

+ EEE

Figure 6-36: Delete Rules
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Remove all of the ACE rule table under a ACL, click "Delete":

Current User:admin

ACL

System Home Apply ACL

Quick Configuration
rranted attempts to reach network resources.

rized users have access to specific resources while blocking off any unw

stion: Access control fists (ACLS) ensure that only auth

The ACL rule priority will follow the order of the list (i.e., 1 is first, 2 is second, etc.). Creating many rules can cause operational delays.
1. Amask is a matching rule. The rule for a mask is: 0 means that the equivalent bit does not matter, 1 means that the equivalent bit must match

5.256, it's represent the rules for the host. The mask option in the ACL page will be empty.If mask is 0.0.0.0, it's represent the ruies for the any.

4+ Port Management

<4 VLAN Management When configuring the ACL rule,If mask is empty or 255.

P the mas| on in the ACL page will be any.
=
Attack Prevention
S | oispiaying Act configuration tancara P ACLO v
Port Error Disable No. Action Protocol Source IPIMAC Source Mask Source Port  Destination IPMAC  Destination Mask De’:,"']‘:""" Edit
DDOS Protection , \ . = -~

Loopback Detection
STP
Access Control
IGMP Snooping
IEEE 802.1X
AAA
+ System Management

+ PSE System

+ QoS

+ EEE

Figure 6-37: Delete ACL Rules

Configuration instructions

Delete - after the success of the kneeling in port configuration table deleted together.

6.7.2 Application ACL

6.7.2.1 View application ACL

The configuration information and click on the "Fault/Safety" "Access Control" "Apply ACL" can view access control

using ACL:

dge-clor )
Current User:admin Log Out
System Home ACL Apply ACL
Quick Configuration
Description: The table below shows the ACLS that are applied to the switch ports
+ Port Management Notice: ACLs cannot be applied to ports on the panel that are aray
ACL Rules Applicati
<+ VLAN Management I L
— Fault/ Safety Please select the ACL list{ Standard IP ACLO v
Attack Prevention
Select a port to configure:
Path Detection
12 3 4 5 6 7 8 g 10
DDOS Proecton WTaTaa e alw el
Loopback Detection
STP " Optional port g Fixed port gl Selected port [17 Aggregation port - Selectall Selectall others Cancel
Access Control
IGMP Snooping
IEEE 802.1X w
AAA | nc
+ System Management ACL Port Edit
+ PSE System Standard IP ACLO x
+ Qos Expand IP ACL10 x
+ EEE First Previous [1] Next Lasft 11Page

Figure 6-38: View Application ACL Rules
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6.7.2.2

Increased application ACL

Select the rules that need to be applied, then select the port of application, click "Apply" to complete the

configuration:
e
dge-cor )
Current User:admin Log Ou
System Home ACL
Quick Configuration
Description: The table below shows the ACLs that are applied to the switch ports,
4 Port Management Notice: AGLS cannot be applied to ports on the panel that are gray
- VLAN Management I ACL Rules Application
— Fault/ Safety | Please select the ACL list] Standard [P ACLO -
Attack Prevention
I Select a port to configure: I
Path Detection
12 3 4 5 6 7T 8 g 10
DDOS Protection I L L e i el |
Loopback Detection
STP {3 Optional port I Fixed port g Selected part [TJ Aggregation port  Selectall Selectall others Cancel
Access Control
IGMP Snooping
IEEE 802.1X
AAA | pc
<+ System Management ACL Port Edit
<+ PSE System Standard IP ACLO x
+ Qos Expand IP ACL10 x
+ EEE First Previous [1] Next Lasft 11Page
Figure 6-39: Add Applications ACL
6.7.2.3 Delete application ACL
Click to delete the application rule on the right side, cancel the application of the rules in the port:
dge-cor .
‘Current User:admin Log Ouf
System Home AcCL Apply ACL
Quick Configuration
Description: The table below shows the ACLs that are applied to the switch ports.
+ Port Management Notice: AGLS cannot be applied to poris on the panel that are gray
 VLAN Management I ACL Rules Application
— Fault/ Safety Please select the ACL list{ Standard IP ACLO i
Attack Prevention
Select a port to configure:
Path Detection
1 2 3 4 5 6 7 B g 10
DDOS Protection EEOOOOSOO0
Loopback Detection
STP [ optional port §EJ Fixed port gl Selectad port {17 Aggregation port  Selectall Select all others Cancel
Access Control
IGMP Snooping m
IEEE 802.1X
AAA | e
+ System Management ACL Port Edit
+ PSE System Standard IP ACLD 12 E
+ Qos Expand IP ACL10 %
+ EEE First Previous [1] Next Lastt /1Page

6.8 IGMP SNOOPING

Figure 6-40: Delete Application ACL
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6.8.1 View IGMP snooping configuration

Click the "Fault/Safety" "IGMP" to check the current switch configured multicast monitoring information:

Current User:admin £ onfig

Log Out

System Home

Quick Configuration

<+ Port Management
-+ VLAN Management
I = Fault / Safety
Attack Prevention
Path Detection
Port Error Disable
DDOS Protection
Loopback Detection
STP
Access Control
MLD
IEEE 802 1X
AAA

=+ System Management

Throttling Router Port Group Address Filtering Statistics

I IGMP Snooping

Note: 1. Internet Group Management Protacol (IGMP) snooping is a feature that allows a switch to forward multicast traffic intelligently on the switch

2 IGMP Snooping cannot be enabled when ONVIF is enabled.
" G50 Enable or disable the multicast listener, when enabled, the static routing port ¢an be set
I IGMP Immediate Leave

(@lelgd) Enable or disable the global immediate leave

Figure 6-41: View Snooping IGMP Configuration Information

6.8.2 Action multicast listener function

Click the "Fault/Safety" "IGMP", click "Off" button to activate the multicast monitoring function:

System Home

Quick Configuration

+ Port Management
+ VLAN Management

I = Fault/ Safety

Current User-admin

Log Out

Property Querier Throttling Router Port Group Address Filtering Statistics

I IGMP Snooping

Note: 1. Internet Group Management Protocal (IGMP) snooping is a feature that allows a switch to forward multicast traffic intelligently on the switch
2.1GMP Snooping cannot be enabled when ONVIF is enabled..

) |Enable or disable the multicast listener, when enabled, the static routing port can be set.

Attack Prevention
I IGMP Immediate Leave
Path Detection

Part Error Disable (@eliid) Enable or disable the global immediate leave
DDOS Protection
Loopback Detection I IGMP Version Selection

8TP

IGMP Version |IGMP_V2 v
Access Control

Lo

MLD
IEEE 802.1X

AAA

Figure 6-42: Open Multicast Listener Configuration

The default multicast listener (IGMP Snooping) did not open;
The default on multicast listener (IGMP Snooping), all VLAN are open;

The default version of V2 - IGMP.

6.8.3 Disable multicast listener function
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Click the "Fault/Safety" "IGMP Snooping", click "ON" button to disable multicast monitoring function:

Current User:admin

Log Cut

System Home
Quick Configuration
-+ Port Management
<+ VLAN Management
I = Fault/ Safety
Attack Prevention
Path Detection
Port Error Disable
DDOS Protection
Loopback Detection
S§TP
Access Control
IGMP
MLD
IEEE 802 1%
AAA

+ System Management

Querier Router Port Group Address Filtering Statistics

Property Throttling

| 15mP snooping

Note: 1. Internet Group Management Protocol (IGMP) snooping is a feature that allows = switch ta forward multicast traffic intelligently on the switch

2. IGMP Snooping cannot be enabled when ONVIF is enabled.

Enab\e or disable the multicast listener, when enabled, the siatic roufing port can be set

I IGMP Immediate Leave

(@el3d) Enable or disable the global immediate leave.

Figure 6-43: Closed Multicast Listener Function Operation

6.8.4 Configuration multicast routing

Click the "Fault/Safety" "IGMP" “RouterPort,” select the VLAN, click "Router Port Add" button, to configure the
multicast routing in the port panel:

Current User:admin

=

Save Config Log Out

System Home
Quick Configuration
+ Port Management

=+ VLAN

Property Querier Throttling Router Port Group Address Filtering Statistics

Notice: 1. The default multicast monitor is not a static routing port, if required, a static routing port can be set.
2. Dynamic routing ports can not be removed manually, only static routing ports can be removed manually. Dynamic routing ports will be removed through aging

Select a port to configure

I = Fault / Safety
Attack Prevention
Path Detection
Port Error Disable
DDOS Protection
Loopback Detection
STP

1 3 5 7 9 11 13 15 17 19 21 23 325 327
T s i e i e s ] ]
LR IR RN R N R AR N R A R
2 4 6 B8 10 12 14 16 18 20 22 24 26 28

[ optional port G Fixed port g Selected port [T7Agaregation port  Selectall Select all others Cancel

T —

Access Control

IGMP

I Multicast Member Port

VLAN Port status
MLD
First Previous [1] Next LESDMFBQE
|IEEE 802.1X
ARA

Figure 6-44: Configuration of Multicast Routing
Multicast routing configuration steps are as follows:
Step 1: In the port panel to select multicast listener routing port;

Step 2: Select VLAN;

Step 3: Click on the "Add Router Port" button to complete the configuration.

6.8.5 IGMP Version

Click the "Fault/Safety" "IGMP Snooping", set the IGMP version of the page:
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Current User:admin

System Home Property Querier Throttling Router Port Group Address Filtering Statistics

Quick Configuration I IGHIP Snooping
+ Port Management Note: 1. Internet Group Management Pratocol (IGMP) snooping is a feature that allows a switch to forward multicast traffic intelligently on the switch.

2 IGMP Snooping cannot be enabled when ONVIF is enabled
=+ VLAN Management

I = Fault | Safety @G ) Enable or disable the multicast listener, when enabled, the static routing port can be set

Attack Prevention

I IGMP Immediate Leave
Path Detection

Port Error Disable (@5 Enable or disabla the global immediate leave

DDOS Protection

Loopback Detection I IGMP Version Selection

STP

|IGMPVel5iOlI IGMP_V2 ~
Access Control

o]

MLD

IEEE 802.1X
AAA

Figure 6-45: Configuration IGMP Version

IGMP version configuration steps are as follows:
Step 1: Select the required version number;

Step 2: Click the "Apply" button to complete the configuration.

6.8.6 IGMP Querier

Click the "Fault/Safety" "IGMP" “Querier,” set the IGMP Querier:

Current User:admin B save Config Log Out

System Home Property Querier Throttling Router Port Group Address Filtering Statistics

Quick Configuration I Querier Setting

+ Port Management

VLAN: status: [Disabled <
+ VLAN Management Router Port Auto Learn: [Enabled - Immediate Leave: Disabled v
Query Robustness: 2 (1-7 default2) Version: | IGHP_V2
N Query Interval: 125 Sec (30-18000 default 125) Query Max Response Interval: 10 Sec (5-20 default 10)
Attack Prevention
Last Member Query Counter: (1-7 default 2) Last Member Query Interval: 1 Sec(1-25 default 1)

Path Detection -

Port Error Disable ey

DDOS Protection VLAN Status Router Port Auto Immediate Query Version Query Query Address Query Max Response Last Member Query Last Member Query

Learn Leave Robustness Interval Interval Counter Interval
Loopback Detection
1 Disabled Enabled Disabled 2 125 0000 10 2 1

STP

First Previous [1] Next Las! 1Page

Access Control
IGMP

MLD

IEEE 802.1%
ABA

Figure 6-46: Configuration IGMP Querier

6.8.7 IGMP Group Address

Click the "Fault/Safety" "IGMP" “Group Address,” set the IGMP Group Address:
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Current User:admin

System Home Property Querier Throttling Router Port Group Address Filtering Statistics
Quick Configuration I IGMP Static Group Setfing
+ Port Management Select a port to configure
+ VLAN Management 1 3 5 7 9 1 13 15 17 19 21 23 25 97
IR R R B S v W S
I—’aA'Safet‘r (RN RN R A R AU A AL AL g
2 4 B & 10 12 14 16 18 20 22 24 26 28
Attack P
Path Dstection [l optional port {57 Fixed port G Selected port [T Aggregation port  Selectall Select all others Cancel
Port Error Disable VLAN: Group Address:[ ]
DDOS Protection Apply
Loopback Detection
VLAN Group Address Type Member Port Delete
STP
First Previous [1] Next Las I1Page
Access Control m D o
IGMP I IGMP Dynamic Group Table
MLD
VLAN Group Address Type Member Port
IEEE 802.1X ®
Clear All Dynamic Groups First Previous [1] Next Las /1Page
n ]

Figure 6-47: Configuration IGMP Group Address

6.8.8 IGMP Throttling

Click the "Fault/Safety"

"IGMP" “Throttling,” to configure IGMP throttling:

Current Useradmin

System Home

Quick Configuration

<+ Port Management
=+ VLAN Management

I = Fault/ Safety
Attack Prevention
Path Detection
Port Error Disable
DDOS Pratection
Loopback Detection
STP
Access Control
IGMP
MLD
|IEEE 802 1X
ABA

Property Querier Throttling

I Throttling Setting

Select a port to configure

Router Port

9 11 13 15 17 19 21 23 25 27

5 7
R RS v S § i S v S i |
??EUUUEUUEDD

10 12

14 16 18 20 22 24 26 28

]

Optional port B0 Fixed port i Selected port {17 Aggregation port

Max MulticastGroups: [ |(0-128)

Port Max Multicast Groups
1 128

2 128

3 128

4 128

5 128

Log Out
Group Address Filtering Statistics
Selectall Selectallothers Cancel
Throttling Action Mode:[Deny ]
Throttiing Action Mode Edit
Deny z
Deny 2z
Deny 74
Deny &z
Deny \z

Figure 6-48: Configuration IGMP Throttling

6.8.9 IGMP Filtering

Click the "Fault/Safety" "IGMP" “Filtering,” to configure IGMP filtering:
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Current User:admin

System Home

Quick Configuration

<+ Port Management
<+ VLAN Management
I = Fault/ Safety
Attack Prevention
Path Detection
Port Error Disable
DDOS Pratection
Loopback Detection
STP
Access Control
IGMP
MLD
IEEE 802.1X
AAA

+ System Management
+ PSE System
+ QoS

+ EEE

Property Querier Throttling Router Port Group Address Filtering Statistics

I Filtering Profile Setting

Profleln:| 28 SartAddress:[ ]
e E— T —
Profile ID Start Address End Address Action Edit

First Previous [1] Next LasHF’age

I Filtering Binding Sefting

Select a port to configure

i3 5 7 9 1113 18 17 19 21 22 35 27
R T R e e ]
QQQQBUUUUUUUDD

10 12 14 16 18 20 22 24 26 28

"1 0ptional port 53 Fixed port 5 Selected port 1] Agaregation port  Selectall Selectall others Cancel

Profile 0:

Port Profile ID Edit
1 None 4
2 Mone Z
3 Nene z
4 Mone 4
5 Nene z

Figure 6-49: Configuration IGMP Filtering

6.8.10IGMP Statistics

Click the "Fault/Safety" "IGMP" “Statistics,” to view IGMP statistics:

Current User:admin g Log Out

System Home
Quick Configuration

<+ Port Management
<+ VLAN Management
I = Fault/ Safety
Attack Prevention
Path Detection
Port Error Disable
DDOS Protection
Loopback Detection
STP
Access Control
IGMP
MLD
|IEEE 802.1X
AAA

Property Querier Throttling Router Port Group Address Filtering Statistics
Receive Packet Transmit Packet

Total 0 Leave 0

Valid 0 Report 0

Invalid 0 General Query 0

Other 0 Special Group Query 0

Leave 0 Source-special Group Query 0
Report 0
General Query 0
Special Group Query 0
Source-special Group Query 0

@ clear Z) Refresn

6.9 MLD

Figure 6-50: Configuration IGMP Statistics

6.9.1 View MLD configuration

Click the "Fault/Safety" "MLD" to check the current switch configured multicast monitoring information:
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Current User:admin [& save config Log Out

System Home Throttling Router Port Group Address Filtering Statistics

Quick Configuration

I MLD Snooping

+ Port Management Note: 1. Multicast Listener Discover (MLD) snooping is a feature that allows a switch to forward multicast raffic intelligently on the switch.

2.IGMP Snooping cannot be enabled when ONVIF is enabled..
<+ VLAN Management

I = Fault/ Safety

Attack Prevention

Enable or disable the multicast listener, when enabled, the static routing port can be set.

Path Detection
Port Error Disable
DDOS Protection
Loopback Detection
STP

Access Control
IGMP

MLD

IEEE 802.1X

AAA

Figure 6-51: View MLD Configuration Information

6.9.2 Active multicast listener function

Click the "Fault/Safety" "MLD", click "Off" button to activate the multicast monitoring function:

Current User.admin Save g Log Out

System Home Property Throttling Router Port Group Address Filtering statistics

Quick Configuration I MLD Snooping

+ Port Management Mote: 1. Multicast Listener Discover (MLD) snooping is a feature that allows a switch to forward multicast traffic intelligently on the switch

2. IGMP Snooping cannot be enabled when ONVIF is enabled.
=+ VLAN Management

; Enable or disable the multicast listener, when enabled, the static routing port can be set

I = Fault/ Safety
Attack Prevention

I MLD Version selection
Path Detection

Port Error Disable MLD Version [MLD_v1 =

DDOS Protection

Loopback Detection m
STP

Access Control

IGMP

MLD

IEEE 802 1X

AAA

Figure 6-52: Open Multicast Listener Configuration

The default multicast listener (MLD) did not open;
The default on multicast listener (MLD), all VLAN are open;

The default version of V1 - MLD.

6.9.3 Disable multicast listener function

Click the "Fault/Safety" "MLD", click "ON" button to disable multicast monitoring function:
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Current User:admin [& save config Log Out

System Home Throttling Router Port Group Address Filtering Statistics

Quick Configuration

I MLD Snooping

+ Port Management Note: 1. Multicast Listener Discover (MLD) snooping is a feature that allows a switch to forward multicast raffic intelligently on the switch.

2.IGMP Snooping cannot be enabled when ONVIF is enabled..
<+ VLAN Management

I — Fault/ Safety " {5 |Enaple or disable the multicast listener, when enabled, the static routing port can be set

Attack Prevention
Path Detection
Port Error Disable
DDOS Protection
Loopback Detection
STP

Access Control
IGMP

MLD

IEEE 802.1X
AAA

Figure 6-53: Closed Multicast Listener Function Operation

6.9.4 Configuration multicast routing

Click the "Fault/Safety" "MLD" “Router Port,” Select VLAN, click "Add Routing Port" button, to configure the

multicast routing in the port panel:

Current User:admin & save Config Log Out

System Home Property Throttiing Router Port Group Address Filtering statistics

Quick Configuration ) ) ) ) ) ) ) )
Mofice: 1. The default multicast monitor is not a static routing port, if required, a static routing port can be set

2. Dynamic routing ports can not be removed manually, only static reuting perts can be removed manually. Dynamic routing ports will be removed through aging.

Select a port to configure
9 1 13 15 17 19 21 23 25 27

7
R R S S e R Sl S v i |
L

8

<+ Port Management

<+ VLAN Management

1
I = Fault/ Safety m
Attack Prevention B

2

Path Detection

ESLILIL LI ILSLIL]

10 12 14 16 18 20 22 24 26 28

Port Error Disable {1 0ptional port [ Fixed port i Selected port [17 Aggregation port  Selectall Select all others Cancel

DDOS Protection VIR ]

Loopback Detection
STP

Access Control I Muiticast Member Port

IGMP VLAN Port Status
MLD

First Previous [1] Next Last{:l." 1Page
IEEE 802.1X
AAA

Figure 6-54: Configuration of Multicast Routing

Multicast routing configuration steps are as follows:
Step 1: In the port panel to select multicast listener routing port;
Step 2: Select VLAN;

Step 3: Click on the "Add Routing Port" button to complete the configuration.

6.9.5 Configuration MLD Group Address

Click the "Fault/Safety" "MLD" “Group Address,” Select a port, select VLAN, and enter the group address:
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Current User:admin & save config Log Out

System Home Property Throttling Router Port Group Address Filtering Statistics

Quick Configuration I MLD Static Group Setting

+ Port Management
+ VLANM t 1 3 5 7 9 1 13 15 17 19 21 23 25 27
anagemen R D e S e L o R A R
|-=a,= Safety nteetsteisintuteinteteimin
2 4 6 8 10 12 14 16 18 20 22 24 26 28

Attack Prevention

Path Detection "} Optional port G5 Fixed port ¥ Selected port {17 Aggreqation port  Selectall Selectall others Cancel

Port Error Disable v o Group adiress ] |

DDOS Protection m

Loopback Detection

VLAN Group Address Type Member Port Delete
STP
First Previous [1] MNext LBSDHPage

Access Control

IGMP I MLD Dynamic Group Table
MLD
VLAN Group Address Type Member Port
IEEE 802.1X ®
Clear All Dynamic Groups First Previous [1] Mext Las i1Page
" (I

Figure 6-55: Configuration of MLD Group Address

6.9.6 Configuration MLD Throttling

Click the "Fault/Safety" "MLD" “Throttling,” Select a port, enter the maximum number of groups, and set the action
mode:

Current User:admin & save Config Log Out

System Home Property Throttling Router Port Group Address Filtering Statistics

Quick Configuration I Throtting setting

<+ Port Management Select a port to configure

193 5 7 9 11 13 15 17 19 21 23 25 27

<+ VLAN Management SaahSAssLaaRET
| - Faute saten aistsisiniateintaf et
Attack Prevention 2 4 6 8 10 12 14 16 18 20 22 24 26 28

Path Detection §Optional port §I7 Fixed port g Selected port [1¢ Aggregation port  Selectall Select all others Cancel

Port Error Disable Max Multicast Groups: [ ](0-128) | [mnrotting Action woge: o] |

DDOS Protection

Loopback Detection

Port Max Multicast Groups Throttling Action Mode Edit
sTP
1 128 Den
Access Control 4 iz
IGMP 2 128 Deny Z
MLD 3 128 Deny 74
IEEE 802 1X 4 128 Deny B
AAA
5 128 Deny 74

Figure 6-56: Configuration of MLD Throttling

6.9.7 Configuration MLD Filtering

Click the "Fault/Safety" "MLD" “Filtering,” set a profile ID, address range, and action to create a profile. Select a port,
and profile ID to apply, then click Apply:
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Current User:admin

System Home:
Quick Configuration

+ Port Management
<+ VLAN Management

I = Fault/ Safety
Attack Prevention
Path Detection
Port Error Disable
DDOS Protection
Loopback Detection
STP
Access Control
IGMP
MLD
IEEE 802.1X
AAA

+ System Management
+ PSE System
+ Qos

+ EEE

Property

Throttling

Router Port

Group Address

Filtering

Statistics

I Filtering Profile Setting

Profile ID: (1-128)
End Address ]

Start Address:
Action:

Profile ID

I Filtering Binding Setting

Select a port to configure

Start Address

End Address

3 5 7 9 1 13 15 17 19 21 23 25 27
T B S B S S S S S i
QQQUUUUUUUUDD

24 26 28

W 0-

10 12 14 16 18 20 22

T~ Optional port {5 Fixed part g Selected port [77 Aggregation port

protie 0:

Selectall Selectall others Cancel

Profile ID

None

None

None

None

Action

First Previous [1] Mext Las{t

Log Out

Figure 6-57: Configuration of MLD Filtering

6.9.8 Configuration MLD Statistics

Click the "Fault/Safety" "MLD" “Statistics,” to view the MLD statistics:

Current User:admin

System Home
Quick Configuration

+ Port Management
+ VLAN Management

I = Fault/ Safety
Attack Prevention
Path Detection
Part Error Disable
DDOS Protection
Loopback Detection
STP
Access Control
IGMP
MLD
IEEE 802 1X
AAA

Property Throttling Router Port
Receive Packet
Total 0
Valid 0
Invalid 0
Other 0
Leave 0
Report 0
General Query 0
Special Group Query 0
Source-special Group Query 0

@ Clear @ Refresh

Group Address

Filtering Statistics

Transmit Packet

Leave

Report

General Query

Special Group Query

Source-special Group Query

Figure 6-58: Configuration of MLD Statistics
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6.10 IEEE 802.1X

IEEE 802.1X is a port-based authentication protocol is a method and strategy for authenticating users.
Configure the PC 192.168.2.145, and connect with switch by Gi 0/2

Configure the radius sever 192.168.2.100, and connect with switch by Gi 0/1

Click ON "Fault/Safety" "IEEE 802.1X"

Current User:admin Log Out

System Home IEEE 802.1X

Quick Configuration

I IEEE 802.1X Global Setting
+ Port Management

+ VLAN Management (_ @EGEED Enable or disable the IEEE 802 1X.If you want this function to take effect please configure the 802.1X server of RADIUS first

I = Fault / Safety
Attack Prevention
Path Detection
DDOS Protection
Loopback Detection
sTP
Access Control
IGMP Snooping
IEEE 802 1X
AAA

+ System Management
+ PSE System

+ Qos

Figure 6-59: IEEE 802.1X

Click to Open.

Current User:admin Log Out
System Home
|EEE 802.1X
Quick Configuration
I IEEE 802.1X Global Setting
<+ Port Management
ON ] nable or disable the IEEE 802.1X.f you want this function to take efiect,please configure the 302.1X server of RADIUS first
<+ VLAN Management -l ) B o
I — Fault/ Safety I IEEE 802.1X Setting
Attack Prevention Select a port to configure:
Path Detsction T 2 3 4 5 6 7 8 3 10
DDOS Protection T T e R R 0]
Loopback Detection
sTP 5”1 Optional port [ Fixed port G Selected port [77 Aggregation port  Select all Select all others Cancel
Access Control 802.1X Authentication: | Enabled - Host Mode: | Mult-auth v
IGMP Snooping Port Control: | Disabled -
EEE 802 1X m
AAA
Port 802.1X Authentication Host Mode Port Control Edit
<+ System Management
1 Disabled Mut-auth Disabled iz
+ PSE System
2 Disabled Multi-auth Disabled z
<+ Qos
3 Disabled Mut-auth Disabled 74
+ EEE
4 Disabled Multi-auth Disabled z
5 Disabled Mut-auth Disabled 74
8 Disabled Multi-auth Disabled 2z

Figure 6-60: Enable IEEE 802.1X

Switch config AAA RADIUS server address: 192.168.2.100, Auth Port: 1812, Key: 123, type: all
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System Home
RADIUS

Quick Configuration
<+ Port Management
<+ VLAN Management

I = Fault/ Safety
Attack Prevention

Path Detecticn

DDOS Protection

Current User:admin

TACACS+ Enable Authentication

I RADIUS Server

Hos}: 192, 168. 2. 100|

Login Authentication

Auth Port:

Log Out

((0-65535, default 1512)

Loopback Detection

sTP
Access Control
IGMP Snooping
IEEE 8021
AAA

<+ System Management
+ PSE System
<+ Qos

+ EEE

(64 chars) Priority: (1-65534)
1-10) Timeout: (1-30)
v
Priority Host 1P Auth Port Key Retry Timeout type Edit
1 192.168.2.100 1812 123 3 3 Al 2 X
First Previous [] Next Lasti /1Page

Figure 6-61: Configuration Radius

Switch enable 802.1X port Gi 0/2, Port Control: auto, Host Mode: multi-auth

Quick Configuration
+ Port Management
<+ VLAN Management

I — Fault/ Safety
Attack Prevention

Current User:admin

I IEEE 802.1X Global Setting

:' Enable or disable the IEEE 802.1X.If you want this function to take efiect please canfigure the 802.1X server of RADIUS first

I IEEE 802.1X Setting

Select a port to configure:

Path Detection r
DDOS Protection

Loopback Datection

23z 4 5 8 7 58 9 1
e S |

5”1 Optional port G Fixed port g Selected port [T Aggregation port Selectall Select all others Cancel

Log Qut

STP
Access Control 802.1X Authenticatiop: | Enabled v Host Mode: | Multi-auth v
IGMP Snooping Port Contr: | Aule v
IEEE 802.1X
AAA
Port 802.1X Authentication Host Mode Port Control Edit
+ System Management
1 Disabled Multi-auth Disabled =z
+ PSE System
2 Enabled Multi-auth Auto z
+ Qos |
3 Disabled Multi-auth Disabled 2
+ EEE
4 Disabled Multi-auth Disabled Z

Figure 6-62: Configuration IEEE802.1X

Tips: The IEEE802.1x function is used with the AAA function.
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Auto: It indicates that the initial state of the port is unauthorized. It only allows EAPOL packets to be sent and
received. It does not allow users to access network resources. If the authentication passes, the port switches to the
authorized state, allowing the user to access the network resources. This is also the most common case.

Force-auth: Indicates that the port is always authorized, allowing users to access network resources without
authorization.

Force-unauth: Indicates that the port is always in an unauthorized state and does not allow the user to authenticate.
The device does not provide authentication services to clients that pass through the port.

Single-host: This port can only connect to a host, through authentication can be forwarded for data packets.

Multi-auth: This port can be connected to the following switches, including a host through the certification, other
hosts can be forwarded data packets.

Multi-host: This port can be connected to the following switches, including a host through the certification, other
host data packets can not be forwarded, must also have passed authentication.

6.11 AAA

6.11.1RADIUS

Enabled and logged in can use radius authentication

Configure the PC 192.168.2.145, and connect with switch by Gi 0/2
Configure the radius sever 192.168.2.100, and connect with switch by Gi 0/1
Click ON "Fault/Safety" "AAA" "RADIUS"

Switch config AAA RADIUS server address: 192.168.2.100, Auth Port: 1812, Key: 123, type: all

System Home RADIUS TACACS+

Quick Configuration RS

Port Management Host: [192. 168. 2. 100 Auth Port: 1812

+ VLAN Management

Priority Host IP Auth Port Key Retry Timeout type Edit

IEEE 802.1X
AAA

 System Management
+ PSE System
Qos

EEE

Figure 6-63: Configuration Radius

Switch config Method List: Name: test, Method 1: RADIUS, click "Apply".

Switch config Enable Authentication: Console: ECS2020, Telnet: ECS2020, SSH: ECS2020, click "Apply".
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System Home RADIUS

Quick Configuration | mothoa List

+ Port Management

IGMP Snooping

IEEE 802 1X
AAA

+ System Management
+ PSE System
+ Qos

+ EEE

TACACS+ Enable Authentication
Name: (32 chars)
Method 2: Hone

EC82020

| Enable Autnontication

S55H: | ECS2020 ~

Login Authentication

Tolnet:[ECS2020

Sequence Edit
ENAB
RADIUS P 3

P - (1) 2

Figure 6-64: Configuration Enable Authentication

Switch config Method List: Name: ECS2020, Method 1: RADIUS, click "Save".

Switch config Enable Authentication: Console: EC52020, Telnet: EC52020, SSH: ECS2020, click "Save".

System Home RADIUS

Quick Configuration | wotioa ist
+ Port Management

+ VLAN Management m

+ System Management
+ PSE System
+ QoS

+ EEE

TACACS+ Enable Authentication
Name: (32 chars)
Method 2: Hone

| Enabte Autnentication

s5H:|ECS2020 v

Login Authentication

Mothod 1:[Nona
Method 3: Hone

Telnet:[ECS2020

Sequence Edit
ENABLE
RADIUS %

Firat Pravious (1) Next Las 11Page

TIPS:

Figure 6-65: Configuration Login Authentication

1. Pcinput right user name and password, PC can console, telnet and ssh switch.

2. Pcinput right password, user can join "# mode".

6.11.2TACACS+

Enable and Login can use TACACS+ authentication

Configure the PC 192.168.2.145, and connect with switch by Gi 0/2

Configure the TACACS+ sever 192.168.2.100, and connect with switch by Gi 0/1

Click on "Fault/Safety" "AAA" "TACACS+"

Switch config AAA TACACS+ server address: 192.168.2.100, Auth Port: 49, Key: qwer
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Current User:admin

System Home
Quick Configuration
+ Port Management

+ VLAN Management

Attack Prevention
Path Detection
Port Error Disable
DDOS Protection
Loopback Detection
STP

Access Control
IGMP Snooping
IEEE 802.1X

AAA

+ System Management
+ PSE System
+ QoS

+ EEE

RADIUS TACACS+

| acacse server
Host: 192. 168. 2.
Key: wer

Timeout:

Enable Authentication

100
(84 chars)
(1-30)

Host IP Port

192.168.2.100 49

Login Authentication

Port: 43 (0-65535 default 49)

Priority: (1-65534)

Key Timeout

qwer 5

Edit
z R

First Previous [1] Next Lasi 11Page

Figure 6-66: Configuration TACACS+

Switch config Method List: Name: ECS2020, Method 1: TACACS+, click "Save".

Switch config Enable Authentication: Console: ECS2020, Telnet: ECS2020, SSH: ECS2020, click "Save".

System Home
Quick Configuration
+ Port Management

+ VLAN Management
| -
Attack Prevention
Path Detection
Port Error Disable
DDOS Protection
Loopback Detection
sP
Access Control
IGMP Snooping
IEEE 802 1X
AAA

+ PSE System
+ Qos

+ EEE

+ System Management

RaDiUS  TAcAcs+
| metmoa List
Name:
Mothoa 2 1ion

Enable Authentication

(a2 chars

Name.

default

ECs2020

| Enabie Authontication

SSH: | default

Login Authentication

Method 1:[None -
Method 3: 1
Sequonce
ENABLE
RADIUS
Telnet: [ @efadilt -

First Previous [1) Next Last: 1Page

Figure 6-67: Configuration Enable Authentication

Switch config Method List: Name: ECS2020, Method 1: TACACS+, click "Apply".

Switch config Enable Authentication: Console: ECS2020, Telnet: ECS2020, SSH: ECS2020, click "Apply".

Current User:admin

System Home
Quick Configuration
+ Port Management

+ VLAN Management
Attack Prevention
Path Detection
Port Error Disable
DDOS Protection
Loopback Detection
sP
Access Control
IGMP Snooping
IEEE 802.1X
AAA

+ PSE System

+ Qos

+ EEE

+ System Management

RADIUS  TAcAGSS
| vethoa vist
Hame:
wetnod 2: tione

Enable Authentication

(32 chars)

Name

agefault

£CS2020

| Losin Authentication

SSH:| defautt

Login Authentication

Method 1:[None v
Method 3: tone
Sequence
LOCAL
NONE
Teinet: [ efault -

First Previous [1] Next Lasf1 1Page
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Figure 6-68: Configuration Login Authentication

You can successfully open AAA TACACS+ function
PC input right user name and password, PC can console, telnet and SSH switch

PC input right password, user can join "# mode".
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7 SYSTEM MANAGEMENT

7.1 SYSTEM SETTINGS

7.1.1 Interfaces VLAN

7.1.1.1 Configuration basic system settings

Click on the navigation bar "System Management" "System Settings" "Interfaces VLAN" to view the management
address of the current switch configuration information:

Current User:admin

System Home Interfaces VLAN System Restart User Management System Log Log Export ARP Table MAC Management

Quick Configuration
Note: 1. Interfaces VLAN parameters: I, WAC, gateway and the user's contact details. "= denotes required field.

2. The IP address and mask cannot be configured when the DHCP server is enabled
<+ Port Management

3. The DHCP Client can be enabled when the management vian is enabled.
+ VLAN Management 4. When the management vian is enabled, multiple interface VLANs cannot be configured

5. When one of the DHCP server, DHCP client and ONVIF is enabled, the management VLAN cannot be disabled
+ Fault / Safety

6. Deleting the pateway means deleting the default static route.

Basic System Settings

System Settings -
Management VLAH: (@I

DHCP Server
VLAN ID: [1 v MAC: B398 CoFa 2508

Firmware Uparade DHCP: |Pv6 DHCP:

System Information P: Link Local Address: £=80: -badb: c8£% - fafa:Zhoe/64

Configuration Wanagemer Subnet Mask: PbAddress: [ Ju[ ]

Dual Configuration Default Gateway: IPv6 Gateway Address: [ |

SHP Login Timeout(s): Device Hame:

RIMON ContactMame: [ | Device Location: [ |

LLDP Settings ContactInformation: |

Administration m

Log Server

Static Route Interface VLAN Table
+ PSE System VLAN P Mask Default Gateway Status IPv4 Excluir
+ QoS 1 192.168.2.10 255.255.255.0 192.168:2.1 Static @
- First Previous [1] Next LasMPa;E

System Time Settings

Notice: The switch time can be synchronized with the internet time by setting the time synchronization server IP address to the NTP or SNTP server from your selected time zone.

Tip: The system will select a default time syncronization server if no IP address is entered.

The Current System Time: 2012-12-05 0605 46 Time Zone (T): |(UTC)Coordinated UniversalT ..

Time Setting Mode: () Auto-Sync @ Manual

Time: p013-12-1 10:1:12

Figure 7-1: Basic System Settings

To configure the switch Basic System Settings as follows:
Management VLAN: switch management VLAN ID, the defaultis 1
1. Inthe DHCP text box, choose static allocation
2. Inthe Management IP text box, enter the IP address, such as 192.168.2.10
3. Inthe Subnet Mask text box, enter the subnet mask, such as 255.255.255.0
4. Inthe Gateway Address text box to enter the gateway address, such as 192.168.2.1
5. In the Device Location text box, enter the Device Location, such as china
6. Inthe Contact Name text box, enter the Contact Name, such as john
7. Inthe Contact Information text box, enter Contact Information, such as 12345678900
8. Click on "Apply" button to complete the configuration
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7.1.1.2 System time synchronization

System Home Interfaces VLAN System Restart User Management System Log Log Export ARP Table MAC Management

Quick Configuration
Note: 1. Interfaces VLAN parameters: IP, MAC, gateway and the user's contact details. ** denotes required field

2. The IP address and mask cannot be configured when the DHCP server is enabled
+ Port Management

3. The DHCP Client can be enabled when the management vlan is enabled
<+ VLAN Management 4.When the management vian is enabled, multiple interface VLANs cannot be configured

§. When one of the DHCP server, DHCP client and ONVIF is enabled, the management VLAN cannot be disabled.
<+ Fault/ Safety

6. Deleting the gateway means deleting the default static route.

= System M I Basic System Settings
HEET SIS Management VLAN: (@D
DHCP Senver ManagementVLANID: [1 U]* MAC: 3395, CBF4. 2502 .
Firmware Upgrade DHCE: 1PVG DHCP:
System Information P: * Link Local Address:
Configuration Managemer Subnet Mask: : IPvE Address:
Dual Configuration Default Gateway: IPvé Gateway Address:
SHuP Login Timeout(s): Device Name: .
RMON ContactName: [ | Device Location: [ |
LLDP Settings ContactInformation: [ |
Administration m

Log Server
Static Route I Interface VLAN Table
<+ PSE Syslem VLAN 14 Mask Default Gateway Status IPv4 Excluir

+ QoS 1 182.168.2.10 255.255.255.0 182.168.21 Static 1”4

First Previous [1] Next Lasy

i 1Page
+ EEE

Hotice: The switch time can be synchronized with the internet time by setting the time synchronization server IP address to the NTP or SNTP server from your selected time zone.

Tip: The system will select a default time syncronization server if no IP address is entered

The Current System Time: 20131 06:12:54 Time Zone (T): [(UTC)Coordinated Universal 1.
Time Setting Mode: @Auto-sync O Manual
Mode: serveripAddress: [

Figure 7-2: System Time Synchronization

To configuration system time, You can select NTP or SNTP, enter SNTP/NTP Server IP Address such as
203.117.180.36(local SNTP/NTP servers or internet SNTP/NTP servers), in the Time Zone (T) text box, you can choose
any time zone you want, such as UTC+08:00.

The user can manually configure the device system time.

I System Time Settings

Motice: The switch ime can be synchronized with the internettime by setting the ime synchronization server IP address to the NTP or SNTP server from your selected time zone
Tip: The system will select 2 default time syncronization server if no IP address is entered.

The Current System Time: Z013-12-05 08:15.38 Time Zone (T): [(UTC+08:00)Taipei v

Time Setting Mode: O Auto-Syni

Time: poi3-12-1 10:1:12
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7.1.2 System restart

Click on the navigation bar "System Management" "System Settings" "System Restart" to reboot the switch:

Current User:admin Bl save Config

System Home Management VLAN System Restart User Management System Log Log Export ARP Table MAC Management

Quick Configuration = = 7 = .
Description: To restart the switch, cick on the 'restart the device immediately” button. Please do not close the browser unti the process is completed. The browser will automatically refresh when the restart is completed

- P
+ Port Management Ristart e device Nramediataly

+ VLAN Management
+ Fault/ Safety
— System Management
System Settings
DHCP Server
Firmware Upgrade
System Information
Configuration Management
Dual Configuration
SNMP
RMON
LLDP Settings

Administration
+ PSE System

+ QoS

+ EEE

Figure 7-3: System Restart

Restart the device, follow these steps:

Step 1: Click on "Restart the device immediately" button;

Step 2: Click OK in the box that pops up "OK" button;

Step 3: Prompted to save the current configuration, depending on your need to select "OK" or "Cancel";

Step 4: After the restart the progress bar moves to 100%, reboot the device.

7.1.3 User Management

Click on the navigation bar "System Management" "System Settings" "User Management" to modify the super user

password and telnet password:

Current User:admin & save Config Log Out

System Home Interfaces VLAN System Restart User Management System Log Log Export ARP Table MAC Management

Quick Configuration

I Modify the super user password and telnet password

+ Port Management Hotice: After setiing a new password, you must logout and login again. The password can only contain letters, numbers and underscores.
+ VLAN Management Now Passwora[ "
+ Fault | Safety Confirm New Password:[ | *

I = System Management m m

System Settings
DHCP Server
Firmware Upgrade
System Information
Configuration Management
Dual Configuration
SNMP

RMON

LLDP Settings
Administration

Log Server

Static Route
+ PSE System

+ QoS

+ EEE
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Figure 7-4: Change Password

To change the password follow these steps:
Step 1: Enter the new password: admin;
Step 2: Confirm new password: admin;
Step 3: Click the "Apply" button;

Step 4: Pop-up dialog box, click "OK" button.

7.1.4 System log

Click on the navigation bar "System Management" "System Settings" "System Log" to enter the log management
interface, you can query the system log, clear the log:

Current User:admin B save Config € Logout

System Home Interfaces VLAN System Restart User Management Log Export ARP Table MAC Management

Quick Configuration
Description: The system log displays system operating information.

-+
 Port Management System Flash Log

<+ VLAN Management .
After enabling Flash Log, the log ram will write into flash; after disabling Flash Lag, the log will be recorded, but not written to flash.

<+ Fault / Safety

- L e s-orch [ cear |

System Settings ~
Log messages in file
DHCP Server
. NO| Timestamp | Category |Severity| Message
Firmware Upgrade
System Information 1|Dec 052013 05:04:50)  LINEPROTO| notice] UPDOWN: Line protocol on GigabitEthemnet0/3, changed state to up
2|Dec 052013 01:44:12| AAAL infol INFO: User ‘admin’ enter privileged mode from telnetwith level 15" success
3|Dec 052013 01:44:05| A#A|  notice| LOGIN: New telnet connection for user admin, source 192.168.2.9 ACCEPTED
Configuration Management 4|Dec05201301:41:17]  LINEPROTO| notice| UPDOWN: Line protocol on GigabitEthemet0/2, changed state to up
Dual Configuration 5/Dec 052013 01:37:38]  LINEPROTO| notice] UPDOWN: Ling protocel on GigabitEthernet0/2, changed state to down
6/Dec 05 2013 00:34:23| AAAL Infol INFO: User ‘admin’ enter privileged mode from telnetwith level 15" success
SNMP 7|Dec 05 2013 00:06:44| AAAL infol INFO: User ‘admin’ enter privileged mode from telnetwith level 15" success
8|Dec 052013 00:06:14| A#A|  notice| LOGIN: New telnet connection for user admin, source 192.168.2.9 ACCEPTED
RMON 9|Dec 052013 00:01:17]  LINEPROTO| notice] UPDOWN: Ling protocel on GigabitEthernet0/2, changed state to up
10|Dec05201300:01:17]  LINEPROTO| notice| UPDOWN: Line protacol on GigabitEtherneti2, changed state to up
LLDP Settings 11|Dec 05 2013 00:05:26]  LINEPROTO| noticel UPDOWN: Line protocal on GIgabitEthemet0/2, changed state to down
12|Dec 05 2013 00:05:22| SYSTEM|  infol INFO: Firmware image write to flash partition 0 success
Administration 13|Dec 052013 00:01:17]  LINEPROTO| netice] UPDOWN: Ling protocol on GigabitEthernetdi2, changed state to up
14|Dec05201300:30:10]  LINEPROTO| notice| UPDOWN: Line protacol on GigabitEthernetdi1, changed state to up
Log Server 15/Dec 052013 00:02:52] LINEPROTO| notice| UPDOWN: Line protocol on GigabitEthernstdi, changed state to up
Static Route 16|Dec 05 2013 00:22:11] SYSTEM| notice| INFO: Logging file is setto disabled
17|Dec 05 2013 00:20:55] AAA|  infol INFO: User "admin’ enter privileged mode from telnet with level 15" success
18|Dec 05 2013 00:20:40| AAA| notice| LOGIN: New telnet connection for user admin, source 192.168.2.5 ACCEPTED
<+ PSE System 19|Dec 05 2013 00:11:48| AAA|  info] INFO: User "admin’ enter privileged made from telnet with level 15" success
20|Dec 052013 00:11:44| AAA| info| INFO: User "admin’ enter privileged mode from telnet with level *15' failed
+ QoS 21|Dec 052013 00:11:33| AAA| info INFO: User "admin’ enter privileged mode from telnet with level *15' failed
22|Dec 052013 00:11:18| AAA| notice|] LOGIN: New telnet connection for user admin, source 192168 2.5 ACCEPTED
B 23|Dec 05 2013 00:08:15] AAA|  infol INFO: User "admin’ enter privileged mode from telnet with level 15" success
+ EEE 24|Dec 05 2013 00:06:43| AAA| notice| LOGIN: New telnet connection for user admin, source 192.168.2.5 ACCEPTED
25|Dec05 2013 00:01:17]  LINEPROTO| natice| UPDOWN: Line protocol on GigabitEthernet0i, changed state to up ~
26|Dec05 2013 00:00:52] LINEPROTO| notice] UPDOWN: Line protocol on 1, changed state to up

System Memory Log

Figure 7-5: System Log

Log management system WEB page to view the contents of the command line is consistent with the results of the
command show logging; Click "Clear" button to clear the current log information switch.
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7.1.5 Log export

Click on the navigation bar "System Management" "System Settings" "Log Export" to export log information into the
interface, you can export the log information through TFTP server.

Current User:admin Bl Save Config
System Home Management VLAN System Restart User Management System Log Log Export ARP Table MAC Management
Quick Configuration _ _
Description: This is a log upload to an extemal TFTP server.
<+ Port Management I Log Export

+ VLAN Management TFTP Server (1P):

<+ Fault / Safety File Name:
System Settings

DHCP Server

Firmware Upgrade

System Information

Configuration Management

Dual Configuration

SNMP

RMON

LLDP Settings

Administration
+ PSE System

+ QoS

+ EEE

Figure 7-6: Log Export

7.1.6 ARP table

Click on the navigation bar "System Management" "System Settings" "ARP Table" to enter the ARP entry interface,

you can view the ARP information:

Current User:admin

System Home Management VLAN System Restart User Management System Log Log Export ARP Tabl MAC Management
Quick Configuration -
Description: The table below contains the ARP entries. To clear the table, click the ‘Clear ARP Table Entries’ icon
+ Port Management I ARP Table
<+ VLAN Management ™ MAC
+ Fault/ Safety 182.168.100.156 7427 EA30:6925
I — System Management 162.168.100.143
System Settings 192.168.100.134
DHCP Server
192.168.100.138 BCEE7B.0A D552

Firmware Upgrade .
@ Clear ARP Table Entries First Previous [1] Next Last1 1Page

System Information
Configuration Management
Dual Configuration

SNMP

RMON

LLDP Settings

Administration

+ PSE System

Figure 7-7: ARP Message

Click "Clear ARP table entries" button to clear the display ARP information.
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7.1.7 MAC management

7.1.7.1 MAC address lookup

Click the "System Management" "System Settings" "MAC Management" can switch MAC address information query:

Current User-admin B Ssave Config

System Heme Management VLAN System Restart User Management System Log Log Export ARP Table MAC Management

~ .
Quick Configuration Global Settings

+ Port Management Aging Time{10-630) : 300 sec

<+ VLAN Management m

<+ Fault/ Safety
Protection Settings.

Static MAC: To enhance the safety of important data, add the MAC addresses of the server and other important equipment to the static MAC address table

MAC list] All i Configure MAC Binding MAC count: 7

User MAC Port Port Type VLAN E

System Settings
DHCP Server

Firmware Upgrade

2

System Information
Configuration Management
Dual Configuration

SNMP

RMON

LLDP Settings

Administration

+ PSE System

t QoS

1883888838

© Dynamic MAC to Static MAC @ Delete Static MAC @ Delete Dynamic MAC First Previous [1] Next La: i 1Page

+ EEE

Figure 7-8: MAC address Lookup Display

In the MAC address list which shows the current switch port to learn MAC addresses:
1. User MAC: MAC address of the switch that currently exists is displayed;

2. Port: Displays the source port number of the MAC address;

3. Port Type: There are two types of dynamic and static;

4. VLAN: VLAN ID display value.

You can query the MAC address type: according to the type of query MAC address, type in the MAC address MAC
check list next to the drop-down box Select: All/static/dynamic.

7.1.7.2 Add a static MAC address type

1. Use manual binding MAC address
Click the "Configure MAC Binding" After, you can configure a static MAC address type in the MAC address
configuration area:
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Current User:admin > Log Out

System Home Management VLAN System Restart User Management System Log Log Export ARP Table MAC Management
Quick Configuration

+ Port Management

Configure MAC Binding .
+ VLAN Management

User MAC: (0235. AD4S. 0123 (format-0000.0000.0000)
+ Fault/ Safety
VLAN ID(1-4094) : 1
= System Management Configure MAC type: | Static v

System Settings Select a port bind to the MAC:

1

Firmware Upgrade

9 10

3 5 6 7 8
QEIGDQQDD
=

e

System Information = 2=
Selected port §T3 Aggregation port {3 Trunk Port

2 Optional port G Fixed port

Configuration Management
Dual Configuration
SNMP

LLDP Settings

Administration
+ PSE System
+ QoS

+ EEE

Figure 7-9: MAC Addresses Statically Bound Static Configuration

Statically typed MAC address configuration steps are as follows:

Step 1: Click the "Configure MAC Binding" button;

Step 2: In the "User MAC" text box to enter the MAC address, such as 0001.7A4F.74D2;
Step 3: In the "VLAN ID" text box to enter the VLAN ID, such as 1;

Step 4: Select ports in the port panel;

Step 5: Click on "Apply" to complete the configuration.

2. Use" ;3¢ " button binding static MAC address

In the MAC address list, select the MAC address to be bound, click on the left " (3¢ " button, to achieve binding:

Current User:admin

System Home Management VLAN System Restart User Management System Log Log Export ARP Table MAC Management

Quick Configuration I Global Settings

<+ Port Management Aging Time(10.630) : 300 sec

+ VLAN Management m

+ Fault / Safety
I Protection Settings
— System Management
Static MAC: To enhance the safety of important data, add the MAC addresses of the server and other important equipment to the static MAC address table
System Settings.

DHCP Server MAC list: All v Configure MAC Binding MAC count: 10

Firmware Upgrade

System Information User MAC Port Port Type VLAN Edit
Configuration Management - 0001.7A55.ETDE 1 Dynamic 1
Dual Configuration DOED.4CAS.5A00 1 Dynamic 1 =2 =]
SNMP
0235.AD45.0123 4 Static 1 ®
RMON
1060.486E ET6F 1 Dynamic 1
LLDP Settings x o0
Administration 8 Dynamic 1 oo
+ PSE System e rERLER Dynamic 1 oo
4016,7E3 435D 1 Dynamic 1 [=Y>)
+ QoS
7427 EA306925 1 Dynamic 1 o0
+ EEE

Figure 7-10: MAC Address of the Static Binding Configuration
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3. Using the "Dynamic MAC to Static MAC" link Bulk Bind static MAC

In the MAC address list by checking the front of the column you want to bind, "V" check box, click on the "Dynamic
MAC to Static MAC" button to complete the configuration:

Current User:admin

Save Config

Log Out

<+ Port Management

+ VLAN Management

+ Fault / Safety

— System Management
System Settings

DHCP Server

Firmware Upgrade

I Global Settings

Aging Time(10-630) : 300 sec

I Protection Settings

Static MAC: To enhance the safety of Important data, acd the MAC addresses of ne server and other important equipment o the static MAC adaress table

MAC list: All v MAC count: 10

‘Configure MAC Binding

© Dynamic MAC to Static MAC |@ Delete Static MAC @ Delete Dynamic MAC

User MAC Port Port Type VLAN Edit
System Information 4
Configuration Management 1 Dynamic 1
Dual Configuration 1 Dynamic 1 [a¥>)
SNMP
4 Static 1 ®
RMON
i 1 Dynamic 1 o0
LLDP Setiings
Administration L/ 201A0639.919D 8 Dynamic 1 favs)
+ PSE System v 4016.7E51.E86D 1 Dynamic 1 6
4016.7EI 1 Dynamic 1 o0
+ QoS
+ T42TEA 1 Dynamic 1 co
EEE
1 Dynamic 1 fa¥s)
1 Dynamic 1 oo

First Previous [1] Next Las{l

[1Page

Figure 7-11: Batch-MAC Binding Configuration

7.1.7.3 Remove the static MAC address type

1. Single MAC records are deleted

Select the need to delete the MAC address, click the "X" button to delete a static MAC address type:

Current Userzadmin

uick Lonhiguration I Global Setiings
<+ Port Management Aging Time(10.630) : [300 sec
< VLAN Management m
+ Fault /| Safety
I Protection Settings
— System Management
Static MAC: To enhance the safety of important data, add the MAC addresses of the server and other important equipment o the siaic MAC address table.
System Settings
DHCP Server MAC list All v Configure MAC Binding MAC count: 10
Firmware Upgrade
System Information User MAC Pori Port Type VLAN Edit
Configuration Managament 0001.7A55 ETOE Dynamic (=2]
Dual Configuration o 0 e oo
SNMP
4 Static
RMON
Static
LLDP Settings x
Administration 201406339150 Static x
+ PSE System 4016.7EB1.EBED Static »®
Dynamic o0
+ Qos d
Dynamic oo
+ EEE
7427 EA6 DDET Dynamic oo
BCEE 7B9A D552 Dynamic o0
& Dynamic MAC to Static MAC @ Delete Static MAC @ Delete Dynamic MAC First Previous [1] Next Lasti 1Page

Figure 7-12: MAC Address Deletion

Remove MAC address configuration steps are as follows:
Step 1: To delete the selected MAC address;

Step 2: Click " % " button to delete the configuration.
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2. Batch delete a static MAC address

In the MAC address list by checking the front of the column you want to bind, "V" check box, click "Delete Static
MAC" button:

Current User:admin

I Global Settings

<+ Port Management Aging Time(10-630) : 300 sec

<+ VLAN Management m

+ Fault/ Safety
I Protection Settings

Static MAC: To enhance the safety of important data. add the MAC addresses of the server and other important equipment to the static MAC address table.
System Settings

DHCP Server MAC fist: All [l Configure MAC Binding MAC count: 10

Firmware Upgrade

System Information User MAC Port Port Type VLAN Edit

Configuration Management 0001.7A55 E7DE 1 Dynamic b
Dual Configuration 4CA5 5A00 1 Dynamic 1 co
SNMP
0235 AD45.0123 4 Static 1 x
RMON
1060.4B6E E76F 1 Static 1 x
LLDP Settings
Administration 201405 B e i X
+ PSE System 4016.7EB1.E8B6D 1 Static 1 x
40167E83 Dynamic 1 co
+ QoS =
7427 EA30.6925 1 Dynamic 1 (7=}
+ EEE
7427 E, Dynamic 1 co
BCEE 7B9A D552 1 Dynamic 1 co

© Dynamic MAC to Static MAC F Delete Static MAC |@ Delete Dynamic MAC First Previous [1] Next Last1 1Page

Figure 7-13: MAC Address Batch Deletion

3. Delete all dynamic MAC address

In the MAC address list, click "Delete Dynamic MAC" button to clear all dynamic mac address:

Global Settings

+ Port Management Aging Time(10-630) : 300 sec

4+ VLAN Management m

+ Fault/ Safety
| Protection Settings
— System Management
. Static MAC: To enhance the safety of important data, add the MAC addresses of the server and other important equipment 1o the static MAC address table
System Setiings

DHCP Server MAC st Al LAl Configure MAC Binding MAC count: 10

Firmware Upgrade

System Information User MAC Port Port Type VLAN Edit
Configuration Management 0001.7, E 1 Dynamic 1 oo
Dual Cenfiguration ODED.4CAS 5AD0 1 Dynamic 1 co
SNMP
0235 3 4 Static 1 x
RMON
1060.4B6E ETEF 1 Static 1 x
LLDP Settings
Administration 201A.0639.919D 8 Static 1 x
+ PSE System 4016.7EB1.EBED 1 Static 1 x
4D16.7EB3.42ED 1 Dynamic 1 oo
+ QoS ? !
7427 EA30.6825 1 Dynamic 1 oo
+ EEE
7427 EA36 DDST 1 Dynamic 1 oo
BCEE 7824 D552 1 Dynamic 1 oo
© Dynamic MAC to Static MAC @ Delete Static MAC @ Delete Dynamic MAC us [1] Next Last1 1Page

Figure 7-14: Clear All Dynamic MAC Address
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7.2 DHCP SERVER

7.2.1 DHCP server info

Click the "System Management" "DHCP Server" to view the DHCP Server configuration:

Current Useradmin

System Home: DHCP Server

Quick Configuration
Hote: 1.The DHCP Server can be enabled when the management VLAN is enabled

2.When the DHCP Client is enabled, the DHCP server cannot be enabled
+ Port Management

DHCP S Setil
-+ VLAN Management I TS

DHCP Server: (__ )
IP Address: 192.168.2.10
Default Gateway: 152 166 2. 254

=+ Fault/ Safety

I = System Manag
System Settings DHCP Sever Pool: 132, 168.2. 11 | -182. 168 2. 200
Client Mask: 255, 255, 255, 0
DNS:[5.8.8. 5

DHCP Server

Firmware Upgrade
Secondary DNS:
System Information

Lease Time: 1200 (120-172800 )
Configuration Management
Apply
Dual Configuration
ShMP I DHCP Server Client Lists
RMON
Host Name IP Address MAC Address Lease Time (s)

LLDP Settings

First Previous [1] Next Lasewage

Administration

Log Server

Static Route

Figure 7-15: DHCP Server Info

7.2.2 Enable the DHCP server

Enable the DHCP server, address pool IP range and device IP must be the same network segment IP:

Current User:admin g Log Out

System Home DHCP Server

Quick Configuration )
Note: 1.The DHCP Server can be enabled when the management VLAN is enabled.

2When the DHCP Client is enabled, the DHCP server cannot be enabled
-+ Port Management

+ VLAN Management I DHCP Server Settings

DHCP Serv ON J
+ e sty
IP Address: 192.168.2.10
I = System Manag Default Gateway: [192. 168.2.754 |
System Settings DHCP Sever Pool: 192, 166.2. 11 _|-[192. 168 2. 200
DHCP Server Client Mask:
T
Secondary Dhs: ]
System Information
Lease Time:[l200  |1120-1728005)

Configuration Management m

Dual Configuration

Firmware Upgrade

SNMP I DHCP Server Client Lists

RMON
Host Name IP Address MAC Address Lease Time (s)

LLDP Settings
First Previous [1] Mext Laﬁli:l-‘ 1Page

Administration

Log Server

Static Route

Figure 7-16: Enable DHCP Server

When the host and the device are connected directly, the IP assigned to the DHCP server will be displayed in the

DHCP server client list.

89



7.3 SYSTEM UPGRADE
Click the "System Management" "System Upgrade" to upgrade the software on the switch:

Current User:admin Log Out

System Home Firmware Upgrade & Backup

Quick Configuration ~
Notice: 1. Please confirm the name and version of the upgrade file is appropriate for your switch model

2. Do not refresh the page or close the upgrade process until it has completed or the upgrade will fail

+ Port Management
3. During the upgrade process the page may be temporarily unavailable, do ROt remove POWEr oF reboot the device until the upgrade process completes.

4+ VLAN Management
+ pots sy S .0 |

= System Management Upgrade firmware from file | EZ50H | AHE(HH

System Settings

Firmware Upgrade

System Information

Configuration Management
Dual Configuration

SNMP

RMON

LLDP Settings

Figure 7-17: Switch System Upgrade

Switch system upgrade steps are as follows:
Step 1: Click "Choose File" button to select the switch upgrade file;
Step 2: Click the "Upgrade" button switch to start the upgrade new software;

Step 3: When the upgrade progress bar is at 100%, the switch will automatically reboot, completion of the upgrade is

completed.

7.4 SYSTEM INFORMATION

7.4.1 Memory information

Click on the "System Management" "System Information" "of" the Memory Information into the Memory
Information interface, can view the System Memory Information:

dge-cor
Current Userzadmin Save Config

System Home Memory Information CPU Information
Quick Configuration e )

Description: Display system memory information
+ Port Management I System Memory Information
<+ VLAN Management
+ Fault/ Safety total (KE) uzed (K] ¥B)  shared(3) buffer(£B)

- —— R
= System Management = ez L2 ga100 o 2622

-/+ buffers/cache: 40744

0 0

System Settings Swap:
DHCP Server

Firmware Upgrade

System Information

Configuration Management

Dual Configuration

SNMP

RMON

LLDP Settings

Administration
<+ PSE System

+ QoS

+ EEE

Figure 7-18: System Memory Information
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View the WEB page of memory information content consistent with the results show the memory command line;
Click on the "Refresh" button to Refresh the current switches in the memory information.

7.4.2 CPU information

Click on the "System Management" "System Information" "CPU Information" to enter the CPU Information interface,
can view the System task Information:

Current User-admin

8ave Config

System Home Memory Information CPU Information

Quick Configuration
Description: Display system CPU information.

+ Port

+ VLAN Management

+ Fault / Safety

System Settings

DHCP Server

Firmware Upgrade

System Information
Configuration Management
Dual Configuration

SNMP

RMON

LLDP Settings

Administration

+ PSE System

Figure 7-19: CPU Information

Web pages to the content of the system task view consistent with the results show the CPU commands command
line; click on the "Clear" button to remove the current switches in the system; click on the "Refresh" button to
refresh the current switches in the system task.

7.5 CONFIGURATION MANAGEMENT

7.5.1 Configuration management
1. To see the current configuration

Click on "System Management" "Configuration Management" "Configuration Management", and click the button
"View of the current Configuration", View the current Configuration information:
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System Home Configuration Management Restore the Factory Settings

Quick Configuration

+ Port Management

<+ VLAN Management

+ Fault/ Safety

= System Management Current Configuration

i System Version: v18528 -

| System Name: ECS2020-10P
| System Up Time: O days, 3 hours, 43 mins, 17 secs
|

System Settings

DHCP Server

1

Jcou-protect cpu bandwiom 500

Jcou-protect sub-interface manage pps 500

Jcou-protect sub-interface route pps 200

Configuration Management Jcou-protect sub-interface protocol pps 500
Jusername web admin password admin

web-iogin-time 1300

web-language en

Snve v<b o port 2D

Firmware Upgrade

System Information

Dual Configuration

RMON

dhcpserver gate-way 192 168 2 254

dhcpserver pool 192,168 2.11-192.168.2.200

dncpserver mask 255.255.255.0

dhepserver dns 8.5.8.8

dncpserver leasetime 1200

+ PSE System o address 192.168.100.147 mask 255.255.255.192
o defaut gateway 192.165.100.129

Ino ipvé autoconfig

+ QoS ipv6 address fe80:2e0:4¢fTfe00:0 prefix 64 P

Figure 7-20: View the Current Configuration

LLDP Settings

Administration

2. Save the current configuration

Click on the "System Management" "Configuration Management" "Configuration Management", click "Save" button,
the running - the content of the config files saved to the startup --config file:

System Home Configuration Management Restore the Factory Settings
Quick Configuration

Description: View, save or export the current running configuration. Import a previously saved configuration.
+ Port I =

*+ VLAN Management View The Current Configuration

+ Fault / Safety

® Import Configuration Export Configuration
I = System Management Notice: 1. Do not close the page or refresh the page during the import process or the import will fail
System Settings 2. After importing a configuration, the switch must be restarted in order for settings to take effect
DHCP Server
Firmware Upgrade Upgrade configuration from fle -| EEBSTHE | FEREATPE
System Information

Configuration Management

Dual Configuration

SNMP

RMON

LLDP Settings

Administration

Figure 7-21: To Save the Current Configuration
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3. The configuration

Click on the "System Management" "Configuration Management" "Configuration Management", select "Import
Configuration", click "Choose File" button to find Configuration File to Import, click the "Import Configuration"

button, complete the Configuration Import:

Log Out

Current User:admin B Save Config

System Home Configuration Management Restore the Factory Settings
Quick Configuration

Description: View, save or exgort the current running configuration. Import a previously saved configuration
+ Port Management I Configuration Management

*+ VLAN Management View The Current Configuration @

+ Fault / Safety

Export Configuration

e: 1. Do not close the page or refresh the page during the import process or the import will fai

System Seftings 2. After importing a configuration, the switch must be restarted in order for settings to take effect

DHCP Sarver

Firmware Upgrade Upgrade configuration from file - | ISR | RIHFEM A
System Information

Configuration Management

Dusal Configuration

SNMP

RMON

LLDP Setiings

Administration
<+ PSE System

+ QoS

+ EEE

Figure 7-22: Imported Configuration

Import the configuration steps are as follows:

Step 1: Select the "Import Configuration";

Step 2: Click "Choose File" button to find you want to import the configuration File;
Step 3: Click on "Import Configuration" button;

Step 4: Confirm the restart.

4. Export configuration
Click on the "System Management" "Configuration Management" "Configuration Management", select "Export

Configuration", export configuration.

ave Config Log Out

Current User:admin

System Home Configuration Management Restore the Factory Settings
Quick Configuration ) ) )

Description: View, save or export the current running configuration. Import @ previously saved configuration
+ Port Managem!nl I Configuration Management

<+ VLAN Management m
*+ Fault/ Safety Import Cenfiguration
= System Management

System Settings

DHCP Server

Firmware Upgrade

System Information

Configuration Management

Dual Configuration

SNMP

RMON

LLDP Settings

Administration
+ PSE System

+ Qos

+ EEE

Figure 7-23: Export Configuration
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7.5.2 Restore factory settings

Click on the "System Management" "Configuration Management" "Restore the Factory Settings" to switch to Restore

the Factory Configuration actions:

Bl Save Config

Current User:admin

System Home Configuration Management Restore the Factory Settings

Quick Configuration

Description: Click ‘Restore’ to reset the switch to the factory default settings.

+ Port Management m

+ VLAN Management

<+ Fault/ Safety
I = System Management

System Settings
DHCP Server
Firmware Upgrade
System Information
Configuration Management
Dual Cenfiguration
SNMP
RMON
LLDP Settings

Administration

Figure 7-24: Restore Factory Settings

Factory default operation steps are as follows:
Step 1: Click the "Restore the Factory Settings" button;
Step 2: In the pop-up confirmation box, click the "OK" button;

Step 3: After the completion of the reset switch, wait for equipment to restart, switch back to factory default

configuration.

7.6 DUAL CONFIGURATION

7.6.1 Backup and restore the current configuration file

Click on "System Management" "Dual Configuration".

B save Config

Current User:admin

System Home Dual Configuration Configuration Copy

Quick Configuration

Description: It takes a while to set up Restore the configuration file to the current running file. Do not FEpEAE
Notice: Restore the configuration file, you need o restart the device to take effect
+ Port Management - 7

+ VLAN Management
| Configuration List

+ Fault / Safety
File Name. File Type Start-Up Modify Time Size (bytes)
= System Management N . o .
! ° default-config Config N 20131 0:43 2246
System Settings
2013-12-05 02:40:33 2424

. startup-config Config Y
DHCP Server

Firmware Upgrade
Sysem Infomation =3
Configuration Management

Dual Configuration

SNMP

RMON

LLDP Settings

Administration
+ PSE System

+ QoS

+ EEE
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Configure some functions, such as: IP address, port speed limit, port mirroring and other functions.

Save Confic

Basic Seftings
Storm Centrol

Flow Control

Selecta port to configure

12 3 4 5 6 7 8 g9

eleTalale e alalsls

Port
Port Mirroring
Port Isclation

Port Speed Limit
+ VLAN Management
+ Fault / Safety

= System Management
System Settings
DHCP Server
Firmware Upgrade
System Information
Configuration Management
Dual Configuration
SNMP
RMON
LLDP Settings

Administration
+ PSE System
+ Qos

+ EEE

§"}Cptional port G Fixed port [ Selected port {77 Aggregation port  Selectall Selectall others Cancel

Input Speed Li

Output Speed Limit:

I Port Speed Limit List

® vaimum
@ Vaimum

The left side for the Minimum speed limit value, the right end fo the Maximum limit value, its no speed limit

The left side for the Minimum speed limit value, the right end to the Maximum limit value, it's ne speed limit

port Input Speed Limit Output Speed Limit Edit
1 MAX MAX 7z
2 MAX MAX z
3 MAX MAX z
4 MAX MAX j
5 MAX MAX Z
6 MAX MAX j
7 MAX MAX 2
H MAX MAX 2z
B 104.502Mbits 344.092Mbit's Z
10 MAX MAX z

First Previous [1] Next Lastt i 1Page

System Home

Quick Configuration

= Port Management
Basic Settings

Storm Control

Flow Control

Current User:admin

Port Mirrering

Description: Port mirraring is used to send network traffic from muttiple source ports to a destination port. Network analyzers ean be connected to the destination port to analyze network traffic.

Note: A port aggregation group cannot be set as a destination or source port. The destination and source poris cannot be the same. Both a source and destination port must be selected for this feature to werk correctly.

CNhoose the source port:(Selecting multiple source ports can affect the device performance. ).

9

12 3 4 5 6 7 8 g9 10
R i EE

Port ,
Port Mirroring
Port Isolation

Port Speed Limit
<+ VLAN Management
+ Fault / Safety

+ System Management
+ Qos

+ EEE

Choose the destination port:(choose only

one port)

12 3 4 5 6 7 & g

mlatalalatatalet s

§~} Optional port R Fixed port i Selected port [T Aggregation port

EED

I Mirroring Port List

oring Group

1

Mirroring Group | Not Selected

v

{7 Optional port 3 Fixed port gl Selected port Aggregation port [§%] Mirrering Group  Selectall  Select all others Cancel

Source Port

Destination Port Edit

“ 2%

First Previous [1] Mext Lasti 1 1Page
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2. Click on the "System Management"

profile.

Current User:admin

ave Config

"Dual configuration". To configure the switch backup the current running

Log Out

System Home

Quick Configuration

+ Port Management
4+ VLAN Management

+ Fault/ Safety

Dual Configuration Configuration Copy

Description: It takes a while running file. Do not repeat.

p Restore the configuration fie

Notice: Restore the configur: need to restart the device to

' Configuration List

File Name File Type Start-Up Modify Time Size (bytes)
~ System Ma nt .
default-config Config N 2246
System Settings
startup-config Config Y 2424
DHCP Server

Firmware Upgrade
Configuration Management

Dual Configuration

SNMP

RMON

LLDP Settings

Administration

3. Onthe basis of step 1, add or remove the function configuration, such as: port description.

Current User:admin

System Home Basic Settings

Quick Configuration
Description: Select the pori(s) you want to configure. Click on individual ports or click and drag the mouse fo select multiple ports.

. . Note: If the parameters selected are not supported, the changes wil not take effect
— Port Management

Basic Settings MTU(522-10240): 1522 m
Storm Control Select a port to configure:
Flow Control

12 3 4 5 6 7 8 o 1w
T TITTIII L

Port Aggregation

Port Mirroring

Port Isolation {3 Optional port Y Fixed port [ Selected port [T] Aggregation port  Selectall Select all others Cancel

Port Speed Limit Description: test Status: | Enabled v
+ VLAN Management Rato:| Auto v Duplex Mode: | Auto v
<+ Fault / Safety m
<+ System Management I PortList
+ QoS Port [Descinton] Status Rate Duplex Mode MTU Edit
+EEE test Enabled Auto Auto 1522 2z
2 test Enabled Auto Auto 1522 2
3 test Enabled Auto Auto 1522 2
4 test Enabled Auto Auto 1522 2
5 test Enabled Auto Auto 1522 2z
& test Enabled Auto Auto 1522 2
7 test Enabled Auto Auto 1522 2

4. Click on the "Apply"/"Delete". The configuration file is applied, the system will set the parameters to run at
system startup; can also delete the configuration file.
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7.6.2 Configuration Copy

Back up the running-config file to the startup-config file or backup-config file.

Log Out

Current User:admin

System Home Dual Configuration Configuration Copy

Quick Configuration

I Configuration Copy

+ Port Management
Copy Type: | Running-Config v

+ VLAN Management
File Name: [backupcony v

+ Fault/ Safety m

— System Manag

System Settings
DHCP Server

Firmware Upgrade

System Information
Configuration Management
Dual Configuration

SNMP

RMON

LLDP Settings

Administration

Figure 7-25: Configuration copy

7.7 SNMP

7.7.1 Check the SNMP

Click on "System Management" "SNMP", you can view the SNMP configured information:

Current User:admin | g Log Out

System Home SNMP Configuration View Group User Community Notification

Quick Configuration I SHMIP Configuration

+ Port Management SHp service: (D)

<+ VLAN Management
I SNMP Trap Configuration

<+ Fault/ Safety

SHMP TRAP Service: ( (elia)
I — System Management
type: [ JSNMP Authentication Trap [OPort Link Up [OPort Link Down
System Setlings [JCold start [Jwarm Start [JsTP Trap

DHCP Server -
Firmware Upgrade APPly
System Information | Configure Engine

Configuration Management

Engine 1D: 50006 a5203b89be9£a2bed( 10 - 64 Hex)
Dual Configuration

o

RMON I Remote Engine ID Configuration

LLDP Settings
Address Type:[Hostname ] Server Address:[ |
e — T

Administration

Log Server

Static Route m

O Server Address Engine ID Delete

@ Remove First Previous [1] Mext LasHF’age

<+ PSE System

+ Qos

+ EEE

Figure 7-26: View the SNMP Configuration Information

By default, SNMP is not open;

For SNMP monitoring software and switches, the SNMP version must be consistent. Inconsistencies can lead to

communication failure.
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7.7.2 Activate the SNMP

Click ON the "System Management" "SNMP", choose the SNMP service, click the "OFF" to "ON":

Current User:admin

LogOut

System Home

Quick Configuration

<+ Port Management
=+ VLAN Management
+ Fault/ Safety

I = System Management
System Settings
DHCP Server
Firmware Upgrade
System Information
Configuration Management
Dual Configuration
SNMP
RMON
LLDP Settings
Administration
Log Server

Static Route
+ PSE System
+ Qos

+ EEE

SNMP Configuration View Group User Community
I SHMP Cenfiguration
SHMP Service: (@1 )
I SNMP Trap Configuration
SHMP TRAP Service: ( (olaal)
type: [(JSNMP Authentication Trap [JPortLink Up
[Jcold Start [Warm Start

I Configure Engine

Engine ID: B000655203b85b e3FaZb o (10 - 64 Hex)

I Remote Engine ID Configuration

Address Type [Fosirame <]

(m} Server Address

@ Remove

Notification

[Jrort Link Down
[J8TP Trap

Servr Address:[ ]

Engine ID Delete

First Previous [1] Mest Last} /1Page

Figure 7-27: Activation SNMP Function

7.7.3 To disable the SNMP

Click "System Management" "SNMP", choose the SNMP service, and click "ON" to "OFF":

Current Useradmin

System Home

Quick Configuration

<+ Port Management
<+ VLAN Management
+ Fault | Safety

I — System Management
System Settings
DHCP Server
Firmware Upgrade
System Information
Configuration Management
Dual Configuration
SNMP
RMON
LLDP Settings
Administration
Log Server

Static Route
-+ PSE System
+ QoS

+ EEE

SNMP Configuration View Group User Community
I SNMP Configuration
SNMP Service: (
I SNMP Trap Configuration
SHMP TRAP Service: ([l Lia)
type: [JSNMP Authentication Trap [OPort Link Up
[Cold Start [Warm Start

I Configure Engine

Engine ID: 5000639203b83bo8 fazbed(10 - 64 Hex)

Lo Lo

I Remote Engine ID Configuration

Aaress Type:[Hostname |
EnginelD:[ J10-64Hex)

O Server Address

© Remove

Notification

[OPort Link Down
[JSTP Trap

SserverAddress:[ ]

Engine ID Delete

First Previous [1] Next LasDHF’age

Figure 7-28: Disable the SNMP Function
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7.7.4 Activate the TRAP

After open SNMP, select the SNMP TRAP service, click "OFF" to "ON":

Current Useradmin

System Home
Quick Configuration
=+ Port Management

=+ VLAN Management

SNMP Cenfiguration

View Group User (o]

I SNMP Configuration

SHMP Service: (@ELD )

| st Trap configuration

ommunity

Notification

<+ Fault/ Safety

I = System Management

System Settings

SHIMP TRAP Service: (@) )

type: FAASHMP Authentication Trap
[JCold Start

[Port Link Up
[Jwarm Start

[APort Link Down
[JsTP Trap

DHCP Server
Firmware Upgrade
System Information
Configuration Management
Dual Configuration

SNMP

RMON

LLDP Settings

Administration

Log Server
Static Route

+ PSE System ]

+Qos @ Remove

+ EEE

I Configure Engine

Engine 1D 0006 a9203b85be8 £22bed(10 - 64 Hex)

I Remote Engine ID Configuration

Adress Type:[Fosframe ]
e — T

Server Address

Server addresss |

Engine ID Delete

First Previous [1] Next Lasi |/ 1Page

Figure 7-29: Activation Function of the TRAP

To activate TRAP functions, follow these steps:

Step 1: Select the "ON" option.

Step 2: Select the trap types you want to enable.

Step 3: Click the "Apply" button to complete the configuration.

7.7.5 Disable the TRAP

Choose the SNMP TRAP service,

click "ON" to "OFF":

System Home

Quick Configuration

<+ Port Management
<+ VLAN Management
<+ Fault/ Safety

I = System Management

System Settings

DHCP Server

Firmware Upgrade
System Information
Configuration Management
Dual Canfiguration
SMMP
RMON
LLDP Settings
Administration
Log Server

Static Route

SNMP Configuration View Group User
I SNMP Configuration
SNMP Service: (LD )
I SNMP Trap Configuration
SNMP TRAP Service: (
type: (JSNUP Authentication Trap [JPort Link Up
[cold Start [JWarm Start

I Configure Engine

Engine ID: 50006 £8203b80b o0 abod( 10 - 64 Hex)

I Remote Engine ID Configuration

Adiress Type: [Fosimame ]
e —

+ PSE System O Server Address
+ QoS @ Remove
+ EEE

Community

Notification

[JPart Link Down
[JSTP Trap

S —

Engine ID Delete

First Previous [1] Nex Lasti  |/1Page

Figure 7-30: Disable TRAP Function
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7.7.6 Configure the SNMP Engine ID

After open SNMP, select the Engine ID, enter a valid ID or click the “Default ID” button.

Current Useradmin Bl save config Log Out

System Home SNMP Configuraticn View Group User Community Notification

Quick Configuration I SHMP Configuration

=+ Port Management SHNP Service: (EII )

-+ VLAN Management
I SNMP Trap Configuration

+ Fault ! Safety

SHMP TRAP Service: (@D )
I = System Management
type: (ASNMP Authentication Trap EAPort Link Up [ZPort Link Down
System Settings [Cold Start [warm Start [JSTF Trap
DHCP Server
System Information I P R

Configuration Management

| Engine ID: B000629203b89be9 £a7bed( 10 - B4 Hex)
Dual Configuration

oo Lo

RMON I Remote Engine ID Configuration

LLDP Settings
Adaress Type:[Fesame <] Server Adross:[ ]
Engine 10: [ j(10-64Hex)

Administration

Log Server

Static Rute
+ PSE System O Server Address Engine ID Delete
@ Remove First Previous [1] Nex Lasfi |/ 1Page

+ Qos

Figure 7-31: Engine ID Configuration

To configure the Engine ID, follow these steps:

Step 1: Select the "ON" option.

Step 2: Enter a valid ID number. Specify an engine ID by entering 10 to 64 hexadecimal characters. Alternatively, click
the “Default ID” button to restore and use the default ID.

Step 3: Click the "Apply" button to complete the configuration.

7.7.7 Configure the Remote Engine ID

After open SNMP, select the Remote Engine ID configuration.

Current User:admin B save config Log Out

System Home SNMP Configuration View Group User Community Notification

Quick Configuration I SNMP Configuration

=+ Port Management st servce: @RI

=+ VLAN Management
I SNMP Trap Configuration

<+ Fault/ Safety

SNMP TRAP Service: u:
= System Management
type: [(ISNMP Authentication Trap [PortLink Up [PortLink Down
Syst Setti
ystem settings [cold Start [Warm Start TP Trap

DHCP Server

Firmware Upgrade m

System Information I Configure Engine

Configuration Management

Engine ID: f00069703b89bo8 £azbed(10 - 64 Hex)
Dual Configuration

Lo J oo

RMOHN I Remote Engine ID Configuration

Address Tyoe [Fostmams ] Server Adgress: ]
EnginelD:[_ 10-6dHex)

LLDP Settings

Administration

Log Server

St Rt [ oo |

O Server Address Engine ID Delete

=+ PSE System
© Remove First Previous [1] Next Lasfi |/ 1Page

+ Qos

Figure 7-32: Remote Engine ID Configuration
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To configure the Remote Engine ID, follow these steps:
Step 1: Enter the IPv4, IPv6, or hostname of the remote SNMP engine.
Step 2: Specify the remote engine ID by entering 10 to 64 hexadecimal characters.

Step 3: Click the "Apply" button to complete the configuration.

7.7.8 Configure SNMP Views

Click "System Management" "SNMP" “View,” to configure SNMP views.

Current User:admin & save config (b Log Out

System Home SNMP Configuration View Group User Community Notification

Quick Configuration Configure View

+ Port Management ViewMame:[  |(1-32 chars) oD Subtres:|  Ji1-61 chars)
+ VLAN Management View Type:|Included - Mask Mode:
Mask: (Less than the length of the OID Subiree e.g. 1110)

+ Fault/ Safety m

System Settings View List

DHCP Server ] View Name OID Subtree View Type Mask Delete

F Ui d

rmware Lpgrade O viewDefault 1 Included Al 'S
System Information p
@ Remove First Previous [1] Nest Lasft |/ 1Page

Configuration Management
Dual Configuration

SNMP

RMON

LLDP Settings
Administration

Log Server

Static Route

Figure 7-33: Remote Engine ID Configuration

To configure an SNMP view, follow these steps:

Step 1: Enter a name of up to 32 characters for the view.
Step 2: Specify the MIB OID subtree and mask mode.
Step 3: Specify the view type; included or excluded.

Step 4: Click the "Apply" button to complete the configuration.

7.7.9 Configure SNMP Groups

Click "System Management" "SNMP" “Group,” to configure SNMP user groups.
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Save Config Log Out

Current User:admin =

Systern Home SNMP Configuration View Group User Community Notification

Quick Configuration )
Notice: 1. A SNMP group must contain at least one Read View.

-+ Port Management I ErTT T
<+ VLAN Management
roup Name:—Jr.3zcnars) T —
<+ Fault/ Safety Security Level: noAuthMoPriv Read View: | viewDefault v
Write View: Notify View:

I = System Management
System Settings
DHCP Server I Group List

Firmware Upgrade
O Group Name Version Security Level Read View Write View Notify View Delete

System Information
@ Remove First Previous [1] Next Las-‘ 1Page

Configuration Manageament
Dual Configuration

SNMP

RMON

LLDP Settings

Figure 7-34: SNMP Group Configuration

To configure an SNMP user group, follow these steps:
Step 1: Enter a name of up to 32 characters for the group.
Step 2: Specify the SNMP version for the group.

Step 3: Specify the security level for SNMPv3 users.

Step 4: Select read, write, and notify views for the group.

Step 5: Click the "Apply" button to complete the configuration.

7.7.10Configure SNMP Users

Click "System Management" "SNMP" “User,” to configure SNMP users.

Log Out

Current Useradmin Il save config

System Home SNMP Configuration View Group User Community Notification

Quick Configuration
Notice: 1. The version and security level of the SNMP user must be the same as the SNMP Group that it belongs to.

+ Port Management I e
<+ VLAN Management
usemame: -3z chare) Growptame| ]
+ Fault/ Safety Version: Security Level: noAuthMoPriv
I Authentication Method: None Authentication Password: (8-32 chars)
= System Management Privacy Method: | None Privacy Password: (8-64 chars)
System Settings
DHCP Server
Firmware Upgrade I User List
System Information
O Username Group Name Version Security Level Authentication Method Privacy Method Delete
Configuration Management
@ Remove First Previous [1] Next Lasty {1Page
Dual Configuration f - ?
SNMP
RMON

LLDP Settings

Figure 7-35: SNMP User Configuration

To configure an SNMP user, follow these steps:

Step 1: Enter a name of up to 32 characters for the user.
Step 2: Assign the user to a configured SNMP group.
Step 3: Specify the SNMP version for the user.
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Step 4: Specify the security level for SNMPv3 users and configure the authentication and privacy settings.

Step 5: Click the "Apply" button to complete the configuration.

7.7.11Configure SNMP Communities

Click "System Management" "SNMP" “Community,” to configure SNMP community settings.

System Home

Quick Configuration

<+ Port Management

<+ VLAN Management

<+ Fault ] Safety

I = System Management

System Settings
DHCP Server
Firmware Upgrade
System Information
Configuration Management
Dual Configuration
SNMP
RMON

LLDP Settings

Log Out

& save Config

Current User:admin

SNMP Configuration View Group User Community Notification

Notice: 1. The default MIB Viewis all.

I ‘Configure Community

Community Name:[|(1-20 chars)
MIB View: |viewDefault ~

I Community List

Access Mode: | Read-Only ~

‘Community Name Access Mode MIB View
private Read/Write viewDefault
public Read-Only viewDefault

First Previous [1] Next LasDHF’age

Figure 7-36: SNMP Community Configuration

To configure an SNMP community name, follow these steps:

Step 1: Enter a name of up to 20 characters for the community.

Step 2: Specify the community access mode: Read-Only or Read/write.
Step 3: Specify the MIB View for the community.

Step 4: Click the "Apply" button to complete the configuration.

7.7.12Configure SNMP Notifications

Click "System Management" "SNMP" “Notification,” to configure SNMP notification settings.

Save Config Log Out

Current User:admin Bl

System Home

Quick Configuration

+ Port Management
<4 VLAN Management

+ Fault/ Safety

System Settings
DHCP Server
Firmware Upgrade

System Information

Dual Configuration
SNMP

RMON

LLDP Settings

I = System Management

Configuration Management

SNMP Configuration View Group User Community Notification
Motice: 1.Ifthe version is SNMPv3, the name is the user name, otherwise the community name.
I Configure Notification
IPAddress:[ ] UDP Port: 162 (1-65535,default 162)
Comn d Version:vl ]
Security Level: noAuthNoPriv ype:[Trap ]|
Retry: (1-255,default 3) Timeout: sec (1-3600,default 15)
I MNotification List
O IP Address UDP Port ‘Community/User Version Security Level type Retry Timeout Delete

@ Remove First Previous [1] Next Lasfi  |/1Page

Figure 7-37: SNMP Notification Configuration
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To configure SNMP notifications, follow these steps:

Step 1: Enter the IP address of the notification receiver.

Step 2: Specify the community for SNMPv1/v2c users, or the user name for SNMPv3 users.
Step 3: Specify the SNMP version, the notification type, and security level as appropriate.

Step 4: Click the "Apply" button to complete the configuration.

7.8 RMON

7.8.1 View ROMN configure information

Click on the "System Management" "RMON", can view RMON configure information.

Current User:admin Bl Ssave Config

System Home RMON

Quick Configuration | RMON Configure

+ Port Management Configure Type: ® Alarm Event History
Select a port to configure

+ VLAN s
1 3 4 5 6 7 8 9 10
+ Fault/ Safety B RERRREREE

{7 Optional port G Fixed port 8 Selected port {TJAggregation port  Selectall Selectall others Cancel

System Settings
Variable: | Broadcast-pkts v

Sample Type: | Absolute v

DHCP Server e
£ U d Interval:

irmware rade
i Rising Threshold: Rising Event Index:

System Informati
System Information Falling Event Index:

Falling Threshold:

Confi > nt
Configuration Management Type: [Faiing = Owner:
Dual Configuration m
SNMP

Alarm List Event List History List Statistics List
LLDP Settings

Index Interval  Port  Variable sample Type  Type Rising Threshold Rising Event Index Falling Threshold Falling Event Index Owner  Delete

Administration
First Previous [1] Next Last1 1Page

+ PSE System

Figure 7-38: View RMON Configure Information

7.8.2 Configure ROMN type

Configure ROMN type: Alarm, selected one port to configure and setting parameters and click "Apply" button.

Current User:admin

System Home RMON

Quick Configuration ' RMON Configure

+ Port Management Event History

0
Select a port to configurs

+ VLAN
1023 4567 8 9 1w
+ Fault/ Safety Ry — S RS Sy |
— System Management = — - =
1 Optional port 3 Fixed port i Selected port [77 A ationport  Selectall Selectall others Cancel

System Settings
Variable: | Broadcast-pkis v

Sample Type: | Absolute v

DHCP Server e
Interval: 2251

Firmware Upgrade
Rising Threshold: 20

Rising Event Index: 2

System Information Falling Event Index: 2

Owner: nihao

Falling Threshold: |10

Configuration Management

Dual Configuration r-
Applh

SNMP
RMON Alarm List Event List History List Statistics List

Type: | Falling v

LLDP Settings
Index Interval  Port Variable Sample Type Type Rising Threshold Rising Event Index Falling Threshold Falling Event Index Owner  Delete

2 nihao X

First Previous [1] Next Lastl  1Page

Administration
2 2251 3 BroadcastPkis absolute Falling 20 2

+ PSE System

+ QoS

+ EEE

Figure 7-39: Configure ROMN Type

104



Notice: Parameters There are some special rules in the configuration. The EVENT should be created first. Please note
the prompts in the configuration. eg: Rising Threshold is greater than Falling Threshold.

7.8.3 Change RMON type

On the RMON configure page, click the type "Event" or "History" and setting parameters. Be careful the parameter
of Community should be exit in SNMP Community name. Configure ok after clicking "Apply".

Current User:admin [§l save Config

System Home RMON

Quick Configuration I RMON Configure

Index: 2 Type: | None
+ VLAN Management Description: i sho Owner: [haha (0-31 chars
<+ Fault/ Safety Apply l
= System Management
! ae Alarm List Event List History List Statistics List
System Settings
DHCP Server Index Type Community Description Owner Delete
Firmware Upgrade 2 None niaho haha x
System Informati
ystem Information First Previous [1] Next Lasfi 1Page

Configuration Management
Dual Configuration

SNMP

RMON

LLDP Settings

Administration

Figure 7-40: Change ROMN Type is Event

Save Config

Current User:admin

System Home RMON

Quick Configuration I RMON Configure

+ Port Management Configure Type: "/ Alarm Event

Select a port to configure

+ VLAN
1 2 3 4 5 6 7 8 g 10
+ Fault/ Safety Ry — S gk vy vird |

§ 73 Ogtional port G Fixed port i Selected port {17 Aggregation port  Select all Select all others Cancel
System Settings

Index: 3 Interval: 30 (1-3600

DHCP Server
Buckets: 50 1-50) Owner: thongguo (0-31 characters

Firmware Upgrade

sysemmomatn | (AR
Configuration Management | | e Tbat Event List History List statistics List

Dual Configuration

SNMP Index Port Buckets Interval Owner Delete

RMON 3 3 50 30 zhongguo X
LLDP Settings First Previous [1) Next Las{t 1Page

Administration

+ PSE System

Figure 7-41: Change ROMN Type is History

When the parameters configure is ok, click the Statistics List. We can choose the port to view the information.
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Current User.admin

System Home ER TR
Quick Configuration I RMON Configure
4+ Port Management Configure Type: ' Alarm Event ®History
Select a port to configure
+ VLAN M.
1 2 3 4 5 6 7 8 g 10
+ Fault/ Safety g R eI S |
- Sy agement
{2 cpronal port R Fixea port i Selected port {17 Aggregation port Select all Select all others Cancel
System Settings
DHEE Server Index: [3 1-65535 Interval: [30
Buckets: 50 1-50) Owmer: [zhangguo
Firmware Upgrade
Configuration Management
Alarm List Event List History List Statistics List
Dual Configuration
RMON
Received Octets 332021
LLDP Setlings
Administration Received Packets
Broadcast Packets 1945
+ PSE System
Multicast Packets 5752
+ Qos
Undersize Packets 0
+ EEE
Oversize Packets 0
CRC Align Errors 0
lahhars n

(1-3500)

(0-31 characters]

Collisions 0
Drop Events 0
Frames of 64 Octets 37561
Frames of 65 to 127 Octets 7582
Frames of 128 to 255 Octets 2897
Frames of 256 to 511 Octets n
Frames of 512 to 1023 Octets 4245
Framas af 1024 0 1512 Nctate a3

Figure 7-42: View the Port Configure Information

7.8.4 Delete the configured rule

Select the entry you want to delete and click Fork to delete the unwanted configuration

Alarm List Event List History List Statistics List
Index Interval Port Variable Sample Type Type Rising Threshold Rising Event Index Falling Threshold Falling Event Index Owner Delete
65523 15435052 BroadcastPkts absolute Rising or Falling 923 23 89 23 ninhao E
First Previous [1] Next Lasfl ! 1Page
Figure 7-43: Delete the Alarm List Rule
Alarm List vent Lis History List Statistics List
Index Type Community Description Owner Delete
23 Log and Trap public 1652fdsfwe ninhao E
First Previous [1] Next Lasf1 I1Page
Figure 7-44: Delete the Event List Rule
Alarm List Event List History List Statistics List
Index Port Buckets Interval Owner Delete
23 1 50 3500 ninghm E
First Previous [1] Next Lasf1 /1Page

Figure 7-45: Delete the History List Rule

7.9 LLDP SETTINGS

7.9.1 LLDP Settings Information

Click on the "System Management" "LLDP Settings", "LLDP Global Set" can view the LLDP settings information. The

default mode is Global settings and this feature is turned on by default.

106




Current User:admin = Config Log Out

System Home LLDP Global Set LLDP Port Set Neighbor Info MED Set MED Port Set

Quick Configuration I T i o2
<+ Port Management
LLDP: [Enabled ..
<+ VLAN Management Sending Inferval:in | (5~32767s) Sending Delay:z _ |(1~8191s)
B e — ) DoayEJu108)

+ Fault / Saf
= =3

I = System Management

System Settings

DHCP Server

Firmware Upgrade
System Information
Configuration Management
Dual Configuration

SNMP

RMON

Administration

Log Server

Static Route
=+ PSE System

+ Qos

+ EEE

Figure 7-46: View LLDP Settings Information

7.9.2 LLDP Port Settings

Configuration of the LLDP port properties:

Current Useradmin g Log Out

System Home LLDP Global Set LLDP Port Set Neighbor Info MED Set MED Port Set

Quick Configuration

I LLDP Port Set

+ Port Management Description: Select the por(s) you want to configure. Click on individual ports or click and drag the mouse to select multiple ports.

Notice: Ifthe parameters selected are not supported, the changes will not take effect.
-+ VLAN Management

Select a port to configure:
<+ Fault ] Safety

1 3 5 7 9 1 13 15 17 19 21 23 25 27
| = system wansgement |02 €2 Sy e T S0 £ 0 1 2 2 LI
o Setinge St intatutntuintninintain]=
2 4 B 8 10 12 14 16 18 20 22 24 26 28
DHCP Server

E Usarad 11 Optional port §J Fixed port g Selected port {T] Aggregation port  Selectall Select all others Cancel
irmware Upgrade

System Information Port Properties: Disabled ..

Canfiguration Management m

Dual Configuration

I Port List
SNMP
RMON Port Port Properties Edit
LLDP Settings 1 ReTx B
Administration » RxTx B
Log Server
3 Rx.Tx
Static Route L4
4 Rx.Tx
-+ PSE System L4
5 Rx.Tx 174
+ QoS
6 RxTx 74
+ EEE

Figure 7-47: LLDP Port Properties

7.9.3 Neighbor info

When the LLDP function is enabled, the neighbor information is recorded when a neighbor device is found. Notice:
you should be configuration the Peer device on CLI, on the port of the peer device that is connected to the DUT:
LLDP tlv-select sys-name sys-cap.
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Current User.admin onfig Log Out

System Home LLDP Global Set LLDP Port Set Neighbor Info MED Set MED Port Set

Quick Configuration

I Neighbor Info

+ Port Management Local Port System Name: Neighbor Port Capabilities Address Management
+ VLAN Management | 903 7072.CFBEF282 Bridge 7072.CF6EF2ZBO |
+ Fault/ Safety First Previous [1] Next Lasft |/ 1Page

I = System Management
System Settings
DHCP Server
Firmware Upgrade
System Information
Configuration Management
Dual Configuration
SNMP
RMON
LLDP Settings
Administration
Log Server

Static Route

-+ PSE System

Figure 7-48: LLDP Neighbor Info

7.9.4 MED Set

Link Layer Discovery Protocol - Media Endpoint Discovery (LLDP-MED) is an extension of LLDP intended for managing
endpoint devices such as Voice over IP phones and network switches.

Current User:admin g Log Out

System Home LLDP Global Set LLDP Port Set Neighbor Info MED Set MED Port Set
Quick Configuration

=+ Port Management

<+ VLAN Management f
+ Fault / Safety
Polcy :
= System Management
Application:
System Setings T —
DHCP Server VLAN Tag:

Firmuware Upgrade Priority:
DSCP:

System Information
Configuration Management
Dual Configuration

SNMP

RMON

LLDP Settings
Administration
Log Server

Static Route

Figure 7-49: LLDP MED Set

To configure a new MED, follow these steps:
Step 1: Click "New MED."
Step 2: Enter the details of the MED.

Step 3: Click the "Apply" button to complete the configuration.

7.9.5 MED Port Set

Configuration of the LLDP-MED Port Properties:
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Current User:admin E Save Config Log Qut

System Home LLDP Global Set LLDP Port Set Neighbor Info MED Set MED Port Set

Quick Configuration I T—

+ Port Management Description: Selectthe port(s) you want to configure. Click on individual ports or click and drag the mouse to select multiple ports

Notice: Ifthe parameters selected are not supported, the changes will not take effect

Select a port to configure:

<+ VLAN Management

<+ Fault/ Safety

103 5 7 9 11 13 15 17 19 21 23 25 27

I‘S‘J‘Slér'r-,'a"ager-e-l P R e T R e T ) [
System Settings RN R R RN N N R W

2 4 5 8 10 12 14 16 18 20 22 24 26 28

DHCP Server

- Unarad §7Optional port §J Fixed port S Selected port {77 Aggregation port  Selectall Selectall others Cancel
irmware Upgrade

System Information State: TLv: Metwork Policy  MLocation  Minventory

Configuration Management Network Policy:

Dual Configuration Coordinate(32digits):[ | Civic(12-320digits):[ | ECSELIN(20-50digits):[ |

SNMP

RMON I Port List

LLDP Settings

Port State Network Policy Location Inventory Edit

Administration

Log Server 1 Disabled Enabled Disabled Disabled Zz

Static Route 2 Disabled Enabled Disabled Disabled 74
+ PSE System 3 Disabled Enabled Disabled Disabled z
+ QoS 4 Disabled Enabled Disabled Disabled iz
+ EEE 5 Disabled Enabled Disabled Disabled z

Figure 7-50: LLDP MED Port Set

To configure MED port settings, follow these steps:

Step 1: Select a port to configure it.

Step 2: Set the status to “Enabled.”

Step 3: Enable TLVs and configure the details where required.

Step 4: Click the "Apply" button to complete the configuration.

7.10 ADMINISTRATION

7.10.1Telnet Information

Click on the "System Management" "Administration, "Administration Settings" can view the Telnet settings
information. This feature is turned off by default.

Current Userzadmin |& save config Log Out

System Home Administration

Quick Configuration
Notice: SSH takes a long time te open for the first time. Please be patient

+ Port Ia

Settings
-+ VLAN Management

+ Fault/ Safety

= System Management
System Settings
DHCP Server
Firmware Upgrade
System Information
Configuration Management
Dual Configuration
SNMP
RMON
LLDP Settings

Administration

Figure 7-51: Telnet Information
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7.10.2Enable Telnet

Click on the button "

dge-clor

System Home
Quick Configuration

Port

" and apply. To enable Telnet, and the user can connect to the device via telnet.

Current Userzadmin Bl save connig ) Logou

Administration

S8SH takes a long time to open for the first time. Please be patient

VLAN Management

Fault ! Safety

System Settings

DHCP Server

Firmware Upgrade

System Information
Configuration Management
Dual Configuration

SNMP

RMON

LLDP Settings

Administration
PSE System

QoS

EEE

Settings

Figure 7-52: Enable Telnet

BN Telnet 192.168.100.148

Username =

 Authentication Failed

Username :

Password:
EC52028—16P >

ssword:
ECS2020—16P#

admin
S

-

en

Figure 7-53: Telnet Login
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7.10.3HTTPS

Enable HTTPS function, users can manage the device through HTTPS.

Current User-admin

System Home Administration

Quick Configuration
Notice: SSH takes a long time to open for the first time. Please be patient

+ Port 9 I settings

+ VLAN Management Tenet: QEII

+ Fault | Safety [ wres: @ ) |
= System Management ssh: C D

System Settings

DHCP Server

Firmware Upgrade

System Information

Configuration Management

Dual Configuration

SNMP

RMCN

LLDP Settings

Administration
+ PSE System

+ QoS

+ EEE

Figure 7-54: Enable HTTPS

(c] 2 [FHps//192.168.100.14 7/ ndexnim__] Poe
- [d]g]e]-[c]o]r]]
& User Login

P input your user name and p:

Language: | Engish v

User Name:

Password:

Device Name:  ECS2020-10P Device Location Contact Name

Figure 7-55: HTTPS login
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7.10.4SSH

Enable SSH function and SSH takes a long time to open for the first time.

Current User:admin

Save Config Log Out

System Home Administration

Quick Configuration -
I SSH takes a long time to open for the first time. Please be patient I

Port

Settings

VLAN Management

Fault / Safety

System Settings

DHCP Server

Firmware Upgrade

System Information
Configuration Management
Dual Configuration

SNMP

RMON

LLDP Settings

Administration

PSE System
QoS
EEE
Figure 7-56: Enable SSH
B
File Edit View Options Transfer Script Tools Window Help

RBE3 TR0

Protocol: SSH2
Hostname: 192.168.100.147
Port: 22 Eirewall: | None

Username:

Authentication

=
=

eyboard Interactive
|GSSAPT

[ show quick connect on startup [Jsave session

Cancel
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@ 192.168.100. 147 X

The host key database does not contain an entry for the

hostname 192. 168. 100. 147, which resolved to 192.168.100.147,
port 22. If you have received this message more

than once for 192. 168, 100. 147, this may mean that 192, 168.100. 147
is an “alias” which resolves to different hosts.

Itis recommended you verify your host key before accepting.
Server's host key fingerprint (MD5 hash):
10:5f:45:48:29:26:af:c9:78:02:83:06:8¢:71:d4:64

I Accept Once I I Accegt & Save I Cancel

File Edit F¥iew Upftions Lranster geript  [ools  findow  Help

4od 3 () €1 K Enter host G1tHR: Hh sl ¥R @

‘zerial-comS 4 192. 168. 100. 147 x

ome to Layer 2 Managed S

Press nter> to continue...
Username: admin
Passwor
EC52020-10P:
Password:
EC52020-10P#

Figure 7-57: Use SSH2 Login
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I
File Edit View Options Iransfer Script Tools Hindow Help

DG 43 B oo ALt R

192.168.100. 147 X

welcome to Layer 2 Managed S
protocol: SSH1

Hostname: 192.168.100.147

Port: Eirewall: | None

Username:

Authentication

Press <Enter> to continue...

[[] Show quick connect on startup [Jsave session
Openina tab

Connect Cancel

A3 mRY @
147 | ¢ 192.168.100.147 (1) x

The host key database does not contain an entry for the

hostname 192. 168. 100. 147, which resolved to 192.168.100.147,
port 22. If you have received this message more

than once for 192.168. 100.147, this may mean that 192, 168.100.147
is an "alias™ which resolves to different hosts,

Itis recommended you verify your host key before accepting.

Server's host key fingerprint (MD5 hash
9d:76:f2:37:cb:d8:77:4f:60:07:ae: 7d:fc 20:3e

|| Accept once IlA:cept&§avel | Cancel

File Edit Vien Options Transfsr Seript Teols Wimdow Help

4 3 ) 20 K Fater host s Hhllea®ed FH

# serial-conS | 4 192. 168, 100. 147 192 168100147 (1) x

welcome to Lay 2 managed

Enter> to continu
admin

EC52020-10P:

Figure 7-58: Use SSH1 Login
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7.11LOG SERVER

Click on "System Management" "Log Server" to configure a Syslog server.

Current Useradmin & save Config Log Out

System Home ECOES
Quick Configuration HostlPvd Address:| | Facility:
UDPPort:[ |(514,1024-85535) Severity:[Waming |

+ Port Management

I List

<+ VLAN Management

+ Fault/ Safety

Host IPv4 Address Severity Facility UDP Port Edit

First Previous [1] Mext LasMF’age

I = System Management
System Settings
DHCP Server
Firmware Upgrade
System Information
Configuration Management
Dual Configuration
SHMP
RMON
LLDP Settings
Administration

Log Server

Static Route

Figure 7-59: Log Server

To configure Log Server settings, follow these steps:

Step 1: Enter the IPv4 address of the Syslog server.

Step 2: Specify the UDP port number for the Syslog server.

Step 3: Specify the Facility and severity level of log messages to send to the server.

Step 4: Click the "Apply" button to complete the configuration.

7.12 STATIC ROUTE

Click on "System Management" "Static Route" to configure static routes.

Current User:admin B save Config Log Out

System Home Static Route

Quick Configuration
Mote: 1.Static routes can be configured for use when the Management VLAN is closed.

2 Deleting the default static route means deleting the gatswa:
+ Port Management £ S &
Static Route
<+ VLAN Management I

I Static Routing List

I — System Management
System Settings Destination IP Mask Gateway Edit

DHCP Server First Previous [1] Next Las {1Page

Firmware Upgrade

System Information

Configuration Management

Dual Configuration

SNMP

RMON

LLDP Settings

Administration

Log Server

Static Route

+ PSE System

Figure 7-60: Static Route
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To add a static route, follow these steps:
Step 1: Specify the destination IP address and mask for the subnet route.
Step 2: Specify the gateway to reach the destination subnet.

Step 3: Click the "Apply" button to complete the configuration.
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8 PSE SYSTEM MANAGEMENT

8.1 PSE SYSTEM CONFIGURATION

8.1.1 View the PSE system configuration

Click on the navigation bar "PSE System Management" "PSE System Configuration" to view the PSE system
information of the current switch, click "Refresh" button, display refresh configuration information:

Current User:admin

System Home PSE System Configuration

Quick Conﬁguratlt}n Power Supply Mode: | Energy saving mode v

4+ Port Management Apply Settings

<4+ VLAN Management I PSE System Information

<+ Fault/ Safety Power supply port:

+ System Management Power management mode: Energy saving mods
I = PSE System System total power: T0W
PSE System Configuration System power consumption: ow

PSE Port Configuration
] ) System available power: 70W [100%]
PSE Timer Configuration

+ QoS

+ EEE

Figure 8-1: View the PSE System Information
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8.1.2 Configure power supply mode

8.1.2.1 Configure power supply mode to automatic

Click on the navigation bar "PSE System Management" "PSE System Configuration" to configure power supply mode
to automatic mode

Current User:admin

System Home PSE System Configuration
Quick Configuration -

Power Supply Mode: | Automatic mode v| |
+4 Port Management Apply Settings

4+ VLAN Management

I PSE System Information

4 Fault/ Safety
Power supply port:

4 System Management |

Power management mode: Automatic mode
— PSE System
. System total power: 70 W
VMianagement
- System power consumption: D w
PSE System Configuration u . .
POE Port Configuration System available power: 70 W [100%]

I._Cos

Priority Schedule

|
m

Figure 8-2: Automatic Mode

To configure the switch PSE System steps as follows:
Step 1: In the power supply mode, choose automatic mode;

Step 2: Click on "Apply Settings" button to complete the configuration

118



8.1.2.2 Configure power supply mode to static

Click on the navigation bar "PSE System Management" "PSE System Configuration" to configure power supply mode
to static mode

Current User:admin

System Home PSE System Configuration

Quick Configuration

Power Supply Mode:l Siatic mode v
<4 Port Management Apply Settings m
<4+ VLAN Management I PSE System Information

+ Fault/ Safety Power supply port;

<+ System Management Power management mode: Static mode
I — PSE System System total power: T0W
FEIE D AT LI LE System power consumpption: T0'W
PSE Port Configuration
System available power: 0 W [0%]

PSE Timer Configuration

Figure 8-3: Static Mode

To configure the switch PSE System steps as follows:
Step 1: In the power supply mode, choose static mode;

Step 2: Click on "Apply Settings" button to complete the configuration.

8.1.2.3 Configure power supply mode to energy saving

Click on the navigation bar "PSE System Management" "PSE System Configuration" to configure power supply mode
to energy saving mode

dge-cor

Current User:admin

System Home PSE System Configuration

Quick Conﬁguratlan Power Supply Mode:l Energy saving mode v

4+ Port Management Apply Settings

<4+ VLAN Management I PSE System Information

<+ Fault/ Safety Pawer supply port:

+ System Management Power management mode: Energy saving mede

I = PSE System System total power: T0W
s i DL System power consumption: Dw
PSE Port Configuration
) ) System available power: 70 W [100%]
PSE Timer Configuration
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Figure 8-4: Energy Saving Mode

To configure the switch PSE System steps as follows:

Step 1: In the power supply mode, choose energy saving mode;

Step 2: Click on "Apply Settings" button to complete the configuration

8.2 POE PORT CONFIGURATION

Click the "PSE System Management" "POE Port Configuration" to configure the POE port on the switch:

System Home
Quick Configuration
+ Port Management
+ VLAN Management
+ Fault [ Safety
+ System Management
= PSE System
| Management
PSE System Configuration
PCE Port Configuration
I = Qos
Priority Schedule

EEE

Current User:admin

POE Port Settings

Description: 1. When pert description is empty, there is no description for that pert. 2. When max power and distribution of power fields are empty. the port is set to default settings.

Select a port to configure:

1 3 4 5 6 7 8 9 10
E@ZDDBDDEE

[ optional port I Fixed port S Selected port |17 Aggregation port  Selectall Select all others Cancel

Port:2

Power SUPDY 2 e v
Enable:

Max Power:20 (6. 11,20, 32, 35W

I POE Port Information

Port Power Supply Enable Power Status
2 Normal Detecting
3 Normal Detecting
4 Normal Detecting
5 Normal Detecting
6 Normal Detecting

Current Power

ow

ow

ow

ow

ow

Average Power

ow

ow

ow

ow

ow

Peak Power

ow

ow

ow

ow

ow

Voltage

o

o

o

o

o

Max Power

Distribution of Power

Device Type

NIA

NIA

NIA

NIA

NIA

Log Out

Edit

8

NN KR

Figure 8-5: PoE Port Configuration

PoE Port configuration steps are as follows:

Step 1: Select a port to configure;

Step 2: In the power supply enable, choose enable.

Step 3: In the max power text, choose 20.

120




8.2.1 Editing POE port
Click on the " > " icon can be configured selected port:

dge-cor
Current User:admin I8l Save Config

System Home PSE Port Settings

Quick Configuration . o
Description: 1. When port description is empty, there is ne description for that port.
2. \When max power and distribution of power fields are empty, the port is set to default settings

<+ Port Management
3. When in automatic mode, max power is determined by the classification level

-+ VLAN Management

Select a port to configure:
< Fault / Safety 3 6 P

1 2 3 4 5 & 7 8
RS W W AW

9 10
= =

=+ System Management

= PSE System 3 Cptional port i Fixed port G Selected port [T] Agoregation port  Selectall Select all others Cancel

PSE System Cenfiguration

PSE Port Configuration Port:
PSE Timer Configuration Power Supply Enable:| Do Not Modify v
Distribution of Power: [6~ 11, 20, 32. 35)W
+ QoS
Apply

+ EEE
I PSE Port Information

Port Power Supply Enable Power Status Current Power Average Power Peak Power  Voltage Max Power Distribution of Power Device Type Edit

1 Non-PD Short ow ow ow o 3BW 3BW NIA 74
2 Normal Detecting ow ow ow o 35W 20W NIA \z
3 Normal Detecting ow ow oW [ /W ow NIA \Z
4 Normal Detecting ow ow ow o 3BW oaw NIA ez

Figure 8-6: Edit the PoE Port

Modify POE port settings follow these steps:
Step 1: Select port and Click" .2 "icon.

Step 2: In the power supply enable, choose disable.

8.3 POE TIMER CONFIGURATION

Click the "PSE System Management" "PoE Timer Configuration" to configure the PoE port absolute and periodic time

on the switch:

PSE Timer Settings

System Home

Quick Configuration
Description: To configure Periodic time can be turned on weekly and To configure absolute time can be turned on in this time.

+ Port Management Select a port to configure:

<+ VLAN Management a 10

1 2 3 4 5 6 7 8
T i E
<+ Fault/ Safety

<+ System Management §"10ptional port G Fixed port g Selected port [ 17 Aggregation port  Selectall Selectall others Cancel
I = PSE System Port: 5
PSE System Configuration Timer: Enabled

O Periodic Time _ Start(Mon ][00 | h:[00 - m—End|Mon ~ ][00 - |h:[00 - |m

PSE Port Configuration

bsolute Time  Start 2017-08-2 08:30 —End 2017-03-30 08:30

PSE Timer Configuration

(o

+ EEE I PSE Timer Information
Port Time Mode Start Time End Time Edit
| 5 Absolute 2017-08-2908:30 2017-09-20 08:30 74 x

First Previous [1] Mext Lasty 11Page

Figure 8-7: PoE Timer Absolute Time Configuration
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System Home

Quick Configuration

<+ Port Management

<+ VLAN Management

+ Fault | Safety

+ System Management
I = PSE System
PSE System Configuration
PSE Part Configuration
PSE Timer Configuration

+ QoS

+ EEE

Log Out

Current User:admin

PSE Timer Settings

Description: To configure Periodic time can be turned on weekly and To configure absolute fime can be tumed on in this time

Select a port to configure:

8 9 10

12z 3 4 5 5 7
D OO EE

T2 0ptional port 5 Fixed port 0 Selected port {17 Aggregation port  Selectall Selectall others Cancel

Port: 5
Timer: Enabled «

| © periodic Time  Start Mon » 08 » h: 00w m—End Fi » 18+ h 00+ m

© Absolute Time  Start[2017-08-29 08:30 — End [2017-09-30 08:30

I PSE Timer Information
Edit

z R

I1Page

Port Time Mode Start Time End Time

| 5 Periodic Every Monday to Friday 08:00 Every Monday to Friday 18:00

First Previous [1] Next Last1

Figure 8-8: PoE Timer Periodic Time Configuration

PoE Port configuration steps are as follows:
Step 1: Select a port to configure;

Step 2: In the timer, choose enable
Step 3: Configure absolute time start time 2017-8-29 08:30 end time 2017-9-30 08:30

Step 4: Configure periodic time start time Every Monday to Friday 08:00 end time Every Monday to Friday 18:00.
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9 QOS

9.1 PRIORITY SCHEDULE

9.1.1 View the priority schedule

Click on the "QoS" "Priority Schedule", can view the device priority schedule:

Current User:admin Log Out
System Home Priority Schedule
Quick Configuration
I Global Settings.
+ Port Management
Note By defautt the 802.1p is chosen.To enable DSCP mode, please select the DSCP mode and press to go to DSCP Priority Settings page.
VLAN Management
+ o Scheduling mark 8021p v
4 Fault/ Safety Scheduling algorithm Strict Priority v m
+ System Management I Port List
+ PSE System Port Scheduling algorithm Default
_ Management
1 sP Medium
= Qos
2 sP Medium
Pricrity Schedule
3 SP Medium
+ EEE
4 sP Medium
5 sP Medium
6 sP Medium
7 sP Medium

Figure 9-1: Priority Schedule

9.1.2 The configuration global settings of SP

9.1.2.1 The configuration global settings of 802.1P SP

Click on "QoS" "Priority Schedule" "Global Settings", in scheduling mark, choose 802.1p, in the Scheduling algorithm,
choose strict priority.

®
dge-cor
‘Curmrent User:admin

System Home Priority Schedule

Quick Configuration
I Global Settings

+ Port Management

Note By default the 802.1p is chosen.To enable DSCP mode, please select the DSCP mode and press to go to DSCF Priority Setiings page.

4+ VLANM 1t

+ Fault/ Safety

Scheduling mark

Scheduling algorithm

802.1p v
Strict Priority v

+ System Management I Port List
+ PSE System Port Scheduling algorithm Default
Management
1 5P Medium
— Qos
I 2 SP Medium
Priority Schedule
3 SP Medium
+ EEE
4 SP Medium
5 SP Medium
6 SP Medium
7 5P Medium
8 SP Medium
9 SP Medium
10 SP Medium

Figure 9-2: Global Settings in 802.1p and SP
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9.1.2.2 The configuration global settings of 802.1P SP add WRR

Click on "QoS" "Priority Schedule" "Global Settings", in scheduling mark, choose 802.1p, in the Scheduling algorithm,
choose WRR.

.
dgel-clor
‘Curmrent User:admin

System Home Priority Schedule
Quick Configuration

I Global Settings

+ Port Management
Note By default the 802.1p is chosen.To enable DSCP mode, please select the DSCP mode and press to go to DSCP Priority Settings page.

VLAN Management
+ o |Schedu|mg mark 302.1p v

4+ Fault/ Safety The queue weight value ion (WRR mode
queust 1 [(1-127)
+ System Mar algorithm WRR B4 queus2 [20 (1-127) m
PSE System queued [20 (1-127)
+ M v queved [i___|(1-127)
_ Management
I Port List
I — Qos
Port Scheduling algorithm Default
Priority Schedule
1 WRR WMedium
+ EEE
2 WRR Wedium
3 WRR Wedium
4 WRR WMedium
5 WRR Wedium
6 WRR Wedium
7 WRR Medium
8 WRR Wedium
] WRR Wedium

Figure 9-3: Global Settings in 802.1p and WRR

Priority schedule steps are as follows:

Step 1: In scheduling mark, choose 802.1p;

Step 2: In the Scheduling algorithm, choose WRR,

Step 3: In queuel text box, enter the weight value, such as 1;
Step 4: In queue? text box, enter the weight value, such as 20;
Step 5: In queue3 text box, enter the weight value, such as 40;

Step 6: In queue4 text box, enter the weight value, such as 1.

124



9.1.2.3 The configuration global settings of 802.1P and hybrid

Click on "QoS" "Priority Schedule" "Global Settings", in scheduling mark, choose 802.1p, in the Scheduling algorithm,
choose hybrid.

®
dige-clor
Current User:admin

System Home Priority Schedule
Quick Configuration
I Global Settings
+ Port Management
Note By default the 802.1p is chosen.To enable DSCP mode, please select the DSCP mode and press to go to DSCP Priority Seftings page.
4 VLAN Management
Scheduling mark 50
4 Fault / Safety The queue scheduling algorithm: The queue weight value (WRR mode
O strict Priority [queue3 4 ~|  auevet (1-127)
System Mar algorithm Hybrid v 2 [20 1-127; m
* ® wes ez [fE__Jen
PSE Syst ) queue? (1-127)
+ ystem queusd (1-127)
_ Management
I Port List
I — Qos
Port Scheduling algorithm Default
Priority Schedule
1 Hybrid Medium
+ EEE
2 Hybrid Medium
3 Hybrid Medium
4 Hybrid Medium
5 Hybrid Medium
6 Hybrid Medium
7 Hybrid Medium
3 Hybrid Medium
9 Hybrid Medium

Figure 9-4: Global Settings in 802.1p and Hybrid

Priority schedule steps are as follows:

Step 1: In scheduling mark, choose 802.1p;

Step 2: In the Scheduling algorithm, choose hybrid,

Step 3: In strict priority text box, choose the queue3,4;

Step 4: In WRR text box, choose the queue 1,2;

Step 5: In queuel text box, enter the weight value, such as 1;

Step 6: In queue? text box, enter the weight value, such as 20.

125



9.1.3 The configuration global settings of DSCP

9.1.3.1 The configuration global settings of DSCP and SP

Click on "QoS" "Priority Schedule" "Global Settings", in scheduling mark, choose DSCP, in the Scheduling algorithm,
choose strict priority.

Curmrent User:admin

Quick Configuration
Global Settings
+ Port Management
Note By default the 802.1p is chosen.To enable DSCP mode, please select the DSCP mode and press to go to DSCP Priority Setfings page.
VLAN Management
+ o Scheduling mark
+ Fault/ Safety scheduling aigorthm [ save |
+ System Management Port List
PSE System
+ 4 From DSCP value: To DSCP value: Priority: [Highest m
_ Management
DSCP value Priority Edit
0 Low \z
Priority Schedule
1 Low
+ EEE 2
2 Medium \z
3 Medium z
4 High 74
5 High iz
3 Highest 2
r Highest 74
£ Highest 74
9 Medium z

Figure 9-5: Global Settings in DSCP and SP

Priority schedule steps are as follows:
Step 1: In scheduling mark, choose DSCP;
Step 2: In the Scheduling algorithm, choose strict priority,

Step 3: In from DSCP value text box, choose 0 and in to DSCP value text box, choose 1 and in priority text box, choose
low;

Step 4: In from DSCP value text box, choose 2 and in to DSCP value text box, choose 3 and in priority text box, choose
medium;

Step 5: In from DSCP value text box, choose 4 and in to DSCP value text box, choose 5 and in priority text box, choose
high;

Step 6: In from DSCP value text box, choose 6 and in to DSCP value text box, choose 8 and in priority text box, choose
highest.
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9.1.3.2 The configuration global settings of DSCP and WRR

Click on "QoS" "Priority Schedule" "Global Settings", in scheduling mark, choose DSCP, in the Scheduling algorithm,
choose strict priority.

N
dge-cor
‘Current User:admin 1

Quick Configuration
I Global Settings

+ Port Management
Note By default the 802.1p is chosen.To enable DSCP mode, please select the DSCP mode and press to go to DSCP Priority Settings page.

VLAN
+ Scheduling mark DsSCP v
4 Fault/ Safety The queue weight value ion (WRR mode
queuel [l (1-127)
4 System Mar algorithm WRR v queue? m
queued
+ PSE System
queues [so__|(1-127)
- Port List
I = Qos
eronty Sehad From DSCP value:[6 V| ToDSCPvalue:[2 v Priority: [Highest ~ m
riority Schedule
4+ EEE DSCP value Priority Edit
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Figure 9-6: Global Settings in DSCP and WRR

Priority schedule steps are as follows:

Step 1: In scheduling mark, choose DSCP;

Step 2: In the Scheduling algorithm, choose WRR,

Step 3: In queuel text box, enter the weight value, such as 10;
Step 4: In queue? text box, enter the weight value, such as 20;
Step 5: In queue3 text box, enter the weight value, such as 30;

Step 6: In queue4 text box, enter the weight value, such as 40.
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9.1.3.3 The configuration global settings of DSCP and hybrid

Click on "QoS" "Priority Schedule" "Global Settings", in scheduling mark, choose DSCP, in the Scheduling algorithm,
choose hybrid.
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dge-cor
‘Current User:admin
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I Global Settings.
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Note By default the 802.1p is chosen.To enable DSCP mode, please select the DSCP mode and press to go to DSCP Priority Settings page.
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- From DSCP value: To DSCP value: Priority: [Highest v m
Priority Schadule
L EEE DSCP value Priority Edit
0 Low Zz
1 Low j
2 Medium j
3 Medium j
4 High z
5 High 73
6 Highest z
7 Highest &
8 Highest z

Figure 9-7: Global Settings in DSCP and HYBRID

Priority schedule steps are as follows:

Step 1: In scheduling mark, choose DSCP;

Step 2: In the Scheduling algorithm, choose hybrid;

Step 3: In strict priority text box, choose the queue3,4;

Step 4: In WRR text box, choose the queue 1,2;

Step 5: In queuel text box, enter the weight value, such as 10;

Step 6: In queue? text box, enter the weight value, such as 20.

9.1.4 Editing the DSCP values

Click on the " .7 "icon to modify DSCP values:
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System Home Priority Schedule
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I Global Settings

+ Port Management
Note By default the 802.1p is chosen.To enable DSCP mode, please select the DSCP mode and press to go to DSCP Priority Seffings page
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Figure 9-8: Add the Port to the VLAN
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Modify DSCP values follow these steps:

Step 1: Select DSCP values and Click" > "icon;
Step 2: In the priority text box, choose medium;
Step 3: Click on the save;

Step 4: Click OK.
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10 EEE

10.1 EEE

10.1.1802.3AZ EEE settings
Click on the "EEE" "EEE" "802.3az EEE Settings", you can view the EEE information:

®

dge-cor )
Current Useradmin

System Home 802.3az EEE settings

Quick Configuration Hotice: The interface will link down and then up, when enable/disable EEE.
+ Port Management I 802.3az EEE settings
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+ System Management
+ PSE System
+ QoS

EEE

Figure 10-1: View the 802.3az EEE Settings

10.1.2 Active the EEE
Click the "EEE" "EEE" "802.3az EEE Settings", choose the 802.3az EEE, click the "OFF" to "ON", click Apply:
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dge=-cor )
Current User:admin

System Home 802.3az EEE settings

Quick Configuration Motice: The interface will link down and then up, when enable/disable EEE.
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Figure 10-2: Active the 802.3az EEE Settings
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