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Introduction

In this Application Scenario Guideline we will illustrate an actual Enterprise
deployment, including its requirements and the corresponding solution and
configurations.

The purpose of this guideline is to provide step-by-step configuration
instructions that may also be applied to other enterprise deployments.
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Project Requirements
2.1 Deployment Requirements:

Enterprise Building Wi-Fi

Wall or ceiling mounted

Dual-band 2x2 MIMO Technique

Coverage is the top priority

External antenna

Extra LAN port with PoE downlink capability

Network Gateway-Controller

Estimated 3500 concurrent users
Centralized manage 1200 APs
Standby unit for service redundancy

2.2 Feature Requirements:

Wi-Fi Features

Customizable Captive Portal (Login Page) for guest to submit credentials
User Authentication for granting Wi-Fi access

SSID with WPA2-Enterprise security (802.1x Transparent Login)

Multiple concurrent devices login limit via the same account

Centralized Management for APs at each site

Built-in DHCP server in solution to allocate IP addresses to all users

Administrator Features

1+1 High Availability to maintain network service
Periodic Usage Reports to track

GUI permission for Staff only

Websites access limitation for Staff users




3 Proposed Solution

3.1 Recommended Edgecore Models:

ECW

EWS

Eldlslel-lclol- €]

- 802.11ac wave 2 Dual-band

- 2x2 MIMO

- Internal antennas in
2.4GHz/5GHz, 2dBi/2dBi, 3 dBi
(BLE)

- Output power 2.4GHz/5GHz,
18dBm/19 dBm

5000 recommended concurrent
users

1200 APs managed

High Availability 1+1

Power Redundancy

Location Area AP Model QTY
Factory 500m? x 40 sties ECW 400
Office 300m? x 40 floors x 2 buildings ECW 800

3.2 Network Topology:

3.3 Expected Results:

3.3.1 Captive Portal with Company Logo

The customizable Login Page allows MIS administrators to easily change the

logo on the top with their most current advertisement images.
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3.3.2 Staff and Guest connect to the same SSID

User Login Flow (UAM) — Staff/Guest account

After connecting to the SSID, a Service Disclaimer page will pop up. The user
will need to tick the checkbox and click on the Confirm button move on to the
Login Page. Enter staff/staff for the username/password or complete the E-mail

field and click Login. The Login Success Page will show up after.

m—— — o EAXEA 10:51 AM T OO ses GEREA 10:51 AM 1O OOKE sees URAEA 10:52 AM T O OONEE sees AXEA T 10:52 AM <o oox .
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User Login Flow (WPA2-Enterprise) — Staff account
Client devices associated with the SSID and enter the account

username/password to authentication. Once the profile been build and trust, the
device could auto transparent connect to the same SSID, simplify the user login

flow.
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Facebook access blocked for Staff accounts
The Staff Users belong to Staff Group with specific Firewall Rule for blocking

their traffics to Facebook website. So, after Staff users have successfully

logged in, they cannot reach to www.facebook.com.

000 BIERFK 7T 10:54 AM 7 @ 99% W

& I www.facebook.com | A

This site can’t be reached

www.facebook.com took too long to respond

Try:
Checking the connection

ERR_CONNECTION_TIMED_OUT

RELOAD

DETAILS



Real time and daily network usage reports
When the user successfully associates to the SSID, AP’s Associated Clients List

will display each of their connection details. By clicking Plot button, administrator
may check the real-time plotting diagram about user traffics. By clicking Kick

button, administrator may manually disconnect this user.
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Before user successfully logged in, administrator may observe them on EWS'’s
Non-Login Devices. After user successfully logged in by their accounts, EWS’s

Online Users List will have their real-time information.

VLAN 1D Service Zone Associated AP

uuuuuuuu

Online Users List




Last, the administrator may go to User Events for granting the statistics about

each kind of users’ usage information by selecting the correct parameters.

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS “
Interfaces |
Monitor Users User Events
WiFi Monitor

Process Monitor

Configur
Lo R Rapats Display Mode onfigure

Ty o ooy saea|| Select Display Mode/Time/User

Type to display the wanted info

Configuration Change Log e e Select
Local Monthly Usage

User Type B Local | OnDemand 8 Guest_ Roaming 0wt Roamingin  bxernal]
Local Web Log
Micos OperaLog Downioad Tyoe B Search
On-Demand Billing Report
RADIUS Server Log Type Date | Name » MAC Vian 1D | Event | Group | Policy | Max Download | Max Upload | Req Download | Req Upload | Packets In  Packets out
S Call Usage

Local-Moblle 2017.03:1710:5216 40800  staff@local 1921681150 UismeAsMmed O logn  suff 2 Uniimited Unlimited Unlimited Uniimited o o
System Log

B 03 . [ rneere u
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Baporting Guest - Moblle 2017.03-17 11:01:12 40800 192168.1.158 0 logout Guest 1 16674 11547
sessions
DHCP Leases (Totate) weirst +Prev Nexts Lason Goto Page 1 B (Page/) RowperPage: 20 B
Routing Tables

The administrator could monitor the System Report to confirm status of each

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS
Main » Status » System Summary > System Report

Interfaces
Monitor Users System Report
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Process Monitor
Item Network Traffic v
Logs & Reports Select item and display interval
Reporting Interface WAN1 v
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GUI permission only for Staff Users
Check the appropriate SZs and the preferred IP Addresses to allow access

permission.

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS
:
WAN Management Service
1Pvé.

LAN Ports
SSH Service ® Enable * Disable

SvcaTo Enable/Disable SSH or Telnet for troubleshooting

Port Location Mapping Telnet Service ® Enable ' Disable

PMS nerfce purposes :
Management Service Zone List Allowed IPs in configured SZs to access the EWS’s WMI

Active Status Service Zone IP Address/Segment Example' PC connected

w Default 192.168.1.254/255.256.2550 @——F+——  to LAN Port to receive
I o S21-Public 172.21,0.254/255.255.00 an IP of 192.168.X.X
5 ] 2 172.22,0.254/255.255.0.0 \
5 ) 23 172.230.254/255.255.00 Example: Clients
5 ) s24 172.24.0.254/255.255.00 connected to SZ1-Public
™ sz5 172.25.0.2541255.256.00 with an IP of 172.21.0.X
b ) 26 172.26.0.254/255.255.00 cannot enter the EWS's
b ) 27 172.27,0254/255.255.00 il EbecausEials
unchecked.
m 28 172.28.0,254/255.255.0.0
Management IP Address List

No. Active - IP Address/Segment Example: Allows all IPs

1 v 0000/0.000 <« (0.0.0.0/0.0.0.0) to connect

2 to the EWS’s WMI




4 Configuration

4.1 Configuration Checklist

ltems Configuration paths Done
3.1 Configuration Checklist
3.2 Initial Access Browser- - Connect admin PC and open a .
based GUI browser
3.3 WAN & LAN Interface - System > WAN L]
Configuration - System > LAN O
3.4 Management IP Address - System > General > Management 0
List IP Address List
3.5 Admin Password o o
- Utilities > Administrator Accounts O
Recovery
3.6 Service Zone _
_ _ - System > Service Zones L]
Configuration
_ _ - System > Service Zones > Service
3.7 Service Zone Captive _ _ _
o Zone Configuration » Login Page O
Portal Customization o
Customization
- Users > Internal Authentication >
3.8 Local Accounts L]
Local
o - Users > Internal Authentication >
3.9 Guest Authentication [
Guest
o - Users > Policies Firewall ]
3.10 User Policies - o
_ _ - Users > Policies > Privilege L]
Configuration o
- Users > Policies > QoS O
3.11 User Group _ _
_ _ - Users > Groups > Configuration [
Configuration
. - Devices > WAPM » Enable O
3.12 Add APs into
CAPWAP O
Management _
- Devices > WAPM » Template [



http://10.2.32.1/SystemConfiguration/ServiceZoneConf.shtml?sz_id=1
http://10.2.32.1/SystemConfiguration/ServiceZoneConf.shtml?sz_id=1

- Devices > WAPM » AP List L]
- Establish CAPWAP Tunnel from
AP to EWS

3.13 1+1 High Availability - System > High Availability

O

- Status > Reporting » Notification
- Status > Reporting » FTP Setting
3.14 Reporting - Status > Reporting » SMTP Setting

0 I I I I

- Status > Reporting » Syslog
Setting

4.2 System - Initial Access Browser-based GUI

Connect your PC to the EWS’s LAN port, then access the EWS’'s Web
Management Interface (WMI) by entering 192.168.1.254 in your web browser.

Login to the EWS using the Default Username/Password: admin/admin.

lﬂﬂalnanl" I BlDashboard #Setup Wizard ?Help Bl.ngnml

Shortcuts

I SYSTEM USERS DEVICES NETWORK UTILITIES STATUS

Main Categories

Welcome to System Main Menu

0go on the top-left, or click the ‘Dashboard' icon on the top-right

he 'Star icon on the top right is a 10 that provides a quick step-by-step guide on setting up your system.

For help with your system configuration, click the 2’ icon for Online Heip.

Ul Overview

Username admin

Password | eres Login to proceed to the Welcome Page

Change password?
B8 psswor English v

Forgot password?

Note: first time login will require changing the password.
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4.3 System —WAN & LAN Interface Configuration

Go to System > WAN to configure the WAN1 Interface Type as “Static” with
required details. Here we set the IP Address as 10.201.5.66/255.255.0.0 with

Default Gateway 10.201.1.254.

SYSTEM USERS DEVICES NETWORK UTILTIES STATUS

Set WANT1 Interface with Static IP address with other details

WAN1 Configuration

Physical Mode Ato B

Interface Type

Sub Tabs

Dynamic (17 settings assigned automaticaly)

STATUS

SYSTEM USERS DEVICES NETWORK UTILITIES

Network Interface

RUITIIEEIREIUEILE S—

Go to System > LAN Ports to select “Tag-Based” as the LAN Port Mode and
click on Apply.

USERS DEVICES NETWORK uTiuTIES STATUS

Port Assignment

aaaaaaa

Port 2 Role

LAN Ports

LAN Port Mode

Port - Service Zone Mapping

LANY AN2 LAN3 LANG

11



4.4 System - Management IP Address List

Go to System > General > Management IP Address List and click the Configure

button beside Management IP Address.

USERS DEVICES NETWORK UTILITIES STATUS
WAN
1Pv6 General Settings
LAN Ports
Service Zones
System Name WHG201

Port Location Mapping

PMS Interface

Contact Information

HTTPS Certificate
User HTTPS Login

Internal Domain Name

Portal URL Exceptions (User Agent)

User Log Access
Pre-Login Page

UAM Filter

Default CERT ¥
Enable ® Disable

g nple.com
IEMobile/7.0 XBLWP7

Configure

Configure

| Management Ip address

Configure I

SNMP
Suspend Warning Message

NMS Setting

System Time
—
Current Time

Time Zone

Jime Undate

Enable ® Disable
Sorryl The service is suspended.

Configure

2017/03/02 19:05:18
(GMT+08:00)Taipei

S NP Manually <at o

Check the appropriate SZs and configure the preferred IP Addresses to allow

access to the Web Management Interface.

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS
WAN Management Service
1Pv6
LAN Ports
2 SSH Service ® Enable Disable q .
SeiMce T _ Enable/Disable SSH or Telnet for troubleshooting purposes
Port Location Mapping Telnet Service ® Enable Disable
PMS Interface
Management Service Zone List Allowed IPs in configured SZs to access the EWS’s WMI
o Default 192.168.1.254/255.255.255.0 ¢———| LAN Port to receive an IP of
o SZ1-Public 172.21.0.254/255.255.0.0 192.168.X.X
) ] 522 172.22.0.254/255.255.0.0 \
b ) sz3 172.23.0.254/255.255.0.0 Example: Clients connected ||
b ) 574 172.24.0.254/255.255.0.0 to SZ1-Public with an IP of
b ) 525 172.25.0.254/255.255.0.0 172.21.0.X cannot enter the
- S26 172.26.0.254/255.255.0.0 EWS’S WMl because itis
unchecked.
b ) sz7 172.27.0.254/255.255.0.0
b ) sz8 172.28.0.254/255.255.0.0
Management |P Address List
No. Active [ IP Address/Segment Example: Allows all IPs
! < 0.0.0.0/0.0.0.0 < (0.0.0.0/0.0.0.0) to connect
2 to the EWS’s WMI

Note: Unchecking all options and disabling the SSH/Telnet Service will result in
being locked out of the EWS. Please be cautious when configuring the

Management IP List.

12



4.5 Utilities - Admin Password Recovery

Go to Utilities > Administrator Accounts and click the “admin” Name to configure

password recovery.

SYSTEM

Administrator Accounts

Backup & Restore
Certificates General Settings

Network Utllities

Restart

System Upgrade Password Complexity

Limit Login Attempts

Password Explration

Password Limits

Access Permission

Administrator Accounts

Add Delete | Lock Admin

00:£0:4C:60:EB:78

Super Group

USERS DEVICES NETWORK UTILITIES STATUS
® Enable  Disable
Min Password Length 6 * (620
Min Password Category 2 * (24
Enable ® Disable
® Enable Disable
Password expires 90 * day(s) after creation
Enable ® Disable
Configure
o Apply 0 Cancel
Unlock | Backup List | Restore List

Current Page
Main » Utlities » Administrator Accounts

Click Administrator Account Name to setup an email account for password recovery/reset

Apply the configured Email and Security Answer before setting up the SMTP

server.

SYSTEM

Administrator Accounts Main Adn

Backup & Restore

Certificates
Network Utllities

Restart
System Upgrade Name

Original Password
New Password
Verify Password
Emall

Elementary school's name

USERS DEVICES

Admin Editing and Password Safety Setting

admin

NETWORK UTILITIES STATUS

Email Address for Password Recovery

Click to setup a SMTP server

Security Answer for Password Recovery (1-time setup)

@ Apply

OCnncoI
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Setup SMTP Server to allow EWS to send Password Recovery Email to

administrator.

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS

Administrator Accounts

Backup & Restore
Certificates SMTP Settings

Network Utllities

Restart

o Ueae SMTP Server Servarddress  [smip.gmailom . Each email domain uses specific SMTP
Port a5 . Server Address/Port and Encryption.
Encryption Disable TLS ® sl This example uses a Gmail account.
Authentication Plain

Account Name et . nt y
Main IT Administrator Account Credentials

Password  sessnnne

Sender E-mall Address eugene.yu@aipnet.com

@ Apply © Back

4.6 System - Service Zones Configuration

Go to System > Service Zones and confirm WAN Subnet and Default Service
Zone IP Address are in different subnets. Take below as example,

WAN1 = 10.201.5.66 / Subnet = 255.255.0.0

LAN/Default SZ = 192.168.1.254 / Subnet = 255.255.0.0

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS

1PV6 Service Zone Settings

BMS Intirface o Default 192.168.1.254 NA N/A Server 1 N/A :;222 “66:: ]loi)
b ) 172.21.0.254 NIA 1 Server 1 N/A ;7722 221‘: '105
b ) 172220254 N/A 2 Server 1 A :7712 222200305
- 172.230.254 N/A 3 Server 1 A :Zzzfg:nu
Per) 4 172.24.0254 N/A 4 Server 1 N/A ,'772222:(? ,‘({0
5 ) 172.25.0.254 N/A 5 Server 1 A 31712;25500;00
D 172.26,0254 NIA 6 Server 1 NA 117722 22:(10:0};
- 172.27.0254 NA 7 Server 1 N/A ,‘772222773,‘00
- 172.28.0.254 NIA 8 Server 1 Ni& 3712222:(10;0;1
Click Service Zone Name to configure each SZ

14



Click Default Service Zone, and administrators are able to enable the Service

Zone Status and configure the basic network settings, including Service Zone

IP address, DHCP scope, and preferred DNS server, etc.

General

WAN

IPv6.

LAN Ports

High Avallability

Port Location Mapping
PMS Interface

General

WAN

IPv6.

LAN Ports

High Availability

Port Location Mapping
PMS Interface

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS
WViain » SySTem » Service Zone > Service Zone Lonmguraton
Basic Settings
—
Service Zone Status Enabled
Service Zone Name Default
Network Interface Tag-based Isolation ® Inter-VLAN Isolation Clients Isolation None
he
Operation Mode ® NAT Router
1P Address [192.168.1.254 * Subnet Mask |255.255.0.0 o
Network Alias List Configure
DHCP Disabled
SYSTEM USERS DEVICES NETWORK UTILITIES STATUS

Main  System » Service Zone ; Service Zone Configuration ; DHCP Configuratior

DHCP | Enable DHCP Server ¥

DHCP Server Configuration for Service Zone Default

e oo e e
1| = Scope 1 192.168.1.2 [192168.1.200 192.168.1.254 domain.com
2 @ Scope 2 « .
3 J Scope 3
4 Scope 4
5 2 Scope 5
6 & Scope 6

15



Next, Configuring Authentication Settings is another important session, which
administrators can enable Guest Authentication Database to allow self-
registration users.

SYSTEM USERS DEVICES NETWORK UTIUTIES STATUS
General
WAN Authentication Settings
1PV
LAN Ports - < . % s
High Avallability Authandcation [ = Enable o Disavie o suspend | Enable/Disable Authentication on this Service Zone
Port Location Mapping
PMS Interface
Access Permission and Configure
Authorization
Default Policy Policy 1~
Portal URL ® Specific Original None
hitep.//www google com *| Portal URL opens specified URL after user is authenticated
MAC Authentication Enabled # Disadled
PPP Authentication Enabled & Disabled
SIP Interface Configuration Enabled » Disabled
WISPr Settings Configure
Autertcton ptons Confirm Authentication
Server 1 LOCAL local . ” . o s
Databases allowed in this Service
RADIUS radius
NTDOMAIN ntdomain Zone
LDAP Idap
POP3 pop3
ONDEMAND ondemand
sip N/A
FReE RIA » & |Guest (Free Access Database)




4.7 System - Service Zone — Captive Portal Customization

Go to System > Service Zones > Service Zone Configuration » Login Page
Customization Click “Configure” button to start customizing different Login
Page. On the other hand, Message Page Customization will provide

customizations to message pages such as the login success page.

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS
SIP Interface Configuration Enabled ® Disabled
WISPr Settings Configure
erver 1 LOCAL local . v
Port Location Mapping RADIUS Fadlis @
PMS Interface
NTDOMAIN ntdomain
LDAP Idap v
POP3 pop3 v
ONDEMAND ondemand
Sip NIA
FREE N/A v

Page Customization

Customize the Login Page (Captive Portal)
by clicking the Configure button

Login Page Customization

Message Page Customization

APs with VAP mapped to this Service Zone

@ Apply €© cancel

Each page has 4 different types of customization,  Default, Customize with

Template, Upload Your Own, and Use External Page.

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS
General
WAN
1Pv6 Login Page Customization
LAN Ports
Service Zones
Port Location Mapping Customize with Template ' Upload Your Own ' Use External Page
PMS Interface Service Disclaimer Defauit
General Login P efaul == H ;
eneral Login Page I [F==] Preview the Default Login Page

PLM Open Type Login Page
PMS Billing Plan Selection Page

o Apply o Cancel

Theme for Template

Button Color ol oW
Upload Logo Choose File No file chosen
No File

Note: Applies only to the “Customize with Template” selection

o Apply 0 Cancel



http://10.2.32.1/SystemConfiguration/ServiceZoneConf.shtml?sz_id=1

Preview General Login Page in Default mode.

Username

Password Login with an account

' Remember Me

FREE LOGIN

S Login with self-registration by Email

Enter your Email account to login for free

Device Logout

Preview General Login Page in Customize with Template mode with an

uploaded logo and customized text.

Uploaded image file with the
recommended resolution (360x120)

oo cmoman T | pons o s

Account Login Text Color fooooon |

Username

Login Tide [account Login
Password
Usemame Username
eesny
Password Password
Remember Me
Login Bution Login
Email Login
Remaining Quata Button Remain Quota
Email
Guest Header Email Login
Enter your Email account to login for free

Login_ GusstEma P

Guest Note (without Emal Verification) Enter your Email sccount to login for free.
Device Logout Enter your Email Togin

Guest Note (with Email Verification)  Check your mailaox to exiend wsage time after
Guast Login Buran Login

Device Log Device Log

©nline Payment Indication Buy Azcounts Online

SMS Indication Register Accounts by SMS

Remember e Remember M

Preview

@ Apply O cancel




4.8 Users - Local Accounts

Go to Users > Internal Authentication > Local to create accounts using the
Local Database.

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS

Groups Main» Users > Internal Authentication » Local Authentication
Authentication Servers
Authenticatio Server No. | 1:Server1 ¥
Local
R Local Authentication
Guest

External Authentication

Local User List Enter the Local User List to Add/Delete/Edit Local Accounts
On-Demand Accounts

Schedule fccolnt Roaming OUt ® Enable [ Disable (jse bylit-in local database for 802.1X authentication
Policies 802.1X Authentication ® Enable Disable Enable Account Roaming Out and 802.1X Authentication
Blacklists

RADIUS Client Device Settings
Privilege Lists

Additional Controls

o Apply 0 Cancel

Click Add to create a single or multiple accounts at once.

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS

Groups Main Local Authentcatior

Authentication Servers

Internal Authentication Local User List

Local —

On-Demand Click Add to create Local Accounts

i m Delete | Backup List | Upload Search
External Authentication

On-Demand Accounts " No Status Username Password [ MAC Group Activation Expiration [ Remark
Schedule

Policies (Total:0/2000) #First «Prev Next# Last#t GotoPage V¥ (Page:1/1) Row per Page: 10 ¥
Blacklists
Privilege Lists

Additional Controls




Enter user account credentials and Apply. (in this example, we use staff/staff)

Groups
Authentication Servers
Internal Authentication

Local

On-Demand

Guest
External Authentication
On-Demand Accounts
Schedule
Policles
Blacklists
Privilege Lists
Additional Controls

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS
Main; Users , Internal Authentication » Local Authentication » Local User List Add
10000 users can be added to this local us? BEIONally bind MAC Optionally configure
Addresses to Local Accounts Account Span
Usemame Password MAC Address Group [ Account Span ‘ Remark .
Optionally
saff || [ suff v D D add a remark

Gt " categorize into

Fillin Username & = 7
Guest v |User Groups

Password pairs

Guest v | |
Guest 7| |
Guest v | |
Guest v
Guest 7|
Guest v |

Guest v

@ Apply @ cancel

Created accounts can be viewed on the Local User List.

Internal Authentication
Locai

On-Demand

Guest
External Authentication
On-Demand Accounts
Schedule
Polides
Blacklists
Privilege Lists
Additional Controls

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS
Main e ternal Authentication ; Local Authentication ; Local
Local User List
Add Delete  Backup List  Upload ) ‘m
[ [ | sons e | oo | rup | schaom | in | e
1 Valid staff staff Staff
(Total:1/10000) seFirst «Prev Nexts Lastes GotoPage|1 v | (Page:1/1) Row per Page:[10 v

User List available for Add/Delete/Edit/Backup/Restore
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4.9 Users — Guest Authentication

Administrator expects that Guest users are authenticated by submitting their

Email addresses for granting free Wi-Fi Internet access for 24 hours with limited

speed and sessions, which can be achieved by Guest Authentication on EWS

controller.

This paragraph will illustrate the configuration steps for Guest Authentication.

Go to Users > Internal Authentication > Guest Authentication, select the radio

box to make Guest Login Input to be visible, which is the column for users to

enter their Email address. Select Limited radio box to set up limited Guest Access

Time, and then the further configurations will be visible. Please assign 24 hours

0 minutes as Quota; 1 minute for Access Limit. Last, assign this Guest

Authentication to Guest Group for User Policy enforcement.

Groups

Authentication Servers

Internal Authentication
Local

On-Demand

Guest

External Authentication
On-Demand Accounts
Schedule

Policies

Blacklists

Privilege Lists

Additional Controls

SYSTEM USERS DEVICES NETWORK

Main

Guest Authentication

Guest Information View

Guest Questionnaire Configure

Unlimited @ Limited

Quota 24 hour(s) 00 minute(s)

Guest Access Time

Reactivation After O haur(s) 1 minute(s)

Access Limit a per day *(0:Unlimited)

Email Verification © Disable Enable
Guest Quota List View

E-mail Denial List © Disable Enable Configure

Q Apply 0 Cancel

UTILITIES STATUS
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4.10Users — User Policies Configuration

Administrator is going to enforce Policy 1 on Guest users with limited 500
Maximum Concurrent Sessions & QoS bandwidth control; and Policy 2 on Staff
users with Firewall Rule to block Facebook access & Unlimited Maximum
Concurrent Sessions.

4.10.1 Guest Users = Policy 1 profile configuration

Configure and select Privilege Profile, and QoS Profile to create Policy 1.

SYSTEM DEVICES NETWORK UTILITIES STATUS

[setect olicy polcy 1 + | Select Policy to configure

Policy Configuration

Policy Name Policy 1
Firewall Profile Firewall 1 v
Privilege Profile Privilege 1 ¥ =
Blacklsts Choose mapped Profiles
- QoS Profile QoS1 v
Privilege Lists
Specific Route Profile Specific Route 1 ¥
Additional Controls
Prefer DHCP Pool None v

@ Apply € cancel

Go to Users > Policies > Privilege 1 to check if the Maximum Concurrent

Session is 500 as the default value.

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS

Groups e e O

Authentication Servers

Internal Authentication Select Privilege Profile | Privilege 1 v

External Authentication

On-Demand Accounts Privilege Configuration
Schedule
Policy Configuration Privilege Name Privilegs 1
Firewall Password Change Allow ® Disallow
Privil 2
o I Maximum Concurrent Sessions 500 v | (sessions per user) I
Qos
Specific Routes Disable timeout for this group ® Enabled © Disabled
Blacklists
Privilege Lists 0 Apply 0 Cancel

Additional Controls

Go to Users > Policies > QoS to configure each Group/User’s bandwidth.
In order to configure the QoS Bandwidth Control, Bandwidth Limitation on WAN
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must be enabled. Click the hyperlink to access the WAN configuration page.

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS

Groups

Authentication Servers
I @ Note: Please enable Bandwidth limitation on WAN and restart the system for Group Traffic Configuration. I
Internal Authentication
External Authentication
On-Demand Accounts

Policies

Click the hyperlink “Bandwidth limitation
on WAN” and Enable the feature.

Policy Configuration

Blacklists
Privilege Lists
Additional Controls

Please check the Bandwidth Limitation at WAN checkbox, Apply and restart the

EWS to activate the changes.

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS

@ Obtain DNS server address automatically.

General

Preferred DNS Server: 168.95.1.1

1Pv6
Alternate DNS Server: 8.888

LAN Ports

Service Zones PPPoE

Port Location Mapping

PMS Interface FETE

WAN Traffic Settings
Bandwidth Limitation @ Enable Bandwidth Limitation on WAN Check the Enable Bandwidth Limitation on

Max Uplink Bandwidth 2000000 xops | \WWAN checkbox and configure the Max
Max Downlink Bandwidth 2000000 Kops Upllnk/Downllnk Bandwidth.

Target for Detecting Internet
Connection

Warning of Internet Disconnection

Sorry! The service is temporarily unavailable.

o Apply 0 Cancel

After the EWS has restarted, go to Users > Policies > QoS to configure the

QoS 1 Profile as shown below.
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Groups.
Authentication Servers
Internal Authentication
External Authentication
On-Demand Accounts

Schedule

Policy Configuration

Firewall

Privilege

SYSTEM

Main » Users ) Policies » Q

Select QoS Profile Qos1 v

QoS Configuration

QoS Profile Name
Traffic Class

Control

QoS
Specific Routes
Blacklists
Privilege Lists
Additional Controls

DEVICES

Qos 1

NETWORK

1Pva | 1Pv6

* enable  Dissbie | Enable Bandw
Group Total Downlink 100 Mbps ¥
Group Total Uplink 100 Mbps ¥
Individual Maximum Downlink 1 Mbps ¥
Individual Maximum Uplink 1 Mbps ¥
Individual Request Downlink 512 Kbps ¥
Individual Request Uplink 512 Kops ¥
*(Unlimit: 0, Range: 1-999)

o Apply 0 Cancel

UTILITIES STATUS

dth Control
Total Group Traffic

Each User’s Minimum Traffic

4.10.2

Go to Users > Policies > Policy 2 profile to check each of the profile numbers.

Groups
Authentication Servers
Internal Authentication
External Authentication
On-Demand Accounts
Schedule

Policy Configuration

Firewall

Privilege

QoS

Specific Routes
Blacklists
Privilege Lists
Additional Controls

Staff Users = Policy 2 profile configuration

Policy Configuration

Policy Name

Firewall Profile
Privilege Profile

QoS Profile

Specific Route Profile

Prefer DHCP Pool

SYSTEM USERS
ation
-‘Pohcyl \
Specific Route 2 v |
None ~ |
@ Apply

DEVICES NETWORK

@ cancel

UTILITIES

STATUS
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Go to Users > Firewall and select Firewall 2 to configure User Firewall Rules to

block a user’s access to an |IP Address or Web Domain.

Groups

Authentication Servers
Internal Authentication
External Authentication
On-Demand Accounts
Schedule

Polides

Configuration

ze
Qos
Specific Routes

Blacklists

Privilege Lists

Additional Controls

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS

Firewall Configuration

Firewall Profile Name Firewall 2
Service Protocols Configure = de > > !

Click Configure to create Firewall Rules to Allow/Block
User Firewall Rules Conf

Mo Aoevch R 1) — access to an IP Address or Domain Name

@ Apply € cancel

Click the Add button to create a new Firewall Rule.

Groups
Authentication Servers
Internal Authentication
External Authentication
On-Demand Accounts
Schedule

Policy Configuration

Privilege
Qos
Specific Routes
Blacklists
Privilege Lists
/Additional Controls

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS
Main ; Users » Policies » Firewall Configuration

Firewall Profile 2 - Firewall Rules

aewm Enable | Disable |  Click Add to create a Fuewall Rule

Rule Name Schedule | Operation
e

(Total:0) seFirst «Prev Nexts Laste Go to Page| v | (Page:1/1) Row per Page:[20 v

Configure a new Firewall Rule (BlockFacebook) with preferred Source and

Destination.

Groups
Authentication Servers
Internal Authentication
External Authentication
On-Demand Accounts
Schedule

Poiicy Configuration

Firewal!

Privilege

Gos

Specific Routes
Blacklists
Privilege Lists
Additional Controls

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS

Main » Use

Policy Configuration , Policies » Firewall Configuration » Firewall » Edit Filter Ru

Policy 2 - Edit Filter Rule

Rule Number new
Rule Name BlockFacebook | Enter RU|e Name
Source Interface/Zone ALL v
Select the Souce Interface/Service Zone and the IP Address/Subnet
|P Address M 0.0.0.0
Subnet Mask 0.0.0.0/0) MaSk‘
MAC Address 0.0.0.0/0.0.0.0 means all source IP Addresses
Destination [TErTacerZone T %
Select the Destination Interface/Service Zone
Domain Name v Fww facebook.com
SR 355.255.255.255 032 Select either IP Address or Domain Name
Service Protocol ALL v
Action [ stock Opass ]  Select to Block or Pass traffic from
Schedule ® Always O Recurring O One Time

Source to Destination

@ Apply € cancel

Check the checkbox and click the Enable button to Activate & Enable the

Firewall Rule.
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SYSTEM USERS DEVICES NETWORK UTILITIES STATUS

Gooups Main , Users » Pol

rewall Configuration » Firewall
Authentication Servers
Internal Authentication Firewall Profile 2 - Firewall Rules

External Authentication

On-De d A its = 2
s;e:::n = oisanie | Check the Firewall Rule & click Enable

o | o
Policy Configuration Status Rule Name Schedule | Operation
S Destnaton e

ANY

Add | Delete

Privilege v facebook.com
D 1 Disabled Block BlockFacebook ALL always Move
Qo5 ALL ALL
Specific Routes
Blacklists (Total:1) seFirst «Prev Nextw Lastss Goto Page |1 v | (Page:1/1) Row per Page: {20 v
Privilege Lists

Additional Controls

Go to Users > Policies > Privilege 2 to configure the Maximum Concurrent

Sessions of each user under this Policy. (Default = 500)

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS
ol Main > Users » Policie
Authentication Servers
Internal Authentication Select Privilege Profile [Priviege2 v
External Authentication
On-Demand Accounts Privilege Configuration
Schedule
Policy Configuration Privilege Name Privilege 2
Firewall Password Change Allow @ Disallow.
[ e ] Maximum Concurrent Sessions sess\ors perusen Configure preferred value for Maximum Concurrent Sessions
QoS
Epeclel Disable timeout for this group Enabled © Disabled
Blacklists
Privilege Lists @ Apply € cancel

Additional Controls




4.11Users — User Groups Configuration

Go to Users > Groups > Configuration and select Group 1 to configure the Group
parameters, Service Zones Group 1 is allowed access to and the Policy Profile

applied when an account in this group connects to the specified Service Zone.

Here we rename the Group Name of Groupl as Guest, with 2 for Number of

devices which are allowed to login, and assign Policy 1 for Default Service Zone.

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS

[ G oup Configuration

Select Group Select Group to configure
Srotpheme Rename Group

Remark

Number of devices which are Configure # of allowed devices to login with 1 account simultaneously

allowed to login

Blacklists
Privilege Lists

Additional Controls Allow to logout other devices when

exceeding the maximum amount [ Enabled
of devices

issbed | Enable/Disable logging out other devices

Zone Permission Configuration & Policy Assignment

[rwe | e e mewa |

Schedule 1 v Schedule 1 v Configure Group's premission
Service Zone : Default Policy 1 v Policy1 v to access Service Zone's
SHe 2ongi S| Boliy) i network and Policies
Service Zone : S22 policy 1+ Policy1 v
Service Zone : SZ3 Policy 1 v Policy 1 v
Service Zone : 524 Policy 1 v Policy 1 v

Here we select and rename Group 2 as Staff, with unlimited Number of devices

which are allowed to login, and assign Policy 2 for Default Service Zone.

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS
CCEE Goup Configuration
Oven
Select Group

Remark

Number of devices which are

allowed to login

Blacklists

Privilege Lists

Additional Controls Allow to logout other devices when
exceeding the maximum amount  [® Enable
of devices

Zone Permission Configuration & Policy Assignment

I T S R TN

Schedule2 Schedule2 v
| ) Service Zone : Default P Policy2 v |

+SEY P Policy2 v

:s22 Policy2 v Policy2_+

sz3 Policy2 v Policy2 +

1524 Policy2 v Policy2 v

Service Zone : SZ5 Policy2 v Policy2 v

Go to Users > Groups > Overview to check if the authentication and group

relationship are correctly mapping here.

27



Groups

Configuration
Authentication Servers
Internal Authentication

External Aut ication

SYSTEM

Main » Users » Groups » Overview

This page gives a summary of which Authentication Servers are used for
the corresponding Group.

Group Overview

On-Demand Accounts
Schedule

Policies

Blacklists

Privilege Lists

Additional Controls

Group Name

DEVICES NETWORK

UTILITIES

Authentication Type

STATUS

Guest Group is the Default
Group for all Authentication
Types including the Guest
Authentication

Guest

Staff
Group 3
Group 4
Group 5
Group &
Group7

Group &

Billing Plan 1
Billing Plan 2

Guest

POP3-Server 5
RADIUS-Server 2-Default
LDAP-Server 4-Default
NT Domain-Server 3

Local

28



4.12 Use WAPM on EWS to manage ECW

Go to Devices, Enable Wide Area AP Management and click Enter to configure

WAPM.

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS
Main » Device Management
Welcome to Device Management
Wide Area AP Management
Click the Disable Hyperlink and select Enable & Apply
Local Area AP Management Disable Wide Area AP Management @ vavk © Disiin
i Enter
Wide Area AP Management Gty © cance

Switch Management Disable

4.12.1 Edit WAPM Templates

Go to Devices > Wide Area AP Management » Template, rename the Template

Name then apply, configure each item.

SYSTEM USERS NETWORK

AP List

Main » Device Management > Wide Area AP Management : Template
Map
AP Grouping Template AP Setting
Template
'WDS List
. v

Backup Configuration Select Template 1: Template 1
Firmware Template Name I HQ-AP Apply
CREWAR Country Code USA v
Rogue AP Detection 5

General Settings Configure
AP Load Balancing

VAP Configuration Configure

Security Settings Configure

Advanced Wireless Settings Configure

Hotspot 2.0 Settings Configure

Firewall Settings Configure

UTILITIES

STATUS
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General Settings

Select each card and check if the parameters are able to fit the network. After

edit, click the Apply to save the configuration.

SYSTEM USERS

AP List Main > Device Mar

Map
AP Grouping

WDS List

Backup Configuration RF Card Name

DEVICES NETWORK UTILITIES STATUS

anagement s Template » General Settings

General Settings - 1: Template 1

Select and edit RF CARD A (2.4G), RF CARD B (5G)

Firmware Band

CARWAF. Short Preamble

Rogue AP Detection
Short Guard Interval
AP Load Balancing
Channel Width
Channel

Max Transmit Rate
Transmit Power
ACK Timeout
Beacon Interval
Airtime Fairness

Packet Delay Threshold

Idle Timeout

Band Steering

802.11g-802.11n v | [Jpure 11n
Disable ® Enable
Disable ® Enable

20MHz ¥

6 v

Auto b

Levell v Confirm the setting are suit for network

0 *0- :Auto, Unit:4 micro seconds)

100 millisecond(s) *(100 - 500ms)

Disable @ Fair Access Preferred Access
1000 |millisecond(s) *(100 - 5000ms, 0:Disable)
300 second(s) *(60 - 60000)

® Disable © Enable

Aggressive

VAP Configuration

SYSTEM

USERS

AP List Main »

Map

VAP Configuration - 1

AP Grouping

WDS List

Backup Configuration Profile Name

Firmware VAP
CAPWAP Profile Name
Rogue AP Detection

AP Load Balancing

ESSID
Uplink Bandwidth
Downlink Bandwidth

VLAN ID

Uplink 802.1p
CAPWAP Tunnel Interface

Service Zone

DEVICES UTILITIES STATUS

t: Template ; VAP

: Template 1

Select Profile of VAP

Select to enable this VAP

Disable ® Enable

Assign a Profile Name

Assign a SSID

(V] Kbits/s *(1-1048576, 0:Disable)
(V] Kbits/s +*(1-1048576, 0:Disable)

Disable '® Enable

VLAN IDI1000 *(1-4004)

Best Effort (BE) v

Select Complete Tunnel and
Service Zone, and the VLAN

Complete Tunnel ¥

n26 M

ID will auto-change

Q Apply Q Cancel

We can use same procedure to configure other VAP.
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Security Configuration

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS
AP List Main » Device Management » Wide Area AP Management : Template » Security Settings
Map
AP Grouping Security Settings - 1: Template 1

e

WDS List

Backup Configuration Profile Name
Firmware Security Type
CAPWAP

Rogue AP Detection

AP Load Balancing

If you would like to use 802.1x authentication, please select WPA-Enterprise.

RF Card A:VAP-1 ¥

open Select the Profile and choose the Security Type

o Apply Q Cancel

Advanced Wireless Configuration

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS
AP List
Map
AP Grouping Advanced Wireless Settings - 1: Template 1

WDS List

Backup Configuration Profile Name

Firmware RTS Threshold

CAPWAP Fragment Threshold

Rogue AP Detection
DTIM period

AP Load Balancing
Consecutive Retries Threshold
Broadcast 551D
Wireless Station Isolation
WMM
IAPP
Multicast-to-Unicast Conversion
TXSTBC
Multicast/Broadcast Rate

Management Frame Rate

Receving RSSI Threshold

RF Card A:VAP-1 ¥
2346 | *(1-2346)

2346 | *(256 - 2346)

1 H1215)

5 *(2- 50, 0:Disable)

Select to broadcast the SSID or not

If you allow the clients connect to this SSID could access each other,

Disable ® enable  Please disable it
Disable '® Enable

® Disable ) Enable
Disable ® Enable

5.5M ¥

55M ¥

80 *(-95 ~ 0, O:disable)

o Apply 0 Cancel
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4.12.2
Enable CAPWAP in EWS

Establish CAPWAP Tunnel from AP to EWS

Go to Devices > WAPM > CAPWAP

SYSTEM USERS DEVICES NETWORK UTILITIES

AELISE Main > Device Management s Wide Area AP Management> CAPWAP
Map
AP Grouping CAPWAP Configuration
Template
WDS List
Backup Configuration ICN"WAP Status ® Enable © Disable I
Firmware Apply Certificate to APs | DEFAULT v |
CAPWAP IP Address For Control Channel 1 00.64.144.254
Rogue AP Detection R CE e Sl T h

IP Netmask For Control Channel | 255.255.255.128 (125) v |
AP Load Balancing =% PR

Control Channel IP Range 100.64.144.1 ~ 100.64.144.253

@ Apply € cancel

STATUS

Go to AP > System » CAPWARP, and edit CAPWAP Configuration then apply
and reboot. Please make sure AP’s uplink could reach AC, otherwise the
CAPWAP tunnel cannot build.

®e 9 Y -~ =

SYSTefm Wireless Firewall Utilities Status
Geneml\{ Network Interface \J Port \J Management\-{ CAPWAP \I IPv6 ' Operating Mode\
Home > System = CAPWAP Configuration
CAPWAP Configuration
I CAPWAP :| O Disghle ® Enablel Enable CAPWAP
Certificate Date Check :| ® Disable © Enable| Manage Certificates
DNS SRV Discovery :| ® pisable O Enable
DHCP Option Discovery :| ® pisable O Enable
Broadcast Discovery :| ® pisable O Enable
Multicast Discovery :| @ pisable ) Enable
|Static Discovery : | O pisable ® Enable | Enable Static Discovery
Pri. AC Address Remark
1 [ [10.201.5.117 | Fillinwantlofac |
2 | | | |
3 | | | |
4 | | | |
5 | | | |
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After Reboot, the AP would auto connect to EWS, the overview page could
confirm the status of CAPWAP. Also, could monitor this at AP List from EWS.

|

System

>

Wireless

N -

Firewall Utilities ISTatUs]

Overview \[\[nterfaces\[ Associated CIiEnts\[ Link Status\[ Event Lug\[ Monitor \

Home > Status > System Overview

System Overview

- @ System

System Name
Firmware Version
Build Number
Location

Site

Device Time
System Up Time
CPU/RAM Usage

Operating Mode

TS-Joyce

3.42.10
1.36.2.6-1.8992.2.7
Taipei, Tiawan

EN-A

2017/07/03 16:33:56
0 days, 12:33:37

48,08% / 30.62%

AP

@ Radio Status

RF Card MAC Address Band Channel TX Power
RF Card A 00:1F:D4:04:F8:04 802.11g+n 11 28 dBm
RF Card B 00:1F:D4:04:F8:0B 802.11ac 36 17 dBm

MAC Address
IP Address
Subnet Mask

Gateway

@ LAN Interface

00:1F:D4:04:F8:08

102.168.5.246

255.255.255.0

192.168.5.252

4) AP Status

RF Card Name :[RF Card A ¥

Profile Security  Online
Name BSSID ESSID Type Clients

VAP-1 00:1F:D4:04:F8:0A Cip-802.1x WPA-Enter... 1

@ CAPWAP

ol 1Pv6

Status

Data Channel

Run(10.201.5.117)

Active

Status Disabled
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4.12.3

Applying the template

Select the APs and click Applying template to configure multiple APs at the

same time.

Map

AP Grouping
Template

WDS List

Backup Configuration
Firmware

CAPWAP

Rogue AP Detection
AP Load Balancing

Apply Setting = Google Chrome:
@® 10.201.5.117/¢ shtml?refer_pe
Apply Settings
SYSTEM USERS DEVICES L
Main » D AP List @ Apply template
Select Template | 1:HQ v
AP List
Change password
New Password * up to 32 characters
Type Al Y Re-enter New
Status All Y Password
Tunnel None v
Name v | Search @ Apply € cancel
‘ >
Add | Delete | AddtoMap/FloorPlan | Backup Config | Restore Config | Upgrade Reboot

I I e e e

EAPT60 4F3

System Overview ¥

10.71.5.130 00:1F:D4:03:10:9C Overview 5 o] T e
L Edit] | Go|

e RUN  3.42.10

(Total 1) teFirst «Prev Next= Last#! GotoPage|1 ¥ Row per Page |80 v

After click Apply, the status of AP would become Applying.

Map

AP Grouping
Template

WDS List

Backup Configuration
Firmware

CAPWAP

Rogue AP Detection
AP Load Balancing

SYSTEM

USERS

DEVICES

NETWORK UTILITIES STATUS
Main > Device Mana W
AP List
Type EAP7G0 v
Status All v
Tunnel Nane v
Name ¥ | |4F3 Search
Refresh Interval | Disable Auto Refresh ¥ | Refresh
Add | Delete | AddtoMap/Floor Plan | Backup Config | Restore Config | Upgrade | Apply Settings | Reboot

O I e ey e e T

tem Overview v

(Total 1) meFirst «Prev Next= Last#l GotoPage|1 v

EAPT60 4F3 10.71.5.130 00:1FD4:03:10:9C Overview 5 Applying 0 RUN 34210

Row per Page |80 ¥

izard ?Help Blogol
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When AP successfully been applied, the status would become online and you
can click Go button to access the web page of AP.

Map

AP Grouping
Template

'WDS List

Backup Configuration
Firmware

CAPWAP

Rogue AP Detection
AP Load Balancing

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS

Main ; Device Management » Wide Area AP Management» AP List

AP List
e
Status All
Tunnel
‘Name v ‘ | | Search

Refresh Interval | Disable Auto Refresh v | Refresh

Add | Delete | AddtoMap/Floor Plan | Backup Config | Restore Config | Upgrade | Apply Settings | Reboot

I O O e e e e e

System Qverview v

) EAP760 4F2 10.71.5.130 00:1FD4:03:10:9C Overview 1 Online [ RUM 24210
0
(Total 1) BeFirst & Prev Next< Last#l Goto Page Row per Page
System Wireless Firewall Utllities Sratlls

overview \( Interfaces ‘J Associated Clients ‘J Link Status ‘J Event Log \( Manitor \

Home > Status > System Overview

System Overview

@ System @ Radio Status
System Name |4F3 RF Card MAC Address Band Channel TX Power
RF Card A 00:1F:D4:03:10:9E 802.11g+n B 28 deém
Firmware Version 3.42.10
RF Card B 00:1F:D4:03:10:9F 802.11ac 36 17 dBm
Build Number 1.36.2.6-1.8992.2.7
Location
Site EN-A
Device Time 2017/06/30 01:20:32
System Up Time 0 days, 0:13:41
CPU/RAM Usage 1.96% / 29.15%
Operating Mode AP
@ LAN Interface !’ AP Status
MAC Address 00:1F:D4:03:10:9C
RF Card Name :[RF Card A ¥
IP Address 192.168.5.247
Profile Security Online
Subnet Mask 255.255.255.0 Name BSSID ESSID Type  Clients TUN
Gateway 192.168.5.252 VAP-1 00:1F:D4:03:10:9E  =ehpmumms Open 0

If SSID contain tunnel (It must be configure with template),
would show green check icon

@ caPwaP o 1Pv6

Status Run(10.201.5.117) Status Disabled
Data Channel Active
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4.13 1+1 High Availability for Service Redundancy

4.13.1

Configure EWS#1 HA

First, we need to check System time, go to SYSTEM > General > System, and
use the main EWS as NTP server.

WAN

IPv6

LAN Ports

High Availability
Service Zones

Port Location Mapping
PMS Interface

SYSTEM USERS

System Time

Current Time

Time Zone

Time Update

DEVICES NETWORK UTILITIES STATUS
(GMT+08:00)Taipei
® NTP Manually set up

NTP Server 1: time.nist.gov

NTP Server 2: ntp1.fau.de

NTP Server 3: clock.cuhk.edu.hk

NTP Server 4: \ntps1.pads.ufrj.br

NTP Server 5: ntp1.cs.mu.0Z.AU
| # se this controller as an NTP server |

Q Apply 0 Cancel

Go to SYSTEM > High Availability, and Enable the High Availability at EWS#1
After Apply then reboot.

General

WAN

IPv6

LAN Ports

High Availability
Service Zones

Port Location Mapping
PMS Interface

4.13.2

SYSTEM

Configuration

Status

Number of Active(s)
Mode

HA Port IP Address

HA Port Subnet Mask
Peer IP Address

Shared Key

Action

USERS

DEVICES

NETWORK UTILITIES STATUS

Enable the High Availability

Select Number of Active

® Active Standby I Select Active/Standby

172.31.0.1
255.255.0.0

172.31.0.2

HA Port IP address, do not duplicate with
other service zone network segment

Sync & Swap

@ Apply

o Cancel

Configure EWS#2

Please make sure EWS#1 boot up successfully before configuring EWS#2.
Same as EWS#1, go to SYSTEM > High Availability, enable High Availability

and select Standby. After click Apply, before reboot, make sure the LAN1 port
of both EWS are directly connect.
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General

WAN

IPv6

LAN Ports

Service Zones

Port Location Mapping
PMS Interface

4.13.3

Configuration

Status

Number of Active(s)
Mode

HA Port IP Address

HA Port Subnet Mask
Peer IP Address

Shared Key

Action

Confirm HA status of both EWS

Click “Goto” to access the standby page.

Current Status

Dedicated Port
Status
Link to Peer’s Ul

Version

Active

----

4.14 Reporting

DEVICES NETWORK UTILITIES STATUS
Enable the High Availability
Select Number of Active
Active ® Standby I Select Active/Standby
172.31.0.1 ‘ HA Port IP address, do not duplicate with
255.255.0.0 other service zone network segment
172.31.0.2
Sync & Swap
o Apply o Cancel
Current Status standby
Dedicated Port LANT
Status Peer 1s detected
GO Version

EWS Controller can automatically send various kinds of user and/or system
related reports to configured E-mail address, SYSLOG Server, or FTP Server.

4.14.1 Notification

Go to STATUS > Reporting > Notification, click the check box and select the

interval
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SYSTEM USERS DEVICES NETWORK UTILITIES STATUS

System Summary Main » Status ; Reporting » Notification Serings
Interfaces
Monitor Users Notification Settings
WIFI Monitor
Process Monitor
1 74 i 4 5 Detail f Test
Nai on Settings Monitor IP Report W 0 0 0 0O P 4K MIA /A 1Hour v
FIP Settings Local Users Log B S VAR 1Hour v
EMIRSETeS On-Demand Users Log B N Vi B o/ 1Hour v
Ses:::‘:i':emngs Guest Users Log Bl E B B8 [ W4 1Hour ¥
DHCP Leases Roaming Out Users Log [ R ] V4 B o V4 1Hour ¥
Routing Tables Roaming In Users Log Bl 8 8. V4 K s 1Hour ¥
External Users Log Bl BB S P 4k B 4 1Hour ¥
Social Media Users Log (A R R | P4 4 B4 1Hour ¥
Session Log e N 4 4 oL 1Hour ¥
Firewall Log (I B B | P 4K B4 MIA 1Hour v
High Availability Mode Change (A R R | P 4 ks N/A MIA N/A

4.14.2 FTP Setting

Go to STATUS > Reporting > FTP Setting, configure the FTP Settings. After
configure, you can click test to confirm it.

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS

System Summary Main » Status » Reporting » FTP Settings
Interfaces
Monitor Users FTP S :
WIiFI Monitor ettl ngS
Process Monitor s e
Logs & Reports ill i
e Primary FTP Server IP Address 10.2.103.162 Fill in the IP Address,Port of
Reporting yor FTP server
Notification Settings Port 21
FIP Sewings | Login Anonymous @ Normal If the FTP server
SMTP Settings need to login, fillin
: Username admin
Syslog Settings the username and
Sesslons Password password
DHCP Leases
Send Test File send Send the test file to confirm the configuratoin
Routing Tables
Secondary FTP Server IP Address
Port
Login ® snanymous ) Normal
Send Test File Send
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4.14.3

SMTP Setting

Go to STATUS > Reporting > SMTP Setting, configure the SMTP Settings.

System Summary
Interfaces
Monitor Users
WiFi Monitor
Process Monitor

Logs & Reports

Notification Settings

FTP Settings

SYSTEM

Main s

USERS

Status »

SMTP Settings

I SMTP Setrings

Syslog Settings
Sessions
DHCP Leases
Routing Tables

System Summary
Interfaces
Monitor Users
WiFi Monitor
Process Monitor
Logs & Reports
Notification Settings
FTP Settings
SMTP Settings
Syslog Settings
Sessions
DHCP Leases
Routing Tables

4.14.4

Systern Summary
Interfaces
Monitor Users
WIFi Monitor
Process Monitor
Logs & Reports
Reporting
Notification Settings
FTP Settings
SMTP Settings

Sessions
DHCP Leases
Routing Tables

Main » Status » Repol

SMTP Server

Encryption

Authentication

Sender E-mail Address

Receiver E-mail Address

SYSTEM

Notificat

rting > N

Notification Settings

Monitor IP Rej

Select Receiver
Recelver E-mall Address(es)

112

DEVICES

Reporting » SMTP Settings

Server Address

NETWORK

UTILITIES

[10.24.25

Port 25 =
@ Disable ©TLS © S5L

Password

Account Name |admm

|+

controller@example.com i

Receiver 1 admin@example.com

Receiver 2 |manager@example.com |
Receiver 3 | |
Recejver 4 | |
Recejver 5 | |
DEVICES NETWORK UTILITIES

3 4 5 Detail/Test

port

Local Users Log H | =

On-Demand Users Log

Guest Users Log

Roaming Out
Roaming In Ut

External User:

Social Media Users Log

Session Log
Firewall Log

High Availabil

Local Area AP Status Change

Main ; Status > Repo

Users Log ) | @
sers Log ]

s Log

ity Mode Change

ASAYANAVA VAN VA VANANANAS
CGEGEEEEEELREREE G

SYSTEM

SYSLOG Set

rting

SYSLOG Settings

USERS

Syslog Setting

DEVICES

N/A N/A
/7 W4
V4 ars
/ s

ars /
/7 as

ol 4 s
/ ars
/7 ars
Vg N/A

N/A N/A

N/A N/A

NETWORK

SYSLOG ® Enabled O Disabled | Enable SYSLOG function
SYSLOG Server Server 1
IP Address|[10.2.30.30 |
port|[514
Server 2
IP Address: ‘
Pcn:i
Severity Level Select Severity Level
@ Apply € cancel

STATUS

Click test to confirm the Notification e-mail could receive
o0

1 Hour
_——— Select the sending interval
|1 Hour
1 Hour
(1 Hour
[1Hour ]
1hour v
'1Hour
|1Hour v|
[1Hour v|
1 Hour v |
N/A
[2Mins v

UTILITIES

Fill in IP and port of SYSLOG Server
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SYSTEM USERS DEVICES NETWORK UTILITIES

System Summary
Interfaces
Monitor Users
‘WIFi Monitor

Process Monitor

Logs & Reports

Notification Settings

FTP Settings
SMTP Sertings
Syslog Settings
Sessions
DHCP Leases
Routing Tables

Main » Status » Reporting » Notification Setfings » Local Us:

Local Users Log SYSLOG Settings

Tag local Determine the Tag, Serverity and Facility
Severity informational ¥
Facllity local 0 ¥

Q Apply 0 Cancel

Notification Settings

Click pencil to edit the information of Local Users Log

T e ot st oo

11 23| 4| 5 | DetallfTest

Manitor IP Repert F dIi MiA A 1Hour v
Local Users Log F i £l rd l1Hour
On-Demand Users Log P AL Fd P4 1Hour ¥
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