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1 Introduction

MAC address-based access control grants or denies users’ access to the network based on the MAC
addresses of users’ devices. On the controller, there are three types of MAC address-based access
control available — MAC Authentication (by Service Zone), MAC Privilege List, and MAC Access Control
List. In this guide, mechanisms of these different MAC address-based access control options are
explained and a comparison between them is given. Possible scenarios for these MAC address-based
access control options are also illustrated. Moreover, step-by-step configuration guides are provided

to facilitate the configuration process.

1.1 Access Control Mechanisms

Access Control Type Mechanism

MAC Authentication is to be used in conjunction with a RADIUS server
configured on the controller. When enabled, if the connected device has
MAC Authentication its MAC address stored on the RADIUS Server, the controller will
automatically authenticate and grant network access to provide

transparent login.

MAC Privilege List is one of the three types of Privilege List supported by
the controller, where the other two are IP Privilege List (based on IPv4
address) and IPv6 Privilege List (based on IPv6 address). Devices added to
MAC Privilege List the MAC Privilege List are readily granted network access and require NO
authentication. Note that devices on the IP Privilege List can be assigned
to a Group, but devices on the MAC Privilege List can NOT be assigned to a

Group.

When enabled, MAC Access Control List (or ACL) either allows or denies
access to the Login Page based on List Type — Allow, Deny or Disable.
When the List Type is “Allow”, the list can be considered as a whitelist
MAC Access Control
because only the MAC addresses on this list can access the Login Page.
List
When the List Type is “Deny”, the list can be considered as a blacklist.
Note that devices on the MAC Access Control List when the List Type is

“Allow” or “Disable” also can be assigned to a Group.




1.2 Comparison
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Group Assignment

Access Control Login Page
Authentication | and Policy User Monitoring™*
Type Display
Enforcement
MAC Monitor Users >
No Yes Yes
Authentication Online Users
Monitor Users >
MAC Privilege List | No No No Non-Login
Devices
Yes if List Type | Yes if List Type | Yes if List Type is If List Type is
is “Disable” or | is “Disable” or | “Disable” or “Disable” or
MAC Access
“Allow”; No if “Allow”; No if | “Allow”; No if List “Allow”:
Control List
List Type is List Type is Type is “Deny” Monitor Users >
“Deny” “Deny” Online Users

* After the user has been granted network access

1.3 Use Case Scenarios

Access Control Type

Scenarios

MAC Authentication

etc.)

802.1X authentication.

1. Can be used to provide transparent login as an alternative to

2. Can be used as an alternative to web-based authentication for

devices that do not support browsers (e.g. IP cameras, printers

3. Can be used to grant network access for a specific group of

devices (e.g. administrative PCs) for convenience.

MAC Privilege List

etc.)

1. Can be used as an alternative to web-based authentication for

devices that do not support browsers (e.g. IP cameras, printers
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1. Can be used to prevent unwanted access to the Login Page to
MAC Access Control List _ , ,
provide better security and higher system performance.

2 Configurations
2.1 MAC Authentication

a. Goto Main Menu > SYSTEM > Service Zones; in this sample case, “Default” Service Zone is

selected.
USERS NETWORK UTILITIES STATUS
General Ml Site s Zrine
WAN
1Pv6 Service Zone Settings

LAN Ports
Service Zones

e
T Mapping IP Address IPv6 Address | VLAN Tag Default Auth. Option DHCP Pool
PMS Interface
— F 192.168.1.1 ~
T 192.168.1.254 N/A NFA Server 1 N/A 192.168.1.100

1722101 ~
521 17221.0.254 NIA 1 Server 1 A
D 2 RORE 172210100
s 1722201 ~
522 172.22.0.254 N/A 2 S 1 N/A
D St 172.22.0.100

Figure 2.1a — To Configure Default Service Zone

b. Scroll down to “MAC Authentication” of Default Service Zone and enable this option. By

default, the back-end RADIUS server is “Server 2” (configured in the Auth. Option for

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS
General MAC Authentication ® Enabled ' Disabled
WAN 1
VAC Auth. Serve
IPv6
LAN Ports e 4
&
Port Location Mapping SIP Interface Configuration Enabled ® Disabled
A WISPr Settings Configure
Server 1 LOCAL local . el
| Server 2 RADIUS radius el |
Server 3 NTDOMAIN ntdomain «v
Server 4 LDAP Idap el
Server 5 POP3 pop3 v
Mn Namand ARINChAARN Andamsand L

Figure 2.1b — MAC Authentication

For MAC Authentication to work, a pre-existing database of MAC addresses of the devices
that are allowed on the network must be created and maintained in the associated RADIUS
server. In other words, the MAC address (as both username and password) of each user
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device must be created in the account database of the RADIUS server beforehand.

For instance, the following screenshot is a sample configuration file of FreeRADIUS, which
includes an account “accc8edeald7/accc8edeald?” for the device with the MAC address of
“AC:CC:8E:4E:A1:47”. Note that username/password is in the format “aabbccddeeff” (no need
to specify ":" or "-" contained in the MAC address).

[FreeRADIUS-Server:~]$ cat users

acccBedeald7 Cleartext-Password := "acccBedeald7"
Session-Timeocut = 3600,
Idle-Timeout = 600,
Acct-Interim-Interval = 60,
Reply-Message = "MAC-Auth-Account”

testusero0l Cleartext-Password := "testpassOl"
Session-Timecut = 3600,
Idle-Timeout = 600,
Acct-Interim-Interval = 60,
Reply-Message = "Test-Account”

Figure 2.1c — Sample Configuration File of FreeRADIUS Account Database

When a device is connected to the network, the controller will automatically obtain the MAC
address from the system "ARP table", and perform authentication against the RADIUS server
using the standard RADIUS protocol.

2.2 MAC Privilege List

Go to Main Menu > USERS > Privilege Lists > MIAC Privilege List

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS

Groups Wain » Users » Privilege List
Authentication Servers
Internal Authentication MAC Privilege List
External Authentication
On-Demand Accounts
Add... | Delete | Backup List | Restore List Search MAC
Schedule P =
o
Blacklists
1 AC.CC:BEAE:ALAT Video Cam

Privilege Lists

1P Privilege List 2 00:11:22:33:44:55 Administrative PC

1PV Privilege List S A i

(Totak:2/2000) 1+First «Prev Next# Last+1GotoPage|1 ¥ | (Page:1/1) Row per Page: (10 7|
MAC Privilege List A ST

Additional Controls
Figure 2.2a — MAC Privilege List

Users’ devices on this MAC Privilege List are granted the network access automatically —i.e.
users not required to enter username/password in a web browser in order to access the
network.
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2.3 MAC Access Control List

a. Go to Main Menu > USERS > Additional Controls, and scroll down to “MAC Access Control

List” section.

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS

Groups
Authentication Servers SesslonTimeatie 120 | rinife(e) fe-4a20e)
Internal Authentication Idle Timeout 10 | minute(s) *1-5040)
External Authentication Interim Update 5 | minute(s) #1-120)
On-Demand Accounts it Default CERT ¥
ertificate efault v
Schedule R =T
Policles = i
FETD Remaining Quota Reminder
Privilege Lists
Gl Time and Cut-off Reminder Enable ® Disable
Volume Reminder Enable '® Disable
Reminder Refresh Time ® 10mins 15mins 20mins

MAC Access Control List

MAC Access Control List Configure

Q Apply Q Cancel

Figure 2.3a — MAC Access Control List Configuration

b. Click Configure to enter the configuration page.

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS

Groups Main » Users » Additional Control » MAC
Authentication Servers
Internal Authentication |LlstType ® Allow © Deny Disablel Apply

External Authentication
On-Demand Accounts

Access Control List

Schedule
Policies
Blacklists Add MACs | Delete | Backup List | Restore List
Privilege Lists
e | D R
3 1 7&24:AF:3CD2:F
(Total:1/200) 1+First « Prev Next= Last#! Goto Page |l_'| (Page:1/1) Row per Page‘|20 |

Figure 2.3b — MAC Access Control List

By “List Type”, MAC ACL is used to grant or deny users’ access to the Login Page (Captive
Portal Page) upon entering any URL in a web browser --

Allow: This list acts as a “White List”, i.e. only users’ devices on this MAC ACL are allowed to
see the Login Page.

Deny: This list acts as a “Black List”, i.e. only users’ devices on this MAC ACL are not allowed to
see the Login Page (in this situation, users will see a blank page upon entering any URL in a
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web browser).
Disable: This list, by default, is disabled, i.e. each user device is allowed to see the Login Page.

3 Remarks

Please contact Technical Support Team for additional inquiries.
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