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EWS Controller as RADIUS Server

1. Introduction

The article is aimed at explaining the setup of a powerful feature of the EWS Controller — its ability to
act as a RADIUS server for different applications. In this article, two scenarios will be illustrated: using the
EWS Controller as an external RADIUS server (Local and/or On-Demand databases) for a remote
gateway and using the EWS Controller as a RADIUS server in 802.1X authentication (transparent login).
Note that for the first scenario, the remote gateway can be a EWS Controller or a third-party controller,

and multiple remote gateways can be setup. Detailed configuration are shown in the following chapters.

This technical guide provides the administrator with instructions on how to setup the scenarios

above for different applications. Verification from the client side is also shown in the end of the

document.
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2. EWS Controller as External RADIUS Server for Remote
Gateway

2.1 Network Architecture

The Local and On-Demand Databases of the EWS Controller act as an external RADIUS server for remote
gateway to service “Roaming Out” users. Note that in this scenario, the EWS Controller to be used as the

external RADIUS server is typically deployed on the WAN side of the remote gateway.

Roaming Out User
Roaming out user will be authenticated
via web-based login page, instead of
802.1x client window.

Roaming Out Account

61.121.22.11 61.12.2.16 UAM Login

hg-user1 @hg-radius

CHAP, PAP

Main Office Branch Office Roaming Out User

Internal RADIUS Authenticator Supplicant
(Local Database)

2.2 Device Preparation

Main Office Gateway: EWS Controller

Branch Office Gateway: EWS Controller
. Access Point: ECW/ECWO Access Point

Supplicant: notebooks or moblie devices
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2.3 Main Office Gateway Configuration

1. Create Local accounts in Local database

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS
oot Main Users , Ine on» Local Authentication » Local User List
Authentication Servers
Internal Authentication Local User List
Local
On-Demand
ke Add.. | Delete | BackupList | Upload | searcn

External Authentication

o T s e [ | [un | s oorn et |
1

Schedule

1 valid 1 Group 1
Policles
2 valid 2 2 Group 1
Blacklists
Privilege Lists E] valid k] E Group 1
Additional Controls
(Total:3/10000) 1&First «Prev Nexts Lastsi GotoPage|1 ¥ | (Page:i/1) Row per Page: |10 ¥

2. Enable Account Roaming Out feature and click on RADIUS Client Device Settings button

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS

Groups. Main s Users » Internal Authentication » Local Authentication
Authentication Servers
Internal Authentication Server No. |1 :Server1 ¥

Local

e Local Authentication

Guest
External Authentication

Local User List Configure

On-Demand Accounts
Schedule Account Roaming Out 1®) Enable Disable |
Policies B02.1X Authentication Enable ® Disable
Blackists RADIUS Client Device Settings
Privilege Lists

Additional Controls
o Apply 0 Cancel

3. Select Type as Roaming out, type in the WAN IP address of the Remote Gateway, and select the

appropriate subnet mask and type in a secret key. (e.g., 12345678)

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS
Groups Main » Users » Internal Authentication » Local Authentication » Roaming Out & 802.1X
Authentication Servers
Internal Authentication 802.1X Auth Setting
Local
On-Demand
Default Auth Server Disable ¥ |(The Auth server is for username only with ID, e g. user!
Guest %
External Authentication
On-Demand Accounts 2 . 2
RADIUS Client Device Settings
Schedule
Policles
Blacklists m IP Address Subnet Mask Secret Key SNMP Community
Privilege Lists =
1 [RoamingOut ¥ 6112216 25525500(116) ¥
Additional Controls
2 |Disable 5 255.255.255.255 /32) ¥
3 |Disable v 255.255.255.255(/32) ¥

2.4 Branch Office Gateway Configuration

1. Itis recommended to select “Leave Unmodified” for Username Format

¢  Leave Unmodified: EWS will directly transfer what client types in Username

T TRRRD——S—S—SSSS
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*  Complete: both the username and postfix will be transferred to the RADIUS server for

authentication

*  Only ID: only the username will be transferred to the external RADIUS server for

authentication

Groups
Authentication Servers
Internal Authentication

External Authentication

POP3

NT Domain

SiP

Social Media
On-Demand Accounts
Schedule
Palicies
Blacklists
Privilege Lists
Additional Controls

SYSTEM us|

Main ; Users ; Extel

Server No. |2:Server2 ¥

External RADIUS Se

Group

802.1X Authentication

DEVICES

rver Settings

Group 1 v

Enable @ Disable

NETWORK

UTILITIES

STATUS

Username Format

® Leave Unmodified

Complete (e.g. userl

stfix)

OnlylD (e.g usert)

NAS Identifier

NAS Port Type
Accounting Delay Time
Service Type

Class

Class-Group Mapping

19 | *(Defauit 19, Range:
o *(Deafuit: 0)

1 *(Default: 1, Range: 1~11)

Configure

2. The Main Office Gateway acts as Primary RADIUS Server. The related configuration follows the

network environment of main office gateway.

Groups
Authentication Servers
Internal Authentication

POP3

LDAP

NT Domain

5P

Social Media
On-Demand Accounts
Schedule
Policies
Blacklists

Privilege Lists

Additional Controls

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS
Retransmission Settings Number of Retries 5| *Defaui3)
Timeour 6 | *(Defaul &)
Primary RADIUS Server Authentication Server 61.121.22.11 *{Domain Name/IP Address)
Authentication Port 1812 #(Defauit: 1812)
Authentication Secret Ke)’ """" *
Authentication Protocol CHAP ¥
Accourting Service ® Enable O Disable
Accounting Server 611212211 *{Domain Name/IP Address)
ACCQUang Port 1813
Accounting Secret Key «
Secondary RADIUS Server Authentication Server (Domain Name/IP Address)
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3. Administrators should confirm the postfix of RADIUS authentication method on the Authentication

Servers page.

*  Notel: Make sure that the Local/On-demand postfix at main gateway is not duplicated in any

postfix on the remote gateway

Main Office Gateway Remote Office Gateway
Local @domain.com Local local
Ondemand od Ondemand ondemand
RADIUS radius RADIUS
NTDomain ntdomain NTDomain ntdomain
LDAP Idap LDAP Idap
POP3 pop3 POP3 pop3

*  Note2: If both the Local and On-Demand databases are configured as roaming out server,

please set the Postfix in the remote controller as “.” (dot).

SYSTEM

Groups Main isers s AUthentcation Server
Authentication Servers

USERS DEVICES NETWORK UTILITIES STATUS

Internal Authentication Authentication Servers
External Authentication
On-Demand Accounts
bl e i e
Policles 1 server 1 LOCAL local None
ERKle | 2 Server 2 RADIUS None |
Privilege Lists
3 Server 3 NTDOMAIN ntdomain None
Additional Controls
4 Server 4 LDAP Idap None
5 Server 5 POP3 pop2 None
SYSTEM USERS DEVICES NETWORK UTILITIES STATUS
Groups Main » Users » Authentication Servers ; Authentication Option
Authentication Servers
Internal Authentication Authentication Option - Server 2
External Authentication
On-Demand Accounts
ehad s Server No. 2
Policies Name Server2
Blacklists User Postiix
Privilege Lists
Remark
Additional Controls
Blacklist None M
Authentication RADIUS ¥
oAppIy OCancel

4. For instructions on other configuration on the EWS Controller, such as Service Zone, AP

Management, and Customized Login Page, please refer to the EWS User Manual.
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2.5 Client Side Verification

After a client connects to the SSID with RADIUS authentication service, a web-based login page will pop
up. For verification, the client enters “1@domain.com/1” as his or her username and password for
external RADIUS authentication. Since “1@domain.com/1” is the credential stored in the main office

gateway’s Local database, the client is authenticated successfully.

LOGIN

Username 1@domain.com

Password -

Remember Me

Device Logout
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3. EWS Controller as RADIUS Server in 802.1X Authentication
(Transparent Login)

3.1 Network Architecture

In this scenario, a client associates to the Wi-Fi network provided by the Access Point and logs in using a
local account and 802.1X authentication. As can be seen from the diagram, the Access Point acts as the
authenticator for the supplicant, which is the client, and the EWS Controller acts as the authentication

server.

Note that the Access Point is deployed on the LAN side of the EWS Controller, and the supplicant
associated to the Access Point is also on the LAN side. In this case, the EWS Controller grants network
access through itself to the supplicant after authentication. In other cases where the supplicant is on the
WAN side of the EWS Controller, the EWS Controller simply “roams out” accounts for authentication but
does not grant network access through itself after authentication. In these cases, please enable and
configure for “Account Roaming Out” rather than “802.1X Authentication” even though the supplicant is

using 802.1X authentication to be granted network access.

Roaming Out Account

10.201.40.5 10.201.7.60

user@local
(T 802.1X
| | _—
L) ===
RADIUS L o
Edgecore Controller AP 802.1X User

Internal RADIUS Supplicant

(Local Database)

802.1X Authentication _
(EAP-Request) -

3.2 Device Preparation

*  Gateway: EWS Controller to act as a RADIUS server in 802.1X authentication

o Access Point: ECW/ECWO Access Point to act as authenticator

*  Supplicant: notebooks or moblie devices




3.3 Gateway Configuration

1. Create Local accounts in the Local database

SYSTEM

Sy Main » Users , Inte
Authentication Servers
Internal Authentication

Local

On-Demand
s Add.. | Delete
External Authentication

On-Demand Accounts

Additional Controls

Local User List

Backup List

Schedule i i
Policles

2 valid
Blacklists
Privilege Lists 3 Valid

USERS

on ; Local Authentication , Lo

Upload

1 2

3 3

1

NETWORK UTILITIES

Group 1
Group 1

Group 1

(Total:3/10000) seFirst «Prev Next# Last#i Goto Page K2 (Page:1/1)
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STATUS

Search

Ceon o | e e |

Row per Page:[10 v |

2. Enable 802.1X Authentication, and click on RADIUS Client Device Settings button

SYSTEM USERS

Groups et e B e R T x
Authentication Servers
Internal Authentication Server No. | 1:Server 1 ¥

Local

G Local Authentication

Guest

One Time Password s

External Authentication

On-Demand Accounts

Account Roaming Out

Configure

DEVICES

NETWORK UTILITIES

Enable @ Disable

Schedule

| 802.1x Authentication

® Enable

Disable I

Policies
Blacklists
Privilege Lists

Additional Controls

| RADIUS Client Device Settings |

o Apply Q Cancel

STATUS

3. Select “802.1X” under Type, enter the WAN IP address of the Access Point (Access point acts as a

RADIUS authenticator), and select the appropriate subnet mask and enter a secret key. (e.g.,

12345678)

SYSTEM

Groups M Ui el AT

Authentication Servers
Internal Authentication

Local

On-Demand

Guest

One Time Password
External Authentication

On-Demand Accounts

Default Auth Server

USERS

802.1X Auth Setting

RADIUS Client Device Settings

IP Address

¥ 10.201.7.60

DEVICES

NETWORK UTILITIES

Local Authentication > Roaming Out &

Disable v |(The Auth server is for username only with ID, e.g. user1.)

Subnet Mask

Secret Key

255.255.255.255(/32) ¥ | = [sesseses

STATUS

SNMP Community

Schedule

Policies.

Blacklists
1 802.1X

Privilege Lists

Additional Controls 2 Disable
£ Disable
4 Disable

3.4 AP Configuration

255.255.255.255 (/32) v

255.255.255.255 (/32) v

255.255.255.255 (/32) v

1. Enable a VAP and give it an appropriate SSID, e.g., RADIUS_Test

T TRRRD——S—S—SSSS
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| “» Ny o =1
System Wireless! Firewall Utilities status

VAP Overview \[ General \ VAP Coenfig [ Security \[ Repeater \[ Advanced \L Access Control \[ Hotspot 2.0 \\

Home > Wireless > VAP Configuration

VAP Configuration

Profile Name : |[RF Card A: VAP-2 v

VAP : Disable ® Enable
Profile Name : | |yap-2
ESSID : | RADIUS_Test

VLANID :| ® pDisable Enable
VLAN ID : (1 -4094)

CAPWAP Tunnel Interface : || Disable M

2. Go to Security Settings within the same VAP and select WPA-Enterprise as the security type, which
supports 802.1x RADIUS authentication. Then, administrators type in the Gateway’s IP address as

primary RADIUS Server. In this case, enabling accounting service is not mandatory.

\ P y - -

System Wireless! Firewall utilities Status

VAP Overview \[ General \[ VAP Config \-[Sechity [ Repeater \[ Advanced \[ Access Control \L Hotspot 2.0 \.\

Home > Wireless > Security Settings

Security Settings

Profile Name : |RF Card A: VAP-2 ¥

Security Type : | | WPA-Enterprise ¥ | 802.11r roaming

Cipher Suite = | | wpa2 v
Protected Management Frames : | | Disable v

Group Key Update Period : | |gs400 second(s)

Primary RADIUS Server :
Host @ 110.201.40.5

*(Domain Mame / IP Address)
Authentication Port : (1812
Secret Key : |12345678

Accounting Service : Diszble @ Enzble

Accounting Port @ (1813

Accounting Interim Update Interval @ |60 second(s)*

3.5 Client Side Verification

1. Add Adapter properties under “Manage Wireless Networks”

10
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M =l
@thﬂﬂ » Control Panel » MNetwork and Internet » Manage Wireless Networks - | Jv,l | Search Manage Wireless Ne... 2 |

Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below.

Add § Adapter properties §  Profile types  Metwork and Sharing Center @

Metworks you can view, medify, and reorder (3) -~

l-h management24 Security: WPAZ-Personal Type: Any supported Automatically con...
e

!-h AndroidAP Security: WPA2-Personal Type: A upported Automatically con...
<af

!-h cip-psk Security: WPA2-Personal Type: A upported Automatically con...
-

3 items

iﬂﬂﬂﬂ

2. Select “Manually Create a Network Profile”

U ==

u 2l Manually connect to a wireless network

Manage wi

Windows tries How do you want to add a network?

Add  Adapter E]

ALk Manually create a network profile
.

Networks you can = This creates a new network profile or locates an existing network and saves a profile : A
- for the network on your computer. You need to know the network name (35I0) and
L“ managel security key (if applicable). P

AndroidA

“.‘ ...

Create an ad hoc network

- ey . . . .
| cip-psk b This creates a temporary network for sharing files or an Internet connection -

h.

i i

nﬂﬂﬂﬂ

11




EWS Controller as RADIUS Server
3. Enter the information for the wireless network

* Network name: RADIUS Test
* Security type: WPA2-Enterprise
* Encryption type: AES

* Checkmark Start this connection automatically

| |l==] = |
(CIOLET ) )
@ 2l Manually connect to a wireless network
Manage wi
Windows tries Enter information for the wireless network you want to add
Add  Adapter pi Network name: Radius_test i @
MNetworks you can . 1 ~
,_h_ managen Security type: ’WPAZ-Enterprise v] -
e Encryption type: ’AES v]
= AndroidA n...
Lh Security Key: Hide characters
-
l*-h- cip-psk [¥] Start this connection automatically n...
S [] Connect even if the network is not broadcasting
Warning: If you select this option, your computer's privacy might be at risk.
[

2l |

4. Select Change connection Settings

e lE] = ]
Sl EpEE——) T

) 2! Manually connect to a wireless network

Manage wi

Windows tries Successfully added Radius_test

Add  Adapter pi i @

Networks you can 2 Change connection settings - A
= Radius td Open the connection properties so that I can change the settings.

: | managen n...

o

= AndroidA

o

= cip-psk n...
o

U

:

ol 4

5. Change the Security type to WPA2-Enterprise and Encryption type to AES while further‘selecting the

Settings button of the network authentication method as Microsoft PEAP.

12
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*  Ensure to deselect the “Validate server certificate” and the “Automatically use my Windows

logon name and password (and domain if any)”.

*  When done, Click OK, OK, and OK again.

EAP MSCHAPy2 Properties [

Protected EAP Properties

When connecting
When connecti

] Automatically use my Windows logon name and
password (and domain i any).

Connect to these servers:

"
& Urlan»
) Manually connect to a wireless network

Manage wi 1

Trusted Root Certification Authoritiesy

Windows tries Successfully added Radius_test @] 2003ca1 | - _
Radius_test Wireless Network Properties | = | [ AddTrust External CA Root [l
Add  Adapter pr] U [] America Online Root Certification Authority 1
1 Connection | Security [ Baltimore CyberTrust Root

Metworks you can [F] certum ca

= Radius_te [] class 3 Public Primary Certification Authority
L. Security type: [WP&Z—EnberprisE .] H [7] class 3 Public Primary Certification Autharity -

4 m ] »
| managen| Encryption type: [AES - ]

Do not prompt user to authorize new servers or trusted
certification authorities.

1 AndroidA|
Choose a network authentication method: Select Authentication Method:

Microsoft: Protected EAP (PEAR) - I Settings I [Secured password (EAP-MSCHAP v2) v] l Configure... l

Remember my credentials for this connection each
time I'm logged on

Enable Fast Reconnect

[ Enforce Metwork Access Protection

[ Disconnect if server does not present cryptobinding TLY
["Enable Identity Privacy

;H‘—

—
Advanced settings

v
6. C h d SSID “ S o
. onnect to the create ID “RADIUS_Test
' o) | ot
— Mot connected £ =
|® » Control Panel » Network and Internet » Manage Wireless Networks - earch Manage V
'k) C |Panel » N kand I Manage Wireless N ke +3 ||| Search Manage Wi
dﬂﬂConnections are available E
Manage wireless networks that use (Wireless Network Connection) [
Dial-up and VPN ~
‘Windows tries to connect to these networks in the order listed below,
PPP Authentication Connection =
Add  Remove Movedown  Adapter properties  Profile types  Metwork and Sharing Center Wireless Network Connection ~
Metworks you can view, madify, and reorder (4) Radius_test Connecting ﬁ]ﬂ I
= Radius_test Securi 2-Enterprise upported Automati Office 1
Lh . Mame: Radius_test
e . Signal Strength: Excellent
Office 1 Security: WPA2-Personal Type: Any supported Automati Office 2 Security Type: WPAZ2
Lh Radio Type: 80211n
s . Reception SSID: Radius_test
Office 2 2-Personal Type: Any supported Automati Conference Room 1.’1!]
Conference Room 2 ol
l"'h_ Reception Securi 2-Personal Automati Open Network and Sharing Center
« BBy B

7. Click on the message that says “Additional information is needed to connect RADIUS_Test”.

13
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[ = [ B ||
@thﬂ] » Control Panel » Metwork and Internet » Manage Wireless Networks - |49 | | Search Manage Wireless Ne... 0 |
Manage wireless networks that use (Wireless Network Connection)
Windows tries to connect to these networks in the order listed below.
Add  Remove Movedown  Adapter properties  Profiletypes  Network and Sharing Center @
Metworks you can view, modify, and recrder (4) )
] h Radius_test Security: WPAZ-Enterprise Type: Any supported Automatically con...
l-h management24 Security: WPAZ2-Personal Type: Any supported Automatically con...
l-h AndroidAP Security: WPAZ2-Personal Type: Any supported Automatically con...
l-h cip-psk Security: WPAZ2-Personal Type: Any supported Automatically con...
el «
mne s B
- = : i ax |B B B o
- Radius_test Profile name: Radius test o _&,_r Additional inform s needed to connect Radius_test.
| a
&. Security type: WPAZ-Enterprise @ B @& @
= Radic type: Any supported . -
EQ L9
Customize..,
\

8. Enter the user credentials at the Network Authentication box with username “1@local” and
password “1”.

== = |
@uvldﬂ] » Control Panel » Metwork and Internet » Manage Wireless Networks - | €?| | Search Manage Wireless Ne... O |
Manage wireless networks that use (Wireless Network Connection)
Windows tries to connect to these networks in the order listed below.
Add  Remove Move down  Adapter properties  Profiletypes  Network and Sharing Center @
Networks you can view, modify, and reorder (4) ~
!Hh- Radius_test Security: WPA2-Enterprise Type: Any supported Autornatically con...
| '
Windows Security ﬁ]

.

= | management24

Automatically con...

Network Authentication
Please enter user credentials

AndroidAP Autormnatically con...

W ——
e [1@local |
- h cip-psk ‘ |. | Automatically con...
|

[ oK Jl Cancel ]

in PP

—— Radius_test : -
.’ Security type: WPAZ2-Enterprise
- Radic type: Any supported

9. Check that the connected SSID connection can reach outbound via the URL of www.google.corr{

14
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I (=] o= D
. P
B3 Command Prompt - ping www.google.com -t ==l =] SunEnikconnecied s o
Radius_test

m

L Internet access

] »

of data: Dial-up and VPN ~
PPP Authentication Connection >
Wireless Netwerk Connection -
Radius_test Connected |

Name: Radius _

Hced Signal Strength: Excellent
§j| ©fce2 5:37? i paa;iﬁf
Receplion SSID: Racnuz,:si'
atig | Conference Room 1.l|_ﬁ|
Room 2 o -

atid Open Network and Sharing Center

W ECOFTy TP e WPTZ-ERTErprise
U - Radio type: Any supported

Customize...

S <« Network and Inter.. » Network and Sharing Center - |&,| | §

[7]
Contrel Panel Home . . . . . )
View your basic network information and set up connections

Manage wireless netwarks ‘.L b U See full map
L |

Change adapter settings

RAYCHANG-PC Radius_test Internet
Change advanced sharing (This computer)
settings . . - .
View vour active networks Connect or disconnect
ll Wireless Network Connection Status 2 Access type: Internet
Connections: fireless Network
General nnection
(Radius_test)
Connection |
[Pv4 Conectivity: Metwork Connection Details liE-J 1
IPvE Connectivity:
Media State: Metwork Connection Details:
51D: lon; or set
1 : Property Value
Duration:
Sneed: Connection-specific DN... 21.bed132
; peea: Description Qualcomm Atheros ARSBS7 Wireless Net
Signal Quality: Physical Address CO-F8-DA-35-7C-EF work
DHCP Enabled ‘Yes
Details. .. |I Wireless Prope I — G
Activity ] IPv4 Subnet Mask 255.255.0.0
. Lease Obtained Tuesday, January 27, 2015 3:04:08 PM or
Sent N Lease Expires Wednesday, January 28, 2015 3:04:05 P
|Pv4 Default Gateway 10.201.1.254
Bytes: 301,974 |Pv4 DHCP Server 10.201.1.254
IPv4 DNS Server 168.95.11
4 IPv4 WINS Server
| Py Properties | | FpDisable | L MetBIOS over Tepip En...  Yes
) Linkdocal IPvE Address  FeB0:1525:2411:18fa:ddd5 %21
|Pv6 Default Gateway
IPv6 DNS Server 2001:6030:2512:29::1
o 4 M b

4. Conclusion

EWS Controller can be deployed as a RADIUS Server under two different scenarios, Local/ On-Demand

15
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Databases for Remote Gateway and using the EWS Controller as Internal RADIUS Server. Set up

configuration flow for both scenarios are demonstrated; RADIUS authentication with web-based login
page and 802.1X authentication with AP as an authenticator. Upon successful client login, other EWS
powerful features such as bandwidth control, logs and report for the user events, and other existing

function all contribute to creating a robust and easily managed network.

5.Remarks

Please contact Technical Support Team for additional inquiries.
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