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1 Introduction

This guide will provide the basic configurations to quickly set up your own managed network. The
guide highlights the minimum steps required for a wired or wireless network in each of the EWS
controller’s features; Service Zones, Authentication, Page Customization and User Policy
Management and AP Management.

An introduction to Edgecore’s Wide Area AP Management (WAPM) will include a comprehensive
guideline to manage a remote Edgecore Access Point (AP) by establishing a CAPWAP Tunnel between

the EWS and AP.

1.1 Pre-condition

a. Edgecore EWS controller is installed at the central site with uplink connected to WAN.

b. Edgecore AP is deployed locally under the layer 2 network or through the Layer 3 network
at a remote site with internet connection at the uplink interface.

c. Confirm UDP ports 5246 & 5247 are open for connections between the EWS and AP.

% EWS’s WAN interface and AP’s uplink interface can be connected to the same switch to simulate a
scenario like deploying the AP at a remote location over the layer 3 network.

1.2 Complete Tunnel Network Topology
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& Remote users connected to an SSID with Complete Tunnel can be authenticated by the EWS and
enforced by the EWS’s user policies. All data are routed back to the EWS Controller.




1.3 Split Tunnel Network Topology

Split CAPWAP Tunnel
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$k Remote users connected to an SSID with Split Tunnel can be authenticated by the EWS Controller and
user data will be routed locally.




2 Configuration Flow Guideline

Below is a one-page step by step guideline for first time users in configuring the EWS.

1. System
General
WAN
LAN Ports

2. Utilities
Administrator
Accounts

3.1 System

Service Zone (SZ)

3.2 System
Service Zone >
Page
Customization

4.1 Users
Internal Auth. >
Local

4.2.1 Users
Internal Auth. >
On-Demand

4.2.2 Users
On-Demand
Accounts >

Account Creation

5. Users
Policies 2>
Policy
Configuration

7. Devices
Local Area AP
Management (L2)
or
Wide Area AP
Management
(L2/L3) >
Template >
AP List

8. Client Login
User Flow
Online Users
User Events
On-Demand
Accounts List

General
WAN
Configuration
LAN Ports

Admin Editing
Password Safety

Service Zone
Settings

Service Zone
Configuration

Local User List

On-Demand
Billing Plans

On-Demand
Account Creation

Policy
Configuration

Group
Configuration

LAPM/ WAPM
Template
AP List
Add a single AP
Discover
Multiple APs

CAPWAP

Online Users List
User Events
On-Demand
Accounts List

Configuration Options

System Name, Time

Static, Dynamic, PPPoE, PPTP
Bandwidth Limitation
Management IP List

Administrator Email
Security Answer
SMTP Server

AP IP Management
NAT/Router, IP Address, DHCP
Authentication Options

Login Page Customization

Message Page Customization
Default Template
Upload External

Username

Password

Group

Plan Type

Quota (Time/Volume)
Price

Group

Create Single
Create Batch

Policy Name

Firewall Profile

Privilege Profile

QoS Profile

Specific Route Profile

User Roles

User Authentication Database
Groups = Policies

WAPM Template

Template Settings
General Settings
VAP Configurations
Security Settings

CAPWAP: Complete/Split Tunnel

Summary/Detail view
To-From Time Periods
Authentication Type
Remaining Quota

EWS Configuration Flow
m User Interface

Description

Configure system settings and WAN

settings for internet connection
Choose LAN Port mode.

Configure allowed IPs to access the WMI
Configure administrator’s account to

enable password recovery.

Configure up to 8 Service Zones for

managing separate networks.

Personalize Captive Portal’s appearance
using built-in customization methods.

Create long-term accounts.
Ex. Staff, Employees.

Configure short-term account plans.

Ex. Hotel Guests, Students.

4 Plan Types: Usage Time, Volume, Hotel

Cut-off Time, Duration Time

Create On-Demand accounts through a
central Web Management Interface or a
Edgecore WTG Hotspot Ticketing System

Configure User Group’s enforced policy

profiles.

Block Websites, Limit User Bandwidth &

Gateway Routing.

Plan & categorize the types of users
Make 1-to-1 mapping to User Groups and

Policies.

LAPM for L2 Networks
WAPM for L2/L3 Networks
Configure generic Templates

Monitor & apply AP settings through a

centralized interface.

Configure CAPWAP for Remote AP/User

Management
Monitor online users
View recorded user events log




3 Configuration Steps

3.0 System - Initial Login

a. Connect your PC to the EWS’s LAN port.
Access into EWS’s Web Management Interface (WMI) by entering 192.168.1.254 in your
Web Browser.

c. Login to the EWS using the Default Username/Password: admin/admin.
¢ Note: First time logging into the EWS will require changing the password.

| SYSTEM USERS DEVICES NETWORK UTILITIES STATUS |

Main Categories

Welcome to System Main Menu

This Administrative Web Interface allows you to set various networking parameters, to customize network services,
to manage user accounts and to MONIKGF USEr Status.

Functions ar
System, Users ,

inta the following main categories:
Urilities , and Status .

For a quick overview of the system, please refer to the Dashboard,
For shortcut links to the Dashboard, you may click the dipnet Logo on the top-left, or <lick the ‘Dashboard  icon on the top-right

The 'Star’ icon on the top right is a Setup Wizard that provides a quick step-by-step guide on setting up your system.

For help with your system configuration, click the  lcon for Online Help,

Ul Overview

LOGIN
Username admin
password [l Login to proceed to the Welcome Page
Change password? English v

Forgot password?

3.1 System - WAN & LAN Interface Configuration
a. Go to System = WAN to configure the WAN1 Interface Type as “Dynamic”.

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS

General

WAN1 Configuration

1PV
LAN Ports

Service Zones
Port Lacation Mapping Interface Type Static (Use the following IP settings)

PMS Interface
® Dynamic (IP settings assigned automatically) Renew

S u b Ta b S ¥ Obtain DNS server address automatically.
Preferred DNS Server; 168.95.1.1
Alternate DNS Server: 8.8.88
PPPOE
PPTP

WAN2 Configuration WAN1 (DHCP)

Interface Type ® None

Statie (Use the following IP settings)

Dynamic (IP settings assigned automatically)

EnabISFFor QoS (Bandwidth Control)

WAN Traffic Settings

Bandwidth Limitation @ Enable Bandwidth Limitation on WAN




b. Go to Status = Interfaces > WANI1 to verify WAN1 IP Address.

SYSTEM USERS

System Summary Main

DEVICES NETWORK UTILITIES

Monitor Users elect Interface ' -
et istrptn oo ] WAN1 obtained IP Address

Logs & Reports Network Interface
Reporting

Sessions
WAN1
DHCP Leases

Routing Tables Mode DHCP 1P Address
MAC Address 00:1F:DAABCT:24 Subnet Mask
IPv6 Address N/A 1Pv6 Prefix

Traffic Summary
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c. Go to System > LAN Ports to select “Tag-Based” as the LAN Port Mode and Apply.

USERS DEVICES NETWORK UTILITIES STATUS
General Wair
WAN
IPv6 Port Assignment
Service Zones
Port 2 Role * Lant WANZ
Port Location Mapping
PMS Interface
LAN Ports

LAN Port Mode Port-Based

Port - Service Zene Mapping

pefauit v | | Defaut v | | Defauic v | | Defauir v
|
L LANT = LANZ  LAN3 LAN4 |

@ Apply € cancel




d. Go to System = General and click the Configure button beside Management IP Address.

USERS DEVICES NETWORK UTILITIES STATUS

WAN
IPvE General Settings
LAN Ports
Service Zones
System Name WHG201

Port Location Mapping
Contact Information

PMS Interface
HTTPS Certificate Default CERT ¥
User HTTPS Login Enable ® Disable
Secure
Internal Domain Name ¥ Use the name on SSL certificate

gateway.example.com

Portal URL Exceptions (User Agent)  IEMobile/7.0, XBLWP?

User Log Access

Pre-Login Page Configure
UAM Filter Configure

Management IP Address. Configure

SNMP Ensble ® Disable
Suspend Warning Message Sorry! The service is suspended.
MMS Setting Configure

System Time

Current Time 2017403102 19:05:18

Time Zone (GMT+08:00)Taipei v

Time Uodate * NTP Manially <ot o =

e. Check the appropriate SZs and configure the preferred IP Addresses to allow access to
the Web Management Interface.

%% Note: Unchecking all options and disabling the SSH/Telnet Service will result in being locked out
of the EWS. Please be cautious when configuring the Management IP List.

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS
h a

WAN Management Service
IPvE [7
LA Pors SSH Servi
Service Zones iy faske ©Bate | Enable/Disable SSH or Telnet for troubleshooting purposes ‘
Port Location Mapping Telnet Service ® Enable ' Disable
PMS Interface & 2 -
Management Service Zone List Allowed IPsin configured SZs to access the WHG’s WMI
1 |
Active staws | Service Zone | 1P Address/Segment Example: PC connected to LAN
Che Default 192.168.1.254/255.255.2550 «——— | Portto receive an IP of ‘
o SZ1-Public 172.21.0.254/255.255.0.0 lgzlesxx
E» sz2 172.22.0.254/255.255.0.0 \ ‘
. |
b ) sz3 172.23.0.254/255.255.0.0 Example: Clients connected tdE
= s24 172.24.0.254/255.255.0.0 SZ1-Publicwithan IP of
172.21.0.X cannot enter the
= sz5 172.25.0.254/255.255.0.0 e
WHG's WMI becauseit is
- 526 172.26.0.254/255.255.0.0 Unchecked‘
’ sz27 172.27.0.254/255.255.0.0
-] 528 172.28.0.254/255.255.0.0
Management [P Address List
No. Active | P Address/Segment Example: Allows all 1Ps
1 & 0.0.0.0/0.0.0.0 (0.0.0.0/0.0.0.0) to connect to
5 the WHG's WMI




3.2 Utilities - Admin Password Recovery

a. Go to Utilities = Administrator Accounts and click the “admin” Name to configure

password recovery.

DEVICES

SYSTEM

USERS

Administrator Accounts. Main hos A

Backup & Restore
Certificates

Admin Editing and Password Safety Setting

Network Utilities

NETWORK UTILITIES STATUS

Email Address for Password Recovery

Restart
System Upgrade Name admin
Original Password | ...... k ‘
New Password
Verify Password
Email |(1, .

‘ [sessnswrener || Click to setup SMITP server

Elementary school's name test

| Security Answer for Password Recovery

@ Apply

L (Astime setup)

O Cancel

b. Apply the configured Email and Security Answer before setting up the SMTP server.

SYSTEM USERS DEVICES NETWORK STATUS
Administrator Accounts |
Backup & Restore
Certificates General Settings
Network Utilities
Restart
System Upgrade Password Complexity ® Enable ' Disable
Min Password Length 6 *(6-20)
Min Password Category 2 *(2-4)
Limit Login Attempts Enable '® Disable
Password Expiration ® Enable ' Disable
Password expires 90 * dayls) after creation
Password Limits Enable ® Disable
Access Permission Configure
@ Apply € cancel
Administrator Accounts
Add Delete Lock Admin Unlock | Backup List | Restore List
(0 | fare | hares | Wicadres | o Swd
AC-ED:ER: Cusrent Page
- 192:168.1.99 O-ECACE0:E878 SuperGroup 4 v Utilicies » Administrator Accounts
Click Administrator Account Name to setup an email account for password recovery/reset




c. Setup SMTP Server to allow EWS to send Password Recovery Email to administrator.

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS
Administrator Accounts. Mair 65 s Administrator Adcounts Accoun

Backup & Restore
Certificates Admin Editing and Password Safety Setting
Network Utilities

Restart

System Upgrade Name admin

Original Password | ------ k |

New Password

Verify Passward Email Address for Password Recovery
Emal [- . | [ssmnsmre e | Click to setup SMTP server

Elementary school's name

| Security Answer for Password Recovery
(i S 15time setup)

@ Apply € cancel

3.3 System
3.3.1 System - Service Zones Configuration

a. Go to System —> Service Zones and confirm WAN Subnet and Default Service Zone IP
Address are in different subnets.
Example: WAN1 IP = 10.201.5.150 /Subnet = 255.255.255.0
Default SZ IP = 192.168.1.254 / Subnet = 255.255.0.0

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS
General
WAN
1PV Service Zone Settings
Service Zones .
Roet Lncatian Mar g Status Service Zone Name IP Address IPv6 Address | VLANTag | Default Auth. Option Network Alias DHCP Pool
PMS Interface <
= Defaul 192.168.1.254 A NrA Server 1 A 1‘:22'11:58 dis
)] 21 172.21.0.254 A 1 Server 1 NA 117;12221‘ g‘l‘l{ﬂ
1722201 -
5] sz2 172220254 A 2 Server 1 WA ‘:225223"00
y ] 573 172.23.0.254 N/A 3 Server 1 N/A 1‘;22'22;'3"'0;
172.24.0.1 ~
y - ] 5i 172.24.0.254 NZA 4 Server 1 /A 1722224 0.100
1 L
b ] 75 172.25.0.254 /A 5 Server 1 WA ‘;2222550‘3 :oo
E 576 172.26.0.254 NiA 6 Server 1 N/A 3;2222: g':o‘o
1722701 -
- 17227.0.254 N/A 7 Server 1 N wzzzz'ﬂgmn
b} sz8 172.26.0.254 /A 8 Server 1 NiA ";22'22:';":0‘0
Click Service Zone Name to configure each SZ




b. Click SZ1, Enable the Service Zone and configure the basic network settings.

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS

General Main rem » Service Zone =
WAN

1PV6 Basic Settings

Port Location Mapping Service Zone Status Disabled
S ertace Servie Zone Name You may rename the SZ Name

Change the VLAN Tag

Tag-based Isolation ® Inter-VLAN Isolation Clients Isolation None

Network Interface ‘VLMITag 1 * (Range: 1 ~ 4094)

Operation Mode ® NAT ' Router

‘IPAdﬂrass 172.210254 + Subnet Mask 255.255.0.0 . | Conﬂgure preferred P
Network Alias List Configure
b Enabled cenigwe || Configure DHCP Server

Assigned IP Address for AP Management

IP Range Start IP Address 172.21.10.1

End IP Address. 172.21.10.254

Authentication Settings

c. Configure Authentication Settings. Enable Guest Free Auth. Database to allow self-
registration users.

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS
PR, Authentication Settings
Configuration
e Aubenicaton Enable/Disable Authentication on this Service Zone
Internal Authentication - = 3 /
External Authentication L t
On-Demand Accounts Access Permission and Configure
Authorization
Schedule
Policies Default Policy Policy 1 v
Blacklists i
ST Portal URL ® specific ' Original ' None ™ I .
AdsonlConros it googlecom .| Portal URL opens specified URL after user is authenticated
MAC Authentication Enabled '® Disabled
PPP Authentication Enabled '® Disabled
SIP Interface Configuration Enabled @ Disabled
WISPr Settings Configure
Server 1 LOCAL local . b
RaDIUS radus v Confirm Authentication Databases
e ey e N allowed in this Service Zone
Server 4 LDAP Idap L4
Server 5 POP3 pop3 *
On-Demand ONDEMAND ondemand £
SIP SIP NiA
st P wia v € Enable Guest (Free Access Database)
Page Customization -




3.3.2 System - Service Zone — Captive Portal Customization

a. Click configure to customize different Login Page Customization. Message Page
Customization will provide customizations to message pages such as the login success page.

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS

SIP Interface Configuration Enabled '® Disabled e

WISPr Settings Configure

Authentication Options

Service Zones

LOCAL
Port Location Mapping

Auth. Option Auth. Database Default Enabled
Server 1 . *

local

RADIUS. radius #
PMS Interface
Server NTOOMAIN ntdamain *
Server LoAP Idap -
Server 5 POP3 pop3 -
On-Demand ONDEMAND ondemand -
sip sIP NiA
Guest FREE NiA w

Page Customization

Customize the Login Page (Captive Portal)
by clicking the Configure button

Configure

Login Page Customization

Message Page Customization

APs with VAP mapped to this Service Zone

List

@ Apply € cancel

b. Click configure to customize different Login Page Customization. Message Page

Customization will provide customizations to message pages such as the login success page.

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS
General ne Configuration

WAN

Ui Login Page Customization

LAN Ports

Port Location Mapping

" Default | Customize with Template  Upload Your Own ' Use External Page
| [=]Preview

PLM Open Type Login Page Defaul

PMS Interface Service Disclaimer
[ General Login Page

PMS Billing Plan Selection Page

@ Apply € cancel

Theme for Template

Button Color Of = .
Upload Logo Choose File No file chosen
No File
Note: Applies only to the “Customize with Template”
@ Apply € cancel pp Y p




c. Preview General Login Page in Default mode.

\%

LOGIN
o Login with an account
i
Remember e
. A Login with self-registration
e by Email

Device Logout

d. Preview General Login Page in Customize with Template selection with an uploaded logo and
customized text.

Uploaded image file with the
NETWORKS
aionetOetouit | ® customize win Template | Upisad vour Own 5 Use Extemal page
Account Login TGl
Username Login Tide
Password
Username
Login
—_— ward
Remember Me
Legin Butron Legin
Email Login
Remaining Quota Butcon Remain Queta
Email
b Gues Header EmailLogn
Guesma emai
Sens omin Guest Note (wichout Email Verification) Enter your Email account ta login for free.
G ) Check your malbox to extend usage tim
[ #in But s
Device Logout Indication Devee Logout
Onine Payment indication Buy Accounts Onine
SMS Indication REgiStar ACCOUNIS By SMS
Remember Me Remember Me
preview
@ aApply € cancel




3.4 Users
3.4.1 Users - Local Accounts

a. Go to Users = Internal Authentication, Local to create accounts using the Local Database.

SYSTEM DEVICES NETWORK UTILITIES STATUS

Groups.

Authentication Servers

Internal Authentication Server No. 1:Server1 ¥
On-Demand Local Authentication
Guest
Ext | Authenticati . .
e Loca User Lis Enter the Local User List to Add/Delete/Edit Local Accounts
schedule Account Roaming Out Enable '® Dicable
Policies. 802.1X Authentication Enable ® Disable
Blacklists
Privilege Li:
. @ Apply € cancel

Additional Controls

b. Click Add to create single or multiple accounts at once.

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS

Groups Main » Use: e A Local Authentication
Authentication Servers
Internal Authentication Local User List

Local

On-Demand Click Add to create Local Accounts

Guest Add... || Delete | Backup List | Upload Search
External Authentication

On-Demand Accounts L No Status Username Password MAC Group Activation Expiration Remark
Schedule
P (Total:0/2000) #eFirst e Prev Nextw Lastet GotoPage v (Page:t/1) Row per Page: 10 v
Blacklists

Privilege Lists

Additional Controls.




c. Enter user account credentials and Apply. (Ex. test1/test1 and test2/test2)

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS
Groups. Main » U ernal Authentication » Local Authentication » Local User List » Add 2 2 :
ey e Optionally bind MACs Optionally configure  Optionally add
Internal Authentication 2000 users can be added to this local user list, to Local Accounts Account Span aremark
foca) Username Password ‘ MAC Address | Group | Account Span | Remark
On-Demand
Guest el Groupt v | Categorize
External Authentication test2 Greup2 7 | into User
Qn-Oemand Accounts Fill in Username Group1 ¥ Groups
Schedule =
& Password pairs Group1 v
Folicies
Blackists Group 1 ¥
Privilege Lists Group 1 ¥
Additional Controls.
Group1 ¥
Group1 ¥
Group 1 v
Group1 ¥

Q Apply o Cancel

d. Created accounts can be viewed on the Local User List.

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS

Groups e Fication » Local Authentication
Authentication Servers.
Internal Authentication Local User List

Local

On-Demand
s Add.. | Delete | Backuplist | Upload Search
External Authentication
On-Demand Accounts L] No ‘ Status | Username Password Group Activation Expiration Remark
Schedule

1 valid test! testl Group 1
Policies

Vali st2
Blacklists 2 alid test test2 Group 2

Erivione Lot (Total:2/2000) #First #Prev Next+ Laset GotoPage 1 v  (Page:)/1) Row per Page: 10 v

AuonalContok User List available for Add/Delete/Edit/Backup/Restore




3.4.2 Users - On-Demand Accounts
a. Go to Users = Internal Authentication = On-Demand and click Billing Plan’s Configure

button to modify Billing Plans
SYSTEM DEVICES NETWORK UTILITIES STATUS

Groups Main » L
Authentication Servers
Internal Authentication On-Demand Authentication
Local
On-Demand
e User Postfix ondemand
External Authetcation Billing Plans Click Configure to modify Billing Plans
rct e currency [ ene @ Sus0 © €rn © £cor | Select currency for On-Demand Account
Schedule - o~ .
Policies
Blacklists Expired Account Cache 30 day(s)
Privilege Lists Out-of-quota Account Cache 30 dayls)
Additional Controls
Set Ticket's Serial Number 000001 Set
Web Printout Configure
POS Tickets Configure
MNumber of Tickets 9 2
Terminal Server Configure
Payment Gateway Configure
SMS Gateway Configure
Account Roaming Out Enable ® Disable

& Apply € cancel

b. Click the Billing Plan number to create a billing plan.

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS
Groups. Main » L ernal Au tion » On-Demand Authentication
Authentication Servers
Internal Authentication Billing Plans

Lacal

On-Demand .

e m Plan Type Quota Price (§) | Active | Group Function
Exernal Authenication [[] w Click number to create a Billing Plan Growp1 Rt
On-Demand Accounts

2 NiA Group1  Reset
Schedule
Policies 3 NiA Group1  Reset
Blacklists
4 N/A Group 1 Reset
Privilege Lists
Additional Controls 5 N/A Group 1 Reset
6 /A Group 1 Reset
7 NiA Group 1 Reset
8 NIA Group1  Reset
9 /A Group1  Reset
0 NiA Group1  Reset
@ Apply € cancel




c. Choose a Plan Type and configure the Plan parameters to achieve a complete User
Management: Activation, Expiration, Quota, Unit Price and Group.

On-demand Billing Plan Configuration - Goagle Chrome

(@ 192.168.1.254/UserAuthentication/OnDemandCreate.shtm|?bpid=1
Billing Plan Configuration
Plan Number 1
Plan Type Select Plan Type: Usage-time/Volume/Hotel-Cut-off/Duration-Time
Usage-time
Activation Volume ust be done within 1 day(s) 0  hour(s)
Hotel Cut-off time .
Duration-time :
Expiration ® Enable Disable Conﬂgure Plan paramEterS:
Account will expire in 7 day(s) after activation . AC'{iVatiOn/EXpiratiOn
Quota 1 day(s) 0 hr(s) 0 min(s) . Quota
et bl Bt S e et e [ X U o 9Tl
Unit Price $1 usD * Group
Group Group3 ¥
Reference
Q Apply 0 Cancel
d. Confirm & Activate the Billing Plan.
SYSTEM USERS DEVICES NETWORK UTILITIES STATUS

Grovps Main » Use ternal Authent On-Demand Authentication
Authentication Servers
Internal Authentication Billing Plans

Local [

On-Demand
e No | Plan Type ‘ Quota Group Function
External Authentication 1 Usage-time 1 day(s) of usage time and expired in 7 days) Group 3 Reset
On-Demand Accounts. R
2 NiA H Gi 1 eser
Schedule Check and Apply to Activate the i
Policies 3 NiA ' HTH Group 1 Reset
configure Billing Plan
Blacklists
4 NiA Group 1 Reset
Privilege Lists
Additional Controls 5 A Group 1 Reset
6 NiA Group 1 Reset
NeA Group 1 Reset.
8 NéA Group 1 Reset
NiA Group 1 Reset
0 Nia Group 1 Reset

@ Apply € cancel




3.4.3 Users - Creating On-Demand Accounts

a. Go to Users = Go to Users = On-Demand Accounts = Account Creation to create an On-
Demand account using the configured Billing Plan. Click Create Single and Create.

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS
Groups Main » Users » On-Demand Accounts » Ac Creatior
Authentication Servers
Internal Authentication On-Demand Account Creation
External N
On-Demand Accounts -
ol s | i P | o Funcon
Account List
Schedule 1 Usage-time 1 day(s) of usage time and expired in 7 day(s) 1 3 Create Batch
Policies 2 N/A
Blacklists
- 3 N/A
Privilege Lists @ 10.201.5.150/UserAuthentication/OnDemandConfirm.shtmiZbut
Additional Controls 4 N/A
g Rk Creating an On-Demand Account
[ N/A
Plan : Account Type 1:Usage-time
7 N/A YP B
Quota 1 day{s) of usage time and expired in 7 day(s)
8 N/A
Account Creation o Sysemcreaced - manual ceared |CNIO0OSE System (Random) or Manual
9 N/A
Length of password ® 4 characters 8 characters Username/Password accounts
0 NIA

Valid Period After activation, the account will be expired in 7 day(s)

Total Price ($) 1

Unit 1 Units per ticket
Group Group 3

Reference Add a reference related to this account (for example, the customer's name)
External ID Enter an external ID such as a Library ID No.

Please confirm the information and press Create button to create an account.

O Create

Q Cancel

b. The created account will be displayed in a new window.

demand User Ri

Welcome!

SN:00000

® 10.201.5.150/UserAuthentication/OnDemandRecept.shtml?buttonNo= 1&extid=&unit=1&reference=&random=1487832310403&gen_str=ahm3@

Auto-generated

Username ahm3@ondemand
Password a7z Username/Password
Plan : Account ‘rype 4B Usage—tlme

Account Type & Quota

Quota 1 dayis) ﬂlus‘!%eﬁnnd expired In
Unit 1 Units
Total Prica( $ ) 1
Max User 1 Max User for Usage-time
Relerenes accounts
External ID

ESSID : 55ID0

Shared Wireless Key: None (Open System)

You have to login before 2017/02/24 18:45

Account Activation Time

| The account will be expired in 7 dayls) after account activation.

Thank You!




C.

Go to Users = On-Demand Accounts = Account List to confirm the created account.

Groups
Authentication Servers.
Internal Authentication
External

SYSTEM DEVICES NETWORK UTILITIES

On-Demand Accounts

Account Creatfon
Schedule
Policies
Blacklists
Privilege Lists

Additional Controls

STATUS
On-Demand Account List
Available Actions
| Detete | Restore List | Backup List | Delete Expired | Delete Out of Quota Search

L] Username

Remaining Quota Status

Reference Bxternal ID Redeem
ahm3 1 dayls) Normal Group 3

On-Demand Account Info List

(Valid:1/1400) (Total:1/2000) #*First #Prev Mext# Last#d GotoPage 1 ¥ (Pageil/1)

Redeem

Row per Page: 100 ¥




3.5 Users

3.5.1 Users - Policy Configuration

a. Configure and select Firewall Profile, Privilege Profile, QoS Profile and Specific Route Profile

to create Policy 1.

SYSTEM DEVICES NETWORK UTILITIES STATUS

Groups
Authentication Servers
Internal Authentication

External

Select Policy to configure

v

e Select Policy Policy 1

Schedule
Policies Policy Configuration
Firewell
Policy Name Policy 1
Privilege
QoS Firewall Profile Firewall1 ¥
Specific Routes Privilege Profile Priviege 1 v
acis i S Choose mapped
Privilege Lists .
TR Specific Raute Profile Specific Route 1 ¥ P ro f| I es
Prefer DHCP Pool None ¥

@ Apply €D cancel

b. Go to Users = Firewall to configure User Firewall Rules to block a user’s access to an IP

Address or Web Domain.

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS

Groups
Authentication Servers

Internal Authentication Select Firewall Profile  Firewall 1
External Authentication
On-Demand Accounts Firewall Configuration

Schedule

Firewall Profile Name Firewall 1

Policy Configuration

Firewall Service Protocol Configure : E ]
— s fodiicgi Click Configure to create Firewall Rules to Allow/Block access
i User Firewall Rules Configure ;
Qos to an IP Address or Domain Name.
= User Firewall Rules (IPv6) Configure
Specific Routes
Blacklists
Privilege Lists & Apply € cancel

Additional Contrals




c. Click the Add button to create a new Firewall Rule.

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS
Groups Pollcies » Firewall Configuration:
Authentication Servers
Internal Authentication Firewall Profile 1 - Firewall Rules
External

On-Demand Accounts

schedule Delete | Enavle | Disaie | Click Add to create a Firewall Rule

Source Destination

Policy Configuration .| status Action | Rule Name | Service | Schedule

Sour:alnterfa:s‘ Destination Interface ‘

Firewail
Privilege

QoS

Specific Routes

(Total:0/40) beFirst #Prev Mext# Last#l Goto Page ¥ | (Page:1/1) Row per Page: 20 ¥

Blacklists
Privilege Lists
Additional Controls

d. Configure a new Firewall Rule (BlockFacebook) with preferred Source/Destination.

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS
Groups Main P Policy Configuration » Policies » Firewall Configuration» Firewall
‘Authentication Servers
Internal Authentication Policy 1 - Edit Filter Rule
External
On-Demand Accounts
Sehaddle Rule Number new
Rule Name BlackFacebook Enter Rule Name
Policy Configuration i
— Saurce Merfceizone. L Select the Source Interface/Service Zone and
Privlege P heess T 0000 the IP Address/Subnet Mask.
QoS Subnet Mask 0.0.0.0 (/0) v
0.0.0.0/0.0.0.0 means all source IP Addresses
Specific Routes MAC Address
Blacklists
Privilege Lists Destination Interface/Zone ALL v
Additienal Controls Domain Name ¥ vovow.facebook.com
Subnet Mask i32) ¥
Service Pratocol ALL ¥ “
| Select to Block or Pass traffic
Action ® glock © Pass g R
from Source to Destination
Schedule ® Always ' Recurring ' One Time

o Apply O Cancel




e. Check the checkbox and click the Enable button to Activate & Enable the Firewall Rule.

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS
Groups. figuration
Authentication Servers
Internal Authentication Firewall Profile 1 - Firewall Rules
External
On-Demand Accounts
B Add | Delete osaite | Check the Firewall Rule & click Enable

Source Destination

Policy Configuration Status Action Rule Name T Schedule Operation

Source Interface Destination Interface
Firewall |
Privilege ANY www.facebook.com

Disabled Block  BlockFacebaok ALL always Move

Qos —_— ALL ALL
Specific Routes
Blacklists (Total:1/40) teFirst ®Prev Next# Last#! GotoPage 1 ¥ (Page:1/1) Row per Page: 20 7

Privilege Lists
Additional Controls

f. Go to Users = Policies > Privilege to configure the Maximum Concurrent Sessions of each

user under this Policy. (Default = 500)

SYSTEM DEVICES NETWORK UTILITIES STATUS

Groups. Main
Authentication Servers
Internal Authentication Select Privilege Profile  Privilege 1 v

External Authentication

On-Demand Accounts Privilege Configuration
Schedule

DR Privilege Name Privilege 1

Firewall Password Cha nge Allow '® Disallow

Privilege Maximum Concurrent Sessions sessiensperusen) Configure preferred value for Maximum Concurrent Sessions
f::aﬂr = Disable timeout for this group Enabled ® Disabled

Blacklists

@ Apply € cancel

Privilege Lists

Additional Controls




g. Go to Users = Policies 2 QoS to configure each Group/User’s bandwidth.
To configure the QoS Bandwidth Control, Bandwidth Limitation on WAN must be enabled.

Click the hyperlink to access the WAN configuration page.

SYSTEM DEVICES NETWORK UTILITIES STATUS

Groups
Authentication Servers

Internal Authentication

‘ @ Note: Please enable Bandwioth fimitation on WAN and restart the system for Group Traffic Configuration.

A
External Authentication

On-Demand Accounts
Schedule |

e et Click the hyperlink “Bandwidth limitation on
Firevaat WAN” and Enable the feature.

Privilege

Qos

Specific Routes
Blacklists
Privilege Lists

Additional Controls

h. Please check the Bandwidth Limitation at WAN checkbox, Apply and restart the EWS to

activate the changes.

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS
General ¥ Obrain DNS server address automatically. =
Preferred DNS Server. 168.95.1.1 "

IPVE.

Alternate DNS Server: 8888
LAN Ports
Service Zones PPPOE
Port Location Mapping
PMS Interface: VTS
WAN Traffic Settings
Bandwidth Limitation % Enable Bandidih Limication on WAN Check the Enable Bandwidth Limitation on
Max Uplink Bandwidth 2000000 es |WAN checkbox and configure the Max
Max Downlink Bandwidth 2000000 wes  |Uplink/Downlink Bandwidth.

Target for Detecting Internet
Connection

P Address/Domain Name Here

Warning of Internet Disconnection

Sorry! The service is temporarily unavailable

@ Apply € cancel




i. After the EWS has restarted, go to Users = Policies = QoS to configure the QoS 1 Profile as
shown below.

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS
Groups Policies » Policy Configuration » Pollcies » Firewll Configuration » Firewall
Authentication Servers
Internal Authentication Paolicy 1 - Edit Filter Rule
External
On-Demand Accounts
Schedule Rule Number new
Rule Name BlockFacebook Enter Rule Name
Palicy Configuration e s e . >
Rl T Select the Source Interface/Service Zone and
Priviege P pdress e the IP Address/Subnet Mask.
QoS Subnet Mask 0.0.0.0 (/0) v
0.0.0.0/0.0.0.0 means all source IP Addresses
Specific Routes MAC Address
Blacklists
Privilege Lists Destination Interface/Zone ALL A
Addiderai Controls Domain Name ¥ wawaw.facebook.com
Subnet Mask 255.255.255.255 (/132) ¥
Senvice Protocol ALL v ;
Select to Block or Pass traffic
Action *® Block Pass | . &
from Source to Destination
Schedule ® Always ' Recurring '’ One Time

Q Apply o Cancel

j. Goto Users = Policies = Specific Routes to configure the Specific Route profile to direct user
groups to a specified gateway.

SYSTEM

DEVICES NETWORK UTILITIES STATUS

Groups
Authentication Servers

Internal Authentication Select Profile  Specific Roue 1 v

External Authentication

On-Demand Accounts Specific Routes Configuration
Schedule

Specific Route Profile Name Specific Route 1
Policy Configuration

Firswall | Default Gateway Define Default Gateway:  IP Address ¥ |

Privilege
Qos

1P Address Subnet Netmask IP Address
Specific Routes

Blacklists 1 255.255.255.255(/32) v

Route No. Destination Gateway

Privilege Lists 2
Additional Controls

255.255.255.255(/32) *

3 255.255.255.255 (132) ¥
4 255.255.255.255 (/32) *
5 255.255.255.255 (/32) ¥
[ 255.255.255.255(/32) *
7 255.255.255.255(/32) ¥
& 255.256.255.255(/32) *
a 255.255.255.255(/32) *
10 255.255.255.255(/32) *
n 255.255.255.255(/32) *
12 255.255.255.255(/32) *
13 255.255.255.255(/32) *

14 255.255.255.255 (/32) ¥ -




3.6 Users
3.6.1 Users - Group Configuration

a. Go to Users = Groups > Configuration and select Group 1 to configure the Group
parameters, Service Zones Group 1 is allowed access to and the Policy Profile applied when
an account in this group connects to the specified Service Zone.

SYSTEM DEVICES NETWORK UTILITIES STATUS
Main » User SR e

Overview

Configuration

Authentication Servers

\ntemal Autherrdcation Group Configuration

External

cndemand Aoones Select Group w1 v | S€lECt Group to configure
::;:z;m Group Name Employee Rename Grou p

Blacklists Remark

allowed to login
Additional Controls

Priig Lisis numberof devceswhicnare [0 |Configure # of allowed devices to login simultaneously

Allow to legout other devices when

exceeding the maximum amaurt of| ® mmanies - vusned [ENAble/Disable logging out other devices

devices

Zone Permission Configuration & Policy Assignment

—_—
Enabled Zone Name Time Span 1 Time Span 2
Schedule 1 v Schedule1 v
@ Service Zane : Default Policy 1 L4 Palicy 1
@ Service Zone : SZ1-Public Policy 1 L4 Palicy 1
- Service Zone : 522 Policy 1 v Policy 1 v
@ Service Zone : SZ3 Policy 1 v Policy 1
- Service Zone : §74 Policy 1 v Policy 1 [ x

b. Go to Users = Groups > Configuration and select Group 1 to configure the Group
parameters, Service Zones Group 1 is allowed access to and the Policy Profile applied when
an account in this group connects to the specified Service Zone.

SYSTEM DEVICES NETWORK UTILITIES STATUS

Configuration
Authentication Servers
Internal Authentication Group Overview
External
On-Demand Accounts 1
Group Name Authentication Type
Schedule .
e Local Employee (Group 1) is the
olicies i
Blacklists POP3 Server 5 Default Group for all
IR Employee RADIUS Server 2-Default R
itujege iy LDAP-Server -Default Authentication Types
Additional Controls NT Domain-Server 3
SIP
Group 2 Local
Group 3 Billing Plan 1

|Group 3 has been selected as

z.wp: the Group for the Usage-Type
roup

Group On-Demand Billing Plan 1
Group 7

Group 8




3.7 Devices
3.7.1 Devices - WAPM — CAPWAP Tunnel
a. Go to Devices, Enable Wide Area AP Management and click Enter to configure WAPM.

SYSTEM USERS NETWORK UTILITIES STATUS

Welcome to Device Management

Clickthe Disable Hyperlink
and select Enable & Apply

@ 192.168.1.254 EquipmentManagement/main.shtrr

Wide Area AP Management

@ Apply

Wide Area AP Management

0 Cancel

b. Go to CAPWAP to enable CAPWAP on the EWS. Certificates can be uploaded for establishing
CAPWAP tunnels between the EWS and AP. The Control Channel IP Address should not be
changed unless there is an IP conflict.

AP Load Balancing

IP Netmask For Control Channel

Contrel Channel IP Range

256.255.255.192 (61) v

100.64.144.193 ~ 100.64.144.253

@ Apply

SYSTEM USERS NETWORK UTILITIES STATUS

Map
AP Grouping
AP List CAPWAP Configuration
Template
WDS List
ot CAPWAP Status osane S€t CAPWAP Status as Enable
Firmware Apply Certificate to APs DEFAULT ¥
il Trusted Certificate Authority(CA)  DEFAULT ¥
Rogue AP Detection

IP Address For Control Channel 100.64.144.254

CAPWAP Control Channel IP/Netmask (leave as default
unless it conflicts with your existing network)

0 Cancel

Access Controller IP List

woR W =

IP Address

@ Apply

| Remark

O Cancel




c. Configure the Template to be applied to Edgecore APs prior to adding the APs into WAPM.
You may select the Template #, Country Code and begin configuring the General, VAP,
Security settings of the AP.

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS
Map Template » VAP ¢
AP Grouping
AP List VAP Configuration - Templatel
WDS List
Profile Name Select the VAP-# for the RF Card.
Backup Configuration
Firmware VAP n.s.mo Enablethe VAP
St Profile Name VAP-1

Rogue AP Detection

— : £ssiD [#compee | Configure the ESSID for devices to scan and connect
oad Balancing

Uplink Bandwidth 0 Kbits/s *(1-1048576, 0:Disable)

Downlink Bandwidth 0 Kbits/s *(1-1048576, 0:Disable)

VAN ID Disable ® Erable VLAN is automatically enabled and configured when the
waniofior — «1-4s) | Seryice Zone for CAPWAP Tunnel Interface is selected below

Uplink 802.1p Best Effort (BE) ¥

Downlink 802.1p AC Mapping Background (BK) Background ¥

Best Effort (BE) BestEffort v

Excellent Effort (EE) Best Effort ¥

Critial Applications (CA) Video M
Video (VI) Video v
Voice (VO) Voice v

Internetwork Cantral {IC) | Voice

Network Control (NC) Voice v
CAPWAP Tunnel Interface Complete Tunnel ¥ -
Select Complete Tunneland the Service Zone
Service Zone SZ1-Public ¥

d. Configure VAP Configuration to establish a Complete Tunnel to SZ1-Public in the SSID.
One 1 type of tunnel, Complete/Split, can be established per VAP.
The Service Zone selected will map all user traffic (Authentication and Data) to the selected
Service Zone. The fixed VLAN is a private VLAN ID used for communication between the EWS
and AP via the Complete Tunnel Interface.

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS

Map
AP Grouping
AP List Template AP Setting
Template
‘WDS List
adix ok Ehai, Select Template Select the Template #
Firmware Country Code usa v
CAEWAE General Settings Configure fi h | 4 6 >
fogue AP Detection S — Configure the General Settings, VAP Configuration,
n ration onfigure . ¥ . .
AP Load Balancing ST Security Settings by clicking each button
Security Settings Configure
Advanced Wireless Settings Configure

Hotspot 2.0 Settings Configure




e. Split Tunnel can be configured by selecting Split Tunnel at the CAPWAP Tunnel Interface. If a
Complete Tunnel is already established to SZ-Public, a Split Tunnel cannot be established to
the same Service Zone. For Split Tunnels, a VLAN is not required.

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS
Map nt » Template » VAP ¢
AP Grouping
AP List VAP Configuration - Template1
wmeLs ; Select the VAP-# for the RF Card
Backup Configuration FYcilie Hame -
Firmware VAP nus.:u\o Enablethe VAP
CARN Profile Name VAP-2
Rogue AP Detection " P,
e EssiD Configure the ESSID for devices to scan and connect
VLAN ID ® Disable Enable
VLAN 1D *1-40%4) ¥ .
Select Split Tunnel and the appropriate SZ. If a SZ
CAPWAP Tunnel Interface Split Tunnel b 2 i
already has a Complete Tunnel established, a Split
Service Zone Default v

Tunnel cannot be established to the same SZ.
QAppIy QCanceI

3.7.2 Devices - AP CAPWAP Configuration

a. Connect to the Edgecore AP on the WAN side either through a switch or directly to the AP’s
uplink port via an Ethernet cable.

':-, Ethernet 2 Properties ‘ Internet Prataceol Version 4 (TCP/IPv4) Properties
Networking  Sharing General
Connect using: You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
@ Reatek USB GbE Family Controller for the appropriate 1P settings.
Configure... (C) Obtain an IP address automatically
This connection uses the following tems: (@ Use the following IP address:
¥ B Cient for Mcrosoft Networks A e (2.6, 1.9 Configu
Wi 8 Fie and Priter Sharing for Microsoft Networks db
@ B00S Packet Schedder Subnet mask: [255.255.255. 0 | | OF er 1
Wi . Intemet Protocol Version 4 (TCP/IPvé) .
22 Default gateway:
Ll g Microsoft Network Adapter Multiplexor Protocol i |
¥ 4 Microsoft LLDP Protocol Driver

0 , Intemet Protocal Version 6 UCF'ﬂF'vE} “ Obtain DNS server address automatically
(®) Use the following DNS server addresses:

"~
W




b. Enter the AP’s WMI using the AP’s Default IP Address: 192.168.1.1
The default AP login username/password is admin/admin. After logging in, you are redirected

to the AP’s System Overview Page.

overview \(Interfaces \| Associated Clients )| DHCP Lease | Link Status \| Event Log \ Wireless Log \ Monitor

Home > Status > System Overview

System Overview

@ System g Radio Status
RF Card MAC Address Band Channel TX Power
System Name ECWS5211-L
RF Card A 00:1F:D4:06:F1:1F 802.11g+n 6 21 dBm
Firmware Version 3.43.00
RF Card B 00:1F:D4:06:F1:20 802.11ac 36 20 dBm
Build Number 1.8-1.9474
Location
Site EN-A
Device Time 2000/01/01 00:10:31
System Up Time 0 days, 0:11:24
CPU/RAM Usage 2.49% / 32.58%  Plot
@ LAN Interface » AP Status

MAC Address 00:1F:D4:06:F1:1D
RF Card Name : |RF Card A ¥

1P Address 192.168.1.10

Subnet Mask 255.255.255.0 Proma BSSID ESSID Security . Online i,y
Nam Type  Clients
Gateway | 192.168.1.254 VAP-1  00:1F:D4:06:F1:1F  GuestNetwork  Open 0 Q
° CAPWAP d 1Pv6
Status Disabled Status Disabled

c. Go to System = General to configure the AP’s Name and Time Zone.

o 'Y Y -~ =Y

SEED Wireless Firewall Utilities Status

| | Network Interface 'y Management { CAPWAP \\ IPv6

Home > System > System Information

System Information

Name : 1st Floor *

Description :

Location : | 1st Floor Office |

Configure AP’s Name and Location Detail

Time
Device Time : | 2017/02/22 10:53:38
Time Zone : (GMT-+08:00)Taipei M
Time :| ® Enable NTP Manually set up
NTP Server 1 192.168.1.254 :

NTP Server 2 : | time.nist.gov

Configure the AP’s Time, Time Zone & NTP Status

osave ] ams
|




d. Go to System > Network Interface to configure the AP’s Static or Dynamic IP Address. After

Saving a new Network Setting, a reboot is required.

ot “» 9] - >

SYSTEM Wireless Firewall Utllities Status
General Managemen(.- CAPWAP | IPvE
Home > System > Nebwork Settings

Network Settings

Mode : Static '® DHCP  Renew
Ethernet IGMP Snooping :| ® Disable Enable
Layer2 STP :| Disable M

e. Confirm updated System Name, Time and LAN Interface after reboot.

- “» 4] - >

SYSTEM Wireless Firewall Utllities Status
Netwark Interface '\ Management |\ CAPWAP ' IPvé
Home > System > System Information

System Information

Name : 1st Floor

Description :

Location : | st Floor Office |

Configure AP’s Name and Location Detail

Time
Device Time : | 2017/02/22 10:53:38
Time Zone : (GMT=+08:00)Taipei v
Time :| ® Enable NTP Manually set up

NTP Server1: 192.168.1.254

NTP Server 2 : | time.nist.gov

Configure the AP’s Time, Time Zone & NTP Status

Loswe | ce
.|




f. Go to System - CAPWAP to enable CAPWAP and select the appropriate Discovery Method.
A reboot is required after saving the new CAPWAP configuration.
Note: Select Static Discovery if the EWS’s WAN has a Static IP Address.
Select DNS SRV Discovery if the EWS’s WAN has a valid Domain Name.
The following example shows using Static Discovery where the EWS’s WAN IP is entered
under AC Address.

o P Y -~ ="

System Wireless Firewall Utilities Status

Home > System > CAPWAP Configuration

CAPWAP Configuration
CAPWAP : Enable CAPWAP

Certificate Date Check :| @ Disable ) Enable| Manage Certificates
DNS SRV Discovery :| ® Disable Enable
DHCP Option Discovery : | ® Disable Enable
Broadcast Discovery :| ® Disable Enable

Multicast Discovery :| ® Disable ) Enable

|static Discovery : | © pisable ® Enable| Enable Static Discovery

Pri. AC Address Remark

1 10.70.18.98 Fill in Controller’s IP address
2

3

4

g. Go to Devices 2> WAPM —> AP List to confirm if the AP is automatically added into the AP List.
The CAPWAP Status displaying “Run” means the AP can be managed using the EWS and can
be applied a Template.

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS
Map
AP Grouping
AP List
Template
WDS List
Backup Configuration Type Al
Firmware Status Al
CAPWAP Tunnel None
Rogue AP Detection Name ¥ Search
AP Load Balancing
i a Refresh
1st_F| oor has Tem p late1 a pp lied Refresh Interval Disable Auto Refresh ¥ Refres!

Add | Delete | AddtoMap | Backup Config | Restore Config | Upgrade | Apply Settings | Reboot

Name Map Templatec Status # of Users Tunnel| AP Admin Web APWAP| AP Ver. The AP’s WMI can also
Eows211e 1st Floor 10201539 00:1F:DA:04:C9:12 Overview III wn 11003 De access via the AP
Edit | | Go

Admin Web

(Total 1) ##First ®Prev Next# Last#t GotoPage 1 ¥ Row per Page 20 ¥




h. Check the AP’s checkbox and click Apply Settings. Select the Template and Apply. The Status

of the AP will change from Online = Applying.

Map
AP Grouping

Template

WDS List

Backup Configuration
Firmware

CAPWAP

Rogue AP Detection
AP Load Balancing

® 10.201.5.150/0utd

T
SYSTEM USERS DEVICES NETWORK
| Apply Settings
|
AP List o Apply template
Type v Change password
Statiss A x New Password * up to 32 characters |
Tunnel None v Relenter New.
Name v Search Password |

@ Apply € cancel
Refresh Inte —————
Add | Delete | AddtoMap | Backup Config | Restore Config | Upgrade | Apply Setings | Reboot

u | Type Name P MAC

Map [Template Status # of Users Tl

System Overview ¥
et istFloor 10.201.539 00:1F:D4:04:C912 Overview N/A  Online 0 == RUN  1.10.03
di o

(Total 1) tefirst #Prev Next# Last#t GotoPage 1 ¥ Row per Page 20 ¥

i. Confirm AP’s status after the Template is applied and the AP returns online. The “Go” button

can also be used to enter the AP’s WMI remotely.

Map
AP Grouping

Template

WDS List

Backup Configuration
Firmware

CAPWAP

Rogue AP Detection
AP Load Balancing

SYSTEM USERS DEVICES NETWORK UTILITIES STATUS
AP List
Type All v
Status All v
Tunnel None v
Name v Search

Refresh Interval Disable Auto Refresh ¥ Refresh

1=t Floor has Template 1 applied

Add | Delete | AddtoMap | Backup Config | Restore Config | Upgrade | ApplySettings | Reboot

Name ‘emplate; Status # of Users Tunnel| AP Admin Web  CAPWAP AP Ver. The AP’s WMI can also

rv 11003 D€ access via the AP
Admin Web

ot Ist_Floor 10.201.539 00:1F:DA04CO12 Overview E] Online

(Total 1) eFirst #Prev Next+ Last#d Go toPage 1 ¥ Row per Page 20 ¥




Confirm the AP’s CAPWAP Tunnel Status by entering the AP’s WMI using the AP Admin Web’s
Go button. The CAPWAP Status should show “Run (EWS IP)” and Data Channel as “Active”.
The VAP should also display a green checkmark under TUN.

AP’s WMI remotely accessed
using WAPM'’s AP List

(e @|TO.201.5_150.’-‘7?'\H--:4 tus/overview.asp

@ System

System Name 15t Floor
Firmware Version 1.10.03
Build Number 1.19-L8618.2.5-
Location 1st Floor Office
Site EN-A
Device Time 2017/02/23 14:21:33
System Up Time 0 days, 0:04:26

CPU/RAM Usage 11.54%/28.15% Plot

@ LAN Interface

MAC Address 00:1F:D4:04:C9:12
IP Address 10.2015.39
Subnet Mask 255.255.0.0

Gateway 10.201.1.254

CAPWAP Status & Data Channel

o CAPWAP

Status Run(10.201.5.150)

Data Channel Active

System Overview

@ Radio Status

RF Card MAC Address Band Channel TX Power
RF Card A 00:1F:D4:04:C9:13 802.11g+n 13 27 dém
RF Card B 00:1F:D4:04:C9:14 802.11ac 36 17 dBm

4 AP Status -
Established Tunnel

(Complete or Split) per VAP

RF Card Name : RFCard A ¥

Profile Security  Online
Name BSSID ESSID Type Clients TUN
VAP-1  00:1F:D4:04:C9:13 | AP_Complete Open 0 &
wd IPV6

Status Disabled




3.8 Client Login

3.8.1 Client Login - User Flow & Monitoring

Client device associated with the SSID and logged in successfully through the browser. The
user may proceed to surf the web or logout using the logout button on the successfully logged
in page. If logged in with an On-Demand account, the login successful page will display the

a.

remaining quota.

(¢ (@ gateway.example.com/li  [1]

\%

LOGIN

Username | ahm3@ondemand

Password | =

ogin

Remember Me

FREE LOGIN

Email

Device Logout | Register Accounts by SMS

i Hello, you are logged In

via ahm3@ondemand

To log out. please click the “Logout” buttan,

Login time: 2017-03-02 16:01

Remalning Time:

23 bHour 59 Min 50 Sec

Y @& //wwwgooglecomtw/ [@]

ALL IMAGES

Google
&

Google.com.tw offered in: 43 (¥88)

You have logged out successfully.

b. Go to Status = Monitor Users = Online Users to monitor online users and view details.

System Summary Main 1 Status » User Menito

Interfaces

Monitor Users

Online Users

Roaming In Users

Roaming Out Users
Nor-Login Devices
MAC Login Devices
Authenticated Users B | No. | Status

Process Monitor

SYSTEM USERS

Online Users List

Select Mode

Logout | Refresh

Username

1 Online ahm3@cndemand 172.21.0.108 NiA

DEVICES

STATUS

NETWORK UTILITIES

| ©summay 0w | SUMMary view or Detail view

Group / Policy | Auth. Database | Auth. Method | Pkts In/Out

IP Address | IPv6 Address | MAC Address

E8:50:88:85:84:31 SZ1-Public/ TN#1.1001 Group 3/ Policy 3  ONDEMAND

SZ /VLAN

Search

Refresh Disable ¥

Access From

UAM 3285/3150 462101/ 2469962 1st_Floor

0

Logs & Reports
Reporting
Sessions

DHCP Leases
Routing Tables

(Total:1) wFirst «

Prev Next# Last#! GotoPage 1 ¥ | (Pageriil)

Online User with network details

Row per Page: 50 ¥




c. Goto Users = On-Demand Accounts = Account List to view On-Demand Accounts and their
statuses.

SYSTEM DEVICES NETWORK UTILITIES STATUS

Groups Main » Users » On.Demand Accounts

Authentication Servers.

internal Authentication On-Demand Account List
External

On-Demand Accounts

Delete | RestoreLlist | Backup List | Delete Expired = Delete Qutof Quota Search
Account Creation

Account List I 1 " I I i
L Username Remaining Quota Group Reference External ID Redeem

Schedule L |
e ahm3 23 hr{s) 20 minfs) 19 sec(s) Normal Group 3

Blacklists

Privilege Lists (Valid:1/1400) (Total:1/2000) #+First *Prev Next+ Last## Goto Page 1 v (Page:1/1) Row per Page: 100 ¥

Additional Controls.

On-Demand Account List showing Remaining Quota of each user account

d. Go to Status = Logs & Reports = User Events to monitor user’s events.

SYSTEM USERS DEVICES NETWORK UTILITIES

System Summary i
Interfaces
Monitor Users User Events
Process Monitor —_—
Logs & Reports
CAPWAP Log Display Mode Configure
Configuration Change Log From 2017-03-02 Select 2 . h Display
Local Monthly Usage To e rorm Filter Time Period
:E:ii:fms User Type @ Local ¥ OnDemend O Guest O RoamingOut ) Roamingin 0 Extemal | Filt@r Authentication T\/pe
On-Demand Billing Report Download Type v Search

RADIUS Server Log
SIP Coll Usage

System Log Ondemand 2017-03-02 14:14:23 +0800 ahm3 0000 00:00:00:00:00:00 Create_OD_User
UAMB Log
Ondemand - Mobile 20170302 16:01:44 +0800 ahm3 172210108 EBSDEBE5EL3T 0D_User_Login

User Events
Reparting Ondemand - Mobile 2017-03-02 16:41:25 +0800 ahm3 172210108 EBS0EBB5E431 OD_User_Logout
Sessions
o (Total:3) FeFirst +Prev Next# Last#l GotoPage 1 ¥ (Pagei1fl) Row per Page: 20 ¥
Routing Tables - e s =

. Events include the following: Account creation/deletion, User

login/logout, User-ldle-Timeout, Session-Timeout and etc.

4 Remarks

Please contact Edgecore’s Technical Support Team at ecwifi@edge-core.com for additional inquiries.
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